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- E 10 0 TEmELANERRRARLE S RN ARER) |
« [ 10 718 DigsemvAlFAYIES IS |
« |% 11 7189 lAppScan Source V9.0.3 FAREZIFHITHAEMFFIE |

W MEMRRT RS

M AppScan Source V9.0.3 Fif, ZIFLUTIRIERS:
* Red Hat Enterprise Linux V6 Updates 6 # 7

+ OS X V10.11o X OS X V10.11 AIZHFAIIEHAE] AppScan Source V9.0.2, H7E
[http:/ /www.ibm.com/support/docview.wss?uid=swg21968948F iR 7 #H % fR
#l (ZPRHINEM AppScan Source V9.0.2) o

ItEoh:

* Objective-C B Xcode 6.3 M 6.4 ({X5t¥t i0S MARER) MAER OS X FALE
REFFRRIFE (3T Xcode 6.3 M 6.4 BIZFEFHXIF AppScan Source V9.02 B
%) o BEE: WF Xcode 6.3 F 6.4 HiF, WEFERLRS, 52 http://|

8 1BM Security AppScan Source: REMEIRISE


http://www.ibm.com/support/docview.wss?uid=swg21975211
http://www.ibm.com/support/docview.wss?uid=swg21975211
http://www.ibm.com/support/docview.wss?uid=swg21975211
http://www.ibm.com/support/docview.wss?uid=swg21975211
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http://www.ibm.com/support/docview.wss?uid=swg21962208

[www.ibm.com /support/docview.wss?uid=swg21962208LUKEUEAA(E B, XLERR
HIFRERAT AppScan Source V9.0.3.1 MEShRZA,

+ AppScan Source for Development Eclipse i@t I7E5S IBM MobileFirst Plat-
form Foundation V7.1 &, MERHA#H AppScan Source FmFH IBM
MobileFirst Platform V7.1 B, MAERF. FHEH HTML Xffo

« BJf3## Rational Application Developer for WebSphere Software (RAD) V9.1.1
MEXHHMIIE=IE, ME AppScan Source for Development (Eclipse #&fF) &I
RATF RAD V9.1.1,

« B[f3% Eclipse V4.5 MBEXHMI{E=E (X Java f IBM MobileFirst
Platform) , AppScan Source for Development (Eclipse #ff) FIIERTF Eclipse
V4.5,

« I7ESZHF IBM WebSphere Application Server V8.5.5 ¥4giE Java M JSP.

d BOERGSSIURT M RIZS SIFHIRIER S
HisEcEERINEE

"AEECE MEEENigt, MAEAREUTIIEE:
« HEEDIEIFAINEE.
« REAWMIEFHRITHONEE, XOEFRRDMHNETRAND .

AppScan Source HIEEEAEIEEE: Web TR, Web RIRITHE. Web T
B3 Web REFIHE,

FTRL R 14 fE S Re s S itiR R S EM AR R £ 4R,

AppScan Source HWJZA{TARSINT Attribute.Likelihood.High #0
Attribute.Likelihood.Low /B, XLEBMHERMEINEMN, MmIERTELIZEEGIFLN
B Ao

£ AppScan Source 1, likelihood RR&Z 2RI AN A REMMIE. AppScan
Source X B lhttps://www.owasp.org /index.php /|
|OWASP_Risk_Rating_Methodology#Step_Z:_Factors_for_Estimating_Likelihoodl_HzE'E
MR ERTREMNENX, HBIETREBEMHE K ErTREMERNEHA TR, BT
RIE—HREREY (FIURE API R R API B REASIFENE) , AppScan
Source HERFKOIRES BB AT/ IE KA A IRERRY BT 8B4

REAIREM SRIENFETRRRER, REXNEFNREN, XA, servlet IBER. =4
BRAHEEFT. WTFAZEANR, RONSIETATNKESESERE. Zih
AKRKER, FHRIANESRIR.

REFIREMERIR I EE!

o WNERIRMHET HTTIP JRAVERER (5130 Request.getQueryString) FNESUL S RIZASLmH1E
Yegs (5140 Response.write) , FBARHMERSHEIEEN, At ERNEREE,

« MREETRREMIRARER (F190 getProperty) MESIARMAIREHEEE (140
Response.write) , BARKHERMAIATEN, FAERERNERGE.
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AEFREME A TIRA A B ITIREEITH S M AR FTIRFER, E52ERF
BARBRBRRAEE, ANCRMTNERSENBUNEESHGE. REFREMTE
AppScan Source HESSIEHIEERFHENSSRIFEXRERNRE M. ZERIMAFIA
B9

HNEHT T RENERKBTE RN L EREEETF. BIER"EFNMURT", 28K
REFTREIEE B A B EARINEIMN ERIFTS HR. RO M ERBIE RIS
%, ARRSBELRETIERENRE.

T EGRMUWAES G, ThRERMEERERERME (BHR) . EERKERIES
BEWER. MAOEHR, TRIARKNERFEESN, EREEEBIFERZHUFH
FEMHMREREEHE. BREREBIZRAASERENEREES. XAUEK
BEORSINGR, WHELAERNNTERAS, MABTEBEAEREEMLS L
1TRIERIIF R

A HFXEMNEY, MREE AppScan Source FIFTRIARAALER T WHE, ABATE
V9.0.3 R ITIHENPIREA MR LERINERDREEN. BEXEZER, HAETHU
AZAXEANEY, B EEREXAT G IS0

BB RZRSEFAREFRIL T BRI ER

AppScan Source ITEET HEhEMTERBIZUERT5E (B0 getter. setter FR[EIFR
RENEMSGZE) RIXETREFHEREWESE. IATFTRBEBETETENSD
#r, FHRE T ZERVZEREEAR,

A BTXETHREEY, SRBE AppScan Source HISLEIARASHRAER T Md, ABAT
EEERIRBITNERNBWSENERPNEN. EXELZER, HEETRHRINER
FEMIFEER, B2REXEESMEXNIR IS 20

YRR MM R 245

PHP V5.4 I7ERI7E Windows ] Linux £B) IBM Security AppScan Source for
Analysis. IBM Security AppScan Source for Automation # IBM Security
AppScan Source 88 1TRME (CLI) I,

+ AppScan Source MAEEE Spring MVC 4 EZRBIRNEHF.

+ Java $3fEL:

— 13#& JavaServer Pages BY, I7ErIEEFERMTCRIFREXEMABER A
RIFXLE ., BETE AppScan Source for Development Eclipse 1 A3t
FAEmFNEY, EERLMRENDE (ZFER2MSH > BEARE > &
BERSMIB) HEFEMmEXREIRE, E7E IBM Security AppScan Source for
Analysis PRBTRFRM, EFEUTEMIERNARFEEIRE,

- IMERMHRYTE KK R ET R,
- SR E SN AR Tava TIBKEIKR .

- f3#& Java BY, AppScan Source MIEFIFHEIR/ MEKIIKX R Java XHH Java
FRAE, HHBRIFEIR. IRROKBXASEFERFEIR, ITXEHE
RNEERBEANTBEX . BIZER, AEEENERBERIIKBXR,
B, ALREEERNT2EBE.

IBM Security AppScan Source: ZEMEIEIERE



* M AppScan Source V9.0.3 F45, FKESAHNEE Xcode TH I EEMMHETER
B BMEE L, ZEH5INT xcodebuild -dry-run HIEERSEIRENE N XHERY
ERCE, FLbE AppScan Source TEAFLE Y RIFAE X HECENABALAIRESH
WE=,

AppScan Source V9.0.3 HAHEXZFIIHEEMFE

£ AppScan Source V9.0.3 H:
« FBXF OS X V10.8 BIERS.
© FEXHE Xcode V4.6 FEZFFEIIZMRA Xcode 134 Objective-C WH,

« A1EXHF Eclipse V3.6 M V3.7 MBEXHHMI{E=IE], AppScan Source for
Development (Eclipse #iff) BIFRBERT Eclipse V3.6 #1 V3.7,

« REX#F Rational Application Developer for WebSphere Software (RAD) V8.0.x
B X4 I{E=E], IBM Security AppScan Source for Development plug-in for
IBM Rational Application Developer for WebSphere Software (RAD) BRI RNEIE
AT RAD V8.0.xo

* IBM Rational Team Concert” V3.0 1 V3.0.1 FBERZIFHRMERIRRS,
* WebSphere Application Server V6.1 FHEXZIFHNAEFRS S
« Y4 PHP V4x F 5.2 MXFEREEFER.

iT#5 %] AppScan Source HJXHikRZS

REFEETEN AppScan Source RILLARAFAMERRIEBER. WREZEMN
AppScan Source FVBRARARASHITAHL, BEHRIREEFIFALR AppScan Source hRASEARZ
5|tk S ATk 28I PR B AR A BI B 2

« [TA v9.02 F#J |
« |3 12 TR UM V9.0 EF#5 |
« |8 13 T8y UM V8.7 5 |

M V9.0.2 T
o | TFHN B RESEIME HETRMNER D EF L, J |
o [ 12 iy VBehERRZERESER |

AL E ST RE S BB AR PRISER I EKEN.

£ V9.02 Zf&E, 5IN\T Attribute.Likelihood.High FI Attribute.Likelihood.Low
FNEM, FRXLEME, AppScan Source BJ & /EMMMIATELEREMHERIF /S ATEE
B, Ft, SNSRI AppScan Source V9.0.2 BRI, AIEEAME V.02 Z/EHY
PR AR EERIRAENRELER D LR EN. NTFSIEEFNB web RHE
NFAXAFANBEUIIMER, X—RERREHN.

REBRT, BEAXLAMNEYE. ATRAXERNEYE, 0T

1. EXAYRIEBITITH <data_dir>\config\ipva.ozsettings (EH <data dir> =2
AppScan Source FEFHIRMIME, 15 55 M [REMBR BEXEAE) b
FR) o FEIXHEHH allow likelihood BE, IIREFSUATEEM:
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<Setting
name="allow_1ikelihood"
value="true"
default_value="true"
description="Allow the processing of the Likelihood
attributes to help determine trace confidence based
on the source API"
display_name="ATlow Likelihood"
type="bool"
/>

FZIRER, B2 value BlE. MIREBMIREN true, ZIREBITH. IRKE
A false, BBA AppScan Source FAZERMEEREERXLEMNE S,
2. EBHZGERREXMY, HBEEHEMBE AppScan Sources

BohERRARIREZER

£ V9.02 Zfa, ¥RITE getters/setters MLR[EITR/RER A EZRLERNIRERSIANT B
ERAEWBER, XBT BTSN REFRIEED (AP]) BITRIEKTTR.
Itb, WNSR4FH AppScan Source V9.0.2 HREVENN, PIaEREIE V9.02 ZEH~m
AR P43 AR ER AR B & & SRR BV B R AV SR M 45 R PRV LR,

BREBERT, BOFICERBITH. NREEFERAEMAXNERNZWESFER (B

EFIFAN) , FIZRRIZE, S0 FFR:

1. TEXAYRIESZITITH <data_dir>\config\ipva.ozsettings (EH <data dir> =2
AppScan Source ZFHIBMIME, WE 55 N I RERF BB B P
FriR) o EIXHHH automatic_lost_sink resolution i&E. MIEEBSLUITE
A

<name="automatic_lost_sink_resolution"
value="true"
default_value="true"
description="This setting tries to perform automatic
lost sink resolution by assuming taint propagation
for getters, setters and APIs which return boolean
with no arguments."
display_name="Auto Lost Sink Resolution"
type="bool"
/>

FZIRER, B2 value BlE. MIREMEIREN true, ZIREBTH. MRKE
A false, BBA AppScan Source RAEBEI4E XL AR,

2. EEBMZISERFREXM, HBHHEMBE AppScan Sources

M V9.0 T#%

AppScan Enterprise Server i\if: XF3i& IBM Rational Jazz™ F3

FINELAFEE 7Y IBM WebSphere Liberty B9:F#5:EEEIN

« MIRE B Jazz FAFE Enterprise Server iT#%: fEtARAET, LaiM Jazz
FAFR1E)79 AppScan Enterprise Server FAFHIITE AppScan Source #IEE,
B TE L. ATUMBIBERZBRXLERR, REWATLUSHEIEA AppScan
Source BFR (NRZER lhttp:/ /www.ibm.com/support/|
[docview.wss?uid=swg21686347] % FUN{A B AIZEIRAIERE BFHITIRIE)
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+ MBHE LDAP i Enterprise Server if#$: 7f Enterprise Server F4&HAE],
BILOEAREBIRA Enterprise Server ECE LDAP. WIRHITIR(E, AAMBERAFE
AppScan Source FHREEK,

« MEBHAE Windows JAIEHY Enterprise Server ¥#%: 41R Enterprise Server B
ECE Windows JAIE, BRAIIEFRAFTE AppScan Source FREER, RIIREH Enter-
prise Server Liberty EEENfER Windows AL,

M V8.7 iF#%

EEEEESEE T

[ 14 T1fY DS PRBEE CRENREIREE LU |

[ 14 7189 VERZERIARZE) AppScan Source FRENITEES) |
ERIENEN

£ V87 2Zfa, ARDLEBENR. TRIIETIBRESHOLENMET XA
x® 1. ERHOEFEN

AppScan Source V8.8 ZHIMILER I AppScan Source V8.8 LIRHISZE
R PR MER

1 £57% ARRTEMLER

I £X8E HEESTCEER

R M AL E AR AT LUB B B e R

B e %
Vulnerablllly
T]rpel Type II
.J. .
Totals 130

£ V88 H, ZMBEERRIN TR
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B
FH Wulnerability Matrix &2 % p.

Security Findings Scan Coverage

sesel Findings

Totals
Definitive Suspect

Medium 1] 16 5 21
Low 1] 81 9 90
Totals 1] 148 14 162

BB S CRENRE IR EE]

£ AppScan Source V8.8 Hi:

+ scan.ozsettings H1 show_informational findings RUTREEEM true FXA
falseo

+ ipva.ozsettings A wafl globals_tracking FYFREEEM false FXA trueo
LI EFE AppScan Source BEBEIRETHEZRNINAERFNREA G ZEIRIEER
(fFgn, MIEHIZZEINEBEIRER) -

FREER T, XF show_informational_findings B ETEREEmERRTIA
BENLER,

A MREHNE V8 ZAELIEMAREERENIRE FRIRERNE, BAXEDE
EENAEREREMREE,

SER&FIIRZAE AppScan Source FiE X528

£ AppScan Source V8.8 H, FENITLIESRECLH, MMIRHEIFMIFHEER, R
REBSEFERRIEMAR AppScan Source FIFIEXidiE2s (BYIRATIELZE
[127 71895 18 &, [AppScan Source FENITIERE (V8.7.x FEMA) 1 5!
), BREE 129 THE 19 5, TERCIENTEGDER) FaisREER
%o

ST FHIAEAEEE AppScan Source ZHl, WiZitHIHEEE AppScan Source 1
Do ABEPDTENXEZA AppScan Source NEHNM R, EEETEREEXLETE X UABHE
THEE(ITE AppScan Source for Analysis HHY LT3,

AppScan Source for Analysis IFHERABUBNREHERSER. SREEAREAE
HWINBRRE, MEENEREIT . RERRERNGRESHESVAREFFHT
_@o
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NAER. HEMUKRIEE AppScan Source for Analysis HFH{TEIEFALR:

NAERF. YAEFEE— TS IMNEREBRXEL,

HE: mEes—AxXH (8FRME) REMAXES NEEHE) . IBEKRE
ENREFRN—E,

Bl BUERNABREFIFE, B FRARERASAEEXNDE (GNIZEI]
FIMBEE) o &7 AppScan Source for Analysis FEXE o

AppScan Source for Analysis BEEEENERMIRAEH DR, WLRHEXTRN
BRRD T, B!

FEEMY: 5. PR, BRXkREs!

REZEE: RIAAF, 0 SQL FEANHEFXiEH

X HPFEESERNREX G

APIR: STZIRERAA, B APl LUIREESILL API &%
Bt REZRWERBNRBE G E

8. BXHFEESZHREN API H{THSIS

HE: REMERFTBBECELER. BXELZER, 55 9K}

£5RH AppScan Source DELIETENRZ2MEREZRRES CEELER, T
HERRTEFGHAIRENZ 2R - MBS CESRR T AR E LU BN
RESTRENXE,

BNERHBETUTHEZ—:

AR eMER —MER, HPESAMANLIT. SEHEEERIRED], HEMINK
HERMNSRENARERFU—MERRHREIT.

BRE=SEXIHRE. RAHFRIREDGR. MEsHr. S RBTeME
REFETBMBEENTE, HRRRERVSERBENEMHT LR,
ARLeMER —MER, ERARAARFERENERL ZBEAREESZH
ERHAE. FEBERNAIRERTERRIETRNLE.,

FIRERTETRRLER, BNFERMARNNERGENRREETREARE. It
AAEERRART R ERSTRREERRABEATBTHERR. AL, &
B —RARBAEAS REN P RERE D NAMEREITHRIANEE.
PHRBESERESAR. R HEEURMEEHEES CENKENER (F
an, EREBEWSELER) o

A REBRT, ERXABRTRRENDREFARREMERUFAEHEEETCHE
#R,

TERiz

WITT R, BEMABFEER, AppScan Source LIEMIZHMUTEALSBAM,

1.

REREER ZENRET KENREUSRNAH T EEIZE,

2. EEBENARER: ARNAREFNIE.
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A st BN AREFIEITO R LORARE.

AN S HER . ERE2RIRNRIMRER UM TIERIZHITRREH R,
HRESRASBERAS T, MMZRIZAIFEN XBREHITHIE. RERE
BEEREE,

EFIFIRE: EF| AppScan Source TEFIRE LSRR EPHEEE,

EWMIBER: BIREERFME AppScan Source #IBEIIFHE LR E] AppScan

Enterprise Consoleo

7. DEHEES: BREDELSTT LB LRRRFR .
R . B EG R, RERESRIIZ2IEERBRRRR.
WIEEE: BRPEABURERERT IR,

BE HEER

AppScan ks &

Source for

Analysis
1 ELC
AppScan Source for Analysis > AppScan
AppScan Source for Automation Source for
AppScan Source for Development Analysis

T AppScan Enterprise Server l

g HE
AppScan Source for Analysis «— AppScan
AppScan Source for Remediation Source for
AppScan Source for Development Analysis

AppScan Source SFEFER

16

AR =MARNBERE U SMER B ERVA M

AppScan Source =& (5 AppScan Enterprise Server &&fEH) ZiFaTEIEIEIN
UHERBARATER, momERAREETFVNRSSEANH, BESTEERTS
EEH, —EHNEREFEFREAMN, MEMBERIFTE—LAG, 1, —LEER
RARBEBERFNERSS[AGTBETZRIITEN L, MAZRBARBEANEEE
—aitEN L.

ATER =R ERIZBIEE:

- E 17 0 ThEZEDE) |

- [ 18 T1py NI ELASRE, |

. [E 20 7160 TV TPEZAERE |

EREGEERNIBETEESX=ZMRENAS, TRIEETXISMHAIE AppScan
Source F=mmIiA AT ER,
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A D%

AppScan Source for Analysis —PMRTFHIN. RBERLSRBHIERETT
BTG, AREDHE. QA KENALRE
ERHIRRRISLERMAEES . AppScan Source
for Analysis @915 AppScan Enterprise
Server #{So

AppScan Source for Development IDE &AM, TBRTFENBRTRINR
BT REFBRRER, AppScan
Source for Development 75 AppScan Enter-

prise Server &S,

AppScan Source ¥EE —ThEDFEN A #IERE, B F1R%F AppScan
Source REFNREHIE. 1THEUBFINARER/
B FEfFo

AppScan Source ZF#l (AppScan Source for
Development FR4M) EHEEEEEET
AppScan Source ¥IERE (solidDB
Oracle) o

AppScan Source for Automation Bt AppScan Source TIERIENEESE
HEREFLE®ER (SDLC) AEIRESH
BIMRAREE RN, BafiRSSE WHITHE. &
BIEURERRENIERIFITLIE, EIEN
BRSS/FiPEFIETT, HEHMS AppScan
Enterprise Server 1&fZ.

AppScan Source SLITRE (CLI) BFH |#EHEWEM AppScan Source THREMIERLTTIH
B LAS FASER. BRI A YR G Thae bk
FH AppScan Source for Automation $2RITH

=]
BEo

CLI #4715 AppScan Enterprise Server &

f&o

RSB HENINS AppScan Enterprise Server \Bf5. ZARSIFRMEEFHIA
FEIEINEE, UN—Mi@id AppScan Source FIBEHZITEAIME. LLsh, WMREE
RBE%X%E AppScan Enterprise Server B Enterprise Console A, BFAMEEILAME
&%l Enterprise Console {REZFMATFMIETENTA, FlinkEThee. H&E
B, BB OANERR.

REREERE

o REERE AT/ NEALRFED AppScan Source AF, HEIMZMIFIIHHITR
2MHMENZEMDINGE/HitR. ERENEITREERIRAKEMITEEN (R
AppScan Source for Automation) . ZEERBEEBFLEE—GIHEN (FIIIERER
Bf) EAIM AppScan Source ZAfF: AppScan Source for Analysis (ZF#1)
AppScan Enterprise Server, RESPERBBETFRBER UK METIEREMER
M, MABERZITEN LEE AppScan Source HIEESI AR K FHESIERIML L,
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Xt FZAEE, AFPfER AppScan Source BIEMKF[E AppScan Enterprise Server i#
1TINE, HEFHAARHNIT LDAP BERIRSZ[BEN. ZERBEITEN _LRYREIES
BEEFVIREXTRABRIARN, HERCBEZTITEN L.

ERESENTRESDTENEITR+2ER. fli0, SFitSaaEERsIE,
ARBEERIEMRERTTH—ETIF MNREFITRIFFHERENEIT AppScan Source
for Analysis M AppScan Enterprise Server RYEICAEEM, ABABILAIARIRAIEAN
BREFENITE, FHitAUEREE TR, fhEdEMERIRABITH RS
REIENRADEREZIABFEE. ZEEATERBEBMBEITLERIFAERNE

BiEo
TEERTEFRVMRSSBAEHAIFE—ITEN LR EREEE,
RIS HI SR T Al

AppScan
—> Source for
Analysis

AppScan
—> Source for
Development

AppScan
5 Source
- AT
B ZPAL
PR %585 l
v
M EE & AppScan Enterprise Server | <4—» E fg;ﬁ?&
AppScan Source
i E

INTFHERE

NTRASEREG KBTS SNAEFSFERXN IT SAMEENES/NEERA.

X FiZRE, AppScan Source REZ[BAMTEBELTAITEN L, WItENAIRESIEIT
AppScan Source ZFHAHNITENLTFRE—FM L, FHAERAZAM AppScan
Source BIEGAEIE AppScan Source AAFIKF, FHEAREFESAE LDAP BRERS
BHEM. I, REITEN LAVRABIZHIEIER PRI RAEAYA R, 5
E—RABENE S BEETIHEN L.
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ZIRE LRV ENIEBT HMEE LA N, BZL T RIZBBEREEE:

LMD RMFFLEERES AppScan Enterprise Server
Bt/ BERET Web H|%881%ES] AppScan Enterprise Server B Enter-
prise Console A

AppScan Source ARS5ERAMIZITERAIRIRABHNERITEN L

RF N TERANENRECIEEENSE LZEITEN LIE1T AppScan Source AP

A

TR P HAIARSS B4R 1o

Arss 28B4

AppScan Source #iEFE

AppScan Source for Automation

ERNANG

AppScan Source for Analysis

AppScan Source FRLITRME

AppScan Source for Development for Eclipse, RAD, MobileFirst (FR& &R Tk
PEFR)

{XPR Windows: AppScan Source for Development for Visual Studio 2013 (&
BERATREE) (NHLEEFERFALCNE Microsoft Visual Studio 2013 AY
B T IET A AT )

{XPR Windows: AppScan Source for Development for Visual Studio 2012 (#
BERTRER) (NEREEFERZ LI Microsoft Visual Studio 2012 £
B T Ik A =T A)

{XBR Windows: AppScan Source for Development for Visual Studio 2010 (&
BERTRERE) ((NEREEFERZ LI Microsoft Visual Studio 2010 £
BRIk A =T A)

TEIETRT AppScan Source HHH/NETIEAIE,
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RENHAR FEE EER EEE
AppScan AppScan AppScan w28
Source for Source for Source for
Analysis Development Analysis A

#HE P %i%ﬂ@)ﬂﬂ EHE P A

f !

=| ARA
S ELLEE —>  flEHs
HEREEE l AppScan Source i %58
AppScan TR E P AL
Source for
Automation

@ &R ‘T
! !

AppScan Source
B E

AppScan Enterprise Server

e TEAERE

el TRAREHWNARBARPNRFEEN, FEEEBEUVEE, NRFTARHE
T4, ZBE 0B

« BT IT EEMSAMEN, FINSEHMais Web NAERF
© BRAURBER, HINEHERORFEREBENIERNEIEE
« ERERMEREITAN, BXREMMIRARL

ZEPERETEAFE AE LDAP BRARSS28H B AppScan Source NERINEREE
St B RIRSBIIEFEIE. ERREBEIITEN _LRRAEIEGEER P LURIR
RABRRERAEEBEHEN L, HERBRERARELE EMHTN.

BEERLT, ARELSHEIIZENRENNABEFARE, MMHEEE AppScan
Source for Automation, TELLIERIA, BIVBPIREETEHIEEMRSSS: (F190 Oracle)
E#ITAREN,

B ELTIEASEE S LU TIFIE:

o REMUDHRMALEEZE AppScan Enterprise Server

« HITRET Web JILi28%EEE] AppScan Enterprise Server HY Enterprise Con-
sole A

« AppScan Source FRZEZ|BAMHT IT EEMSHEENMEABITEN LIEZTT
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— Enterprise Console {UFEZIRAHIEHHR Web NAEFRSFERT,
m BiiRSE T — NS awERSSE LT

—- BB OESE Oracle BIBERS 2R
BohbiRS 3 METWERR L
* AppScan Enterprise Server 5 LDAP HRIRS2BELUHITRAFIAE

+ AppScan Enterprise Server Al AppScan Source &P HEZEIEIEF LRIEER
AppScan Source ¥#EE (FEARERERFTHIEE, W Oracle)

o RABERIE P AURHNFIE &S B LIRAESRIIRIAY
* AppScan Source for Analysis S5E—& BN EWREIRERRSE ISR

TEERT "W TFAFEHRR AppScan Source HAHEEE,

RBEGHAR F&E EER B
AppScan AppScan AppScan W Y2
Source for Source for Source for
Analysis Development Analysis

FRG R BRA
EHE P AL EHE P AL BHIE P AL
ik J IR BE e [ B B
RGEEF I RGEE P
AppScan Source
R
g ﬁ?ﬂ;?’(%%% — — AppScan Enterprise Server S EE L

E el 2 I

2% M45 SRR
R Oracle ##%& &
" 42
HWER%E 3
%Zgi AppScan Source
TR 1 g B
E AL
B 2 AppScan Source
42 B E

EEBATENLEMIE
BEMNEEBRNZ2MERERNENB T HIREERIBNEZ, XEO2KEEE
FIRMT —MIEAR LR IBM EESHEEF AT REEREZ e, SE&
FIHT AppScan Source ZFEFRIFREFIEN,

o [ 22 79 FAREMIIMY Ve (IPV6)J |
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- [TEAFREBRIEATE (FIPS)J |
- | TEEEZRMERAFS (NIST) $5IE (SP) 800-131aJ |
- |55 23 T BB NFREEBFEREEL (USGCB) B9 Windows 7 #l28J |

E4FMi V6 (IPV6)

AppScan Source %#f IPV6, BLAUTIERAFISH:
o AEHFEFWN IPv6 #FHE, HTEANENR. ZFRAN Pv4d #FHE,
+ %E#%%) Rational Team Concert B¥ A #F IPv6o

BX#B15 R IEHTAE (FIPS)

£ AppScan Source #FHI Windows M Linux F& E, AppScan Source it fEH
£2 FIPS 140-2 IERIIIZRRRABAERE LR ZFF FIPS ME 140-2, £ AppScan
Source Fik#HY macOS F & L, FEHRIT/LINFIFZEARELL FIPS 1402 HRIETTo

ETHXT AppScan Source FIPS SMMHNERESEURT BUA B ER
AppScan Source FIPS 140-2 A3, BEERUTHRALA:

+ |Operating AppScan Source version 8.7 or later in FIPS 140-2 mode on macOS|

+ |How to enable/disable/verify FIPS 140-2 mode in AppScan Source (Linux and]
Windows)|
* [Background information about AppScan Source version 8.7 or later FIPS 140-2|

SUEEOI'EI
EEERINERARFES (NIST) $5AE (SP) 800-131a

NIST SP 800-131A HENRMEINZZAEIREIES, XEENEE:
- FIRBEEIRE

o WMEMERZEBEE,

- BEFERANEEMER/NEE,

- REBENFHKE,

EFFERI AN S RANIAEER NIST SP 800-131A JENRAFERERFEREELLENR,

X AppScan Source 7ELA FIPS 140-2 B RIETTHY, 7 32#F NIST SP 800-131A,
TRRANABRAFZA AppScan Source FIPS 140-2 A3, ESH IBLIRE BRI A
(FIPS)J |

ER: NRERKEEZSIM AppScan Enterprise Server 5 NIST 800-131a &FIM,
LM AppScan Source RENRFIEAFREZ M V1.2, MRKBHIERE
WEREM V12, BASRSSHENERRKW.

o WIRKZLE AppScan Source FIEE (a0, MRNLZETEFNAML) , AT
LU B2 <data_dir>\config\ounce.ozsettings (EA <data_dir> & AppScan
Source FZFHIBMINIE, 15 55 DI I REMMBL BRIBX B FRFR) K&
fIERTREREM V12, ZIXXHH, HEIUTRE:

<Setting
name="t1s_protocol_version"
read_only="false"
default_value="0"
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value="0"
description="Minor Version of the TLS Connection Protocol"
type="text"
display_name="TLS Protocol Version"
display_name_id=""
available_values="0:1:2"
hidden="false"
force_upgrade="false"
/>

FIIZESR, R value="0" LN value="2", ARFREFEXH.

« WMRELET AppScan Source ¥IEE, BETELE AppScan Source LA Enter-
prise Server Zfg, £ IBM Security AppScan Enterprise Server #{#BEIET R
hoRHEREREREME V12

RENERXEBRMFEEEREL (USGCB) B9 Windows 7 #1288

AppScan Source XFFEER USGCB HEREER Windows 7 Hl28 LN AL
o

A R USGCB FSERECEMINES L, AppScan Source FAXFFRIERFAGIRIERAS
HP Quality Center 3¢ Rational ClearQuest® o

AppScan Source F4EBNITHAEEIEIN
HENTHEE IR MR P, WITTh RAEXMAOZIRIAF . HHBITHAEIEDN A) & 7]
BERPRFSTHRER I E RS ™ the ANFEMELAR T EFIAY AppScan Source ¥HBNTHEEIEIN
AR R,

¥ JAWS R4S AppScan Source RERZFEISEA

BEITETIETT AppScan Source RHEIZFIIFER Freedom Scientific JAWS

(www.freedomscientific.com/products/fs/jaws-product-page.asp), EHTIE AppScan

Source JVM H%# Java Access Bridge, XA JAWS [EMRITLZERZFERF

AR RIE G

* XTF Java Access Bridge MEE (B THBEENRERTER) AIFE
[www.oracle.com /technetwork /java/javase/tech /index-jsp-136191.html| L%,

+ XTFRE Java Access Bridge BY InstallAnywhere FTRHERAITE
[kb.flexerasoftware.com /selfservice /documentLink.do?externallD=0Q200311| 3% Z,

ERFPREERPIERYEXAFER JAWS Screen Reading Soft-

ware

AppScan Source AR REMTFEZHNEME SRR, EARZHERT, BIER
JAWS Insert+B T3 BEIRBVIZIEIAE SIS,

% 1 Z IBM Security AppScan Source 148 23


http://www.freedomscientific.com/products/fs/jaws-product-page.asp
http://www.freedomscientific.com/products/fs/jaws-product-page.asp
http://www.oracle.com/technetwork/java/javase/tech/index-jsp-136191.html
http://www.oracle.com/technetwork/java/javase/tech/index-jsp-136191.html
http://kb.flexerasoftware.com/selfservice/documentLink.do?externalID=Q200311
http://kb.flexerasoftware.com/selfservice/documentLink.do?externalID=Q200311

24 1BM Security AppScan Source: REMEIRIEE



® 2 B REFRNLZELENG

EJ51T AppScan Source A, EHITENMNIUHER http://www.ibm.com/support /|
[docview.wss?uid=swg27027486| FiEIR (F&r=fm) BIRIEFERK,

ETHR*F AppScan Source IBEXIFHER, 21 FAppScan Source 18 = MIEL
5230 |

ER £ Linux 64 IRFEHITREN, BifLERELE 32 {iF, AR EMINE
# AppScan Source. E{IF |http://www.ibm.com/support/|
[docview.wss?uid=swg27027486| B9 64 fiI Linux FERM" TR "HFIH T XERE, NR

XEFERFE, BAERALE AppScan Source FFIFHII—FKIETHER.

AppScan Source B IEZRHF
RERFIE T RIE AppScan Source HFIFHEIIES,
+ | 'Windows ERNIBS HF) |
« [E 26 5189 TLinux EASE=E %15 |
« [ 26 TIHY 'macOS ERVIBES 235 |
* |55 27 7189 [Framework for Frameworks %ME API: NEEZESF) |

Windows MBS %

IBM Security AppScan Source for Analysis. IBM Security AppScan Source for Auto-

mation 1 IBM Security AppScan Source 88 <{THRE (CLI) ZFHARUTIES:

« C/C++

+ COBOL

* ColdFusion

+ Java (Z#F Android API)

* JavaServer Pages (JSP)

* JavaScript

* Perl

* PHP(V55. 5.6 %1 7.0)

* PL/SQL

* T-SQL

+ .NET (C#, ASP.NET, VB.NET) - Microsoft .NET Framework
V2.0, V3.0, V3.5, V4.0. V45 I V4.6

* ASP (JavaScript/VBScript)

e Visual Basic 6

3¥: 3¥F PHP. Visual Basic 6 #1 Classic ASP, {X ISO-8859-1 (#FEK) . UTE-8 #
UTE-16 ZRESSH,
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AppScan Source for Development Visual Studio #&ff Z#H## C/C++
NET (C#. ASPNET #1 VB.NET) o

AppScan Source for Development Eclipse #fiff (FJLARZFF IBM MobileFirst Plat-
form Foundation. Eclipse 3% IBM Rational Application Developer for WebSphere
Software (RAD)) z#F13## Java (83EXS Android API BYSZ3F) . JavaServer Pages
(JSP) #1 IBM MobileFirst Platform IHE.

+ MobileFirst Platform IMBHEZFEE: SHEFPYIH Android 1 i0S JRLED,
URARZHHBFHER JavaScript EF MRS, A LT MobileFirst Plat-
form Web NFIER,

* MobileFirst Platform MBHRBXIFAREIE: ARSSE8IE JavaScript X85, HIW0
MobileFirst Platform J&ER28HD,

Linux EAIEE R

IBM Security AppScan Source for Analysis. IBM Security AppScan Source for Auto-
mation A IBM Security AppScan Source S8 <{THE (CLI) ZIFHEUTIES:
e C/C++

+ COBOL

* ColdFusion

« Java (Z#F Android API)

* JavaServer Pages (JSP)

* JavaScript

* Perl

« PHP(V5.5. 5.6 # 7.0)

+ PL/SQL

+ T-SQL

. XF PHP: {X 1SO-8859-1 (FGER) . UTE-8 # UTF-16 FRHEXLF,

AppScan Source for Development Eclipse #iff (FJLARZFF IBM MobileFirst Plat-
form Foundation. Eclipse 3% IBM Rational Application Developer for WebSphere
Software (RAD)) 3FHH Java (E3EXS Android API BYSZ3#¥) . JavaServer Pages
(JSP) #1 IBM MobileFirst Platform TiH,

« MobileFirst Platform B AEZIFEIE: SHEFP YK Android 1 i0S JRLED,
URKEZEHEHRBFRER JavaScript 2P Him{li8, & B3 MobileFirst Plat-
form Web NFIZER,

* MobileFirst Platform TBA#EZRAEIE: RS28m JavaScript 55, a0
MobileFirst Platform i&fZ2stiE,

macOS LtHIEE

IBM Security AppScan Source for Analysis. IBM Security AppScan Source for Auto-
mation #1 IBM Security AppScan Source 88<1THRE (CLI) XFFREUTIES:

+ i0S Xcode WMBEMIE=IEIAN Objective-C
+ Java (%# Android API)
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* JavaServer Pages (JSP)
* JavaScript

AppScan Source for Development Eclipse #iff (RILARZFF IBM MobileFirst Plat-
form Foundation. Eclipse 3 IBM Rational Application Developer for WebSphere
Software (RAD)) Z##3## Java (E3EXF Android API BYZ#F) . JavaServer Pages
(JSP). iOS Xcode WEH Objective-C LAK IBM MobileFirst Platform HH,

* MobileFirst Platform IBAMZFFEE: AHZF LI Android M i0S JRHED,
URARZHHRAFHER JavaScript EF MRS, EAILIFH#E MobileFirst Plat-
form Web NARERF.

* MobileFirst Platform DMBEPBXZIFRAEIE: IRS28IH JavaScript X85, FIW0
MobileFirst Platform i&fZ2stiT,

*: WREEEA CocoaPods FAliE Xcode B, AAMNMEERIER xcproj L
B, LUEfE AppScan Source BEFZIRENPREREY Xcode BB, 1HEH
github.com /CocoaPods /CocoaPods/wiki/Generate-ASCII-format-xcodeproj| LA 7 fi# <
FalfARERTANER.

Framework for Frameworks 32 API: RBIEZELE

AppScan Source FEB I U MERNARZH:
+ Apache Struts 1 I 2

*+ Spring MVC 2.5, 3 1 4

« ASP NET MVC 3. 4 fl 5 ({fX Windows)
* Enterprise JavaBeans (E]JB) 2

* ASP .NET ({¥fR Windows)

* J2EE

» JavaServer Faces (JSF) 2

* NET 45 ({XfR Windows)

« Jax - RS (V1.0 # V1.1)

* Jax - WS (V2.2)

Linux A AppScan Source for Analysis #1 AppScan Source for
Development (Eclipse &) &AM
7 Linux t, Eclipse ERLZREFE=FAHGAEEMETHRBNAR. NREELIA

%, A AppScan Source for Analysis 1 AppScan Source for Development Eclipse
R EIENE RGHERENE mE AN & £ E 2 KR,

KX F IR EAHHIE EATE http:/ /www.eclipse.org /swt/ faq.php#browserwebkitgtk]|

FREX,
« [ 28 TiY ' Linux Eff AppScan Source for Analysis zET 528K
1]

« [ 28 TiY ' Linux EFZREZ] Eclipse V3.7 S{EShRZAE) AppScan Source|
for Development Z3FEF N HEFHNAR |
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7f Linux L{F AppScan Source for Analysis ZHFE TSR
/ﬁ";.

AppScan Source for Analysis £ Eclipse BYERE EA9E, RIS LHREAIRZMME,

Xt R EH T IERVRIN S A RARRE 32 ik 686 KRASEY WebKitGTK 1.2.0 3§
B, BENBSHARABEANTRRERGENIERS L, BERLERFA L, X6
EEEMAL yum install webkitgtk.i686 @<

WNRIETELE WebKitGTK, ABARLUEERIE 32 {IhR4<HY Mozilla XULRunner
1.80 XHF L%, EElREREEXN MR T EFHITUUTENR:

« % MOZILLA FIVE_HOME I&EJ XULRunner REIE,

+ 8§ LD_LIBRARY_PATH LUBSN (XEIE) $MOZILLA FIVE_HOME,

£ Linux LEfEZRZEZF Eclipse V3.7 SE=hRZAH AppScan Source
for Development ZHFFEFHERBHANE

TR FLHITL ERNBIN A ERRERTE 32 i 1686 kRZA<AY WebKitGTK 1.2.0 X
Fo. BNESORAEERAUTHRTENRGENERLZE, BERERS L, XOJgE
DOEfEEA Y yum install webkitgtk.i686 #3<

NRETELRE WebKitGTK, ABARLUEERE 32 iIAkZAH Mozilla XULRunner
1.8, XFULED, EopE R FENIMETEHITUTER:

« ¥& MOZILLA_FIVE_HOME }&€&J XULRunner &#(iE,

« %7 LD_LIBRARY_PATH LUENN (SXHEIE) $MOZILLA_FIVE_HOME,
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® 3 E BEREAR

L4 AppScan Source BY, BEEMNTETIEREREE, UTEIE5|ISETM—
ERRLREDEZER SR TEREZ.

B
« TR AppScan Source FREREMAHZ AT, BEMAUHNRAFT K, UHRE
SEHERIRIER A

« XEFZEAREATF macOS, BT HEINMEE macOS ERE AppScan Source, 1FS
#E 71 7189 I macOS EZR%E AppScan Sourcel b

AppScan Source BIFELUTRBNIZEBNREINFHATZA MG

* Rational License Server: XfF AppScan Enterprise Server iFRIIERFAIZF A
Fo EATFMNA AppScan Source FEIFRIIE (BRAFMA AppScan Source 2
HIFRIEX ) o

* AppScan Enterprise Server: Fif§ AppScan Source F=@FIAHEBXINS AppScan
Enterprise Server #@{5. —BE%R%, {EE5E AppScan Enterprise Server FEJIE
BES AZEIA Rational License Server,

* AppScan Source FERBRf%: €3EF AppScan Source for Analysis. AppScan Source
for Automation. AppScan Source for Development # AppScan Source for
Remediation, —B &%, EEIETE AppScan Source #IBEERIEEEIR AppScan
Enterprise Servero Itoh, SNRIEXS AppScan Source ERFENIFRIIE, ABAIERE
B4 AppScan Source ¥FFIIEFAZAY Rational License Servero

XEFEPHIERERRE:

« FTEHRMHEREER Microsoft Windows to XWF—LEIERER, RETEARHN
Linux RENER, BF, X Windows R T FEHRTIERIZ.

« BABAEMTHLERE AppScan Source AHM—EHZ SN BHEIERA,

« {XER%: AppScan Enterprise Server HYFF EIEINEESD 1.

« RERA solidDB E/y AppScan Source #UEF.

o RMERENFRNEREIE AppScan Enterprise Server, MR eliEREE
AppScan Source A,

o [TE—ENBELREMBENEAMN |

- [ 35 T8 TEZHBFERREE AppScan Source 21 |

« [58 43 TIY =3 AppScan Source FIFESIMAE AppScan Enterprise Server &

5l

T—allB LLEMBUEAN

B ESR, AR LZEE—aYleE L. EEHMEEEN, KBNA localhost 1%
=18
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KT ILES
ZHRS U TS

| '2% IBM Rational License ServerJ |

« |% 31 1Y %% IBM Security AppScan Enterprise Server) |
« [58 32 ;1f9 'R%E AppScan Source] |

« |% 35 I8 I'EF AppScan Source] |

BER

« ELE AppScan Source FREMERAGZHI, BERAHFNRZTRRK, UBHRE
SRERIRER S

o XEFREFREAT macOS. BT HEIUFTE macOS LRI AppScan Source, FS
FE 71 7189 U'7E macOS E%Z%E AppScan Sourcel |

%3t IBM Rational License Server

Rational License Server FAFHEEH AppScan Enterprise Server ¥FrJiE, BEIER]
FATFHE AppScan Source FEHIFAIE, BLANIERERRRAZZNS.

KTULES

WMRBLEZZIFhRAE Rational License Server, B4R BT AMERERBFIRE
Rational License Server L#HIE7), HAl#HEIXLISRESHIME License Key
Administrator FaIFFEIESNIED . Z21FH Rational License Server ARZSTE
AppScan Enterprise Server R#AFEX (http://www.ibm.com/support/

docview.wss?uid=swg27027541) 1 AppScan Source RFFEXK (http://www.ibm.com/

support/docview.wss?uid=swg27027486) Fi#1T T #EE,

T iE

1. #® Rational License Key Server BRfR (£ AppScan Source & DVD L5
M IBM Passport Advantage® /3 AppScan Source eAssembly FJ—&B5 T
MREL) -

2. ELEBRERREREIAIIRENES, ASTEERAYE RPIHEIFHIEIT RLKSSERVER_SETUP\

diskI\launchpad.exeo

3. 7f Rational License Server LiEfZFFH, BRI EH IBM Rational License
Key Server,

4. MREHRF LEARRE IBM Installation Manager, B BaiUAF L,

a. E'LRERGE'ESHNENTIAEL, HRIZF IBM Installation Manager £
EEUNE TRERENEIRE, BEHT—%,

b. E'FENETIAEL, FEIEFAHN. MREBRRFEDENINAIER, EREHK
ERFANEN PR, AEEET—F,

c HUETIEY, EEREBR, ARRET—F.

d. REHE NTHLETRZENANETHEE., IREBNFAIENERE, FE
HF E—FLUREIFISCHINITHE, SENERATHERE, BRERE.

e. TETHGE, BEHEHBE Installation Manager, IHR{EEEE) Installa-
tion Manager F{EEREBHITRE,
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5. B'RENHE' BSHNENIEL, WfR%ES IBM Rational License Key Server
EFREURETHRERFENEERE, 2HT—F,

6. TE'"FARFH'NER, BIEnEXFARMENAREFHEAMRSNRM. XL
FAfh1ESS, ARBET—%,

7. EFRNE'TUE L, EIRFEITN. MNREREEIFENEMINEFER, BREHE
RIFAHEMYPNFER, AERREET—D.

FUE'TTESD, EELEER, ARRET—F,
. REFEHNGEA TTE (Fld, NREZE—XER Installation Man-
ager, HESBINENRHEA, BHREREIZEFE) . BET—D.

10. E'EFEE TEL, ZFREELENTMES. SET—D.

11. 7E'Theedf4 " E L, MREFFREEELSY, ARREET—F.

12. BEWHE TTHALETREENNTHRE, NRESLAENEE, BRELE
— S LUREIFIERINDIE,. SENERENHRG, BRERRE,

13. TRTEME, BEFMFFXHF IBM Installation Managero

14. M Windows"FFIA"SK 8 H B IBM Rational License Key Administrator (£
FrE12R %8, 25 IBM Rational > License Key Administrator) .

15. % IBM Rational License Key Administrator B&IBY, FHI License Key
Administrator A% (MIRZAFREITH, BEMEREREFFEERR > IF
AHEEAMSF) . TZASH, EEFES AN Rational FAEXHE, AERET—
a8

16. E"SAWHIEXH"ERF, BEHXE, AFNEEELER AppScan Enterprise
Server WFRIIEX . ERANIKEBMNEETHZXM, ARETZSN.

17. BINBSAN—PHEZNFAEGE, "ENEMITRIHERS 2 WIEERITH, &
TRUEMBENITAIEARS 2. MNRIFEERSFRSBEIRW, BHTH Win-
dows fREEE TR, LT A, #FIHE5) FLEXIm License Manager,

%3 IBM Security AppScan Enterprise Server

E T HRNfAIRE Enterprise Server, 5% AppScan Enterprise MX|5REISEHS
i% IBM Knowledge Center AR B R LEIEM,

KTFUES

(AppScan Enterprise X5 %%5m) BT IBM Security AppScan Enterprise
Server ¥EMBKR, RENLEIEEARE |http://www.ibm.com/support/|
[knowledgecenter/SSW2NF/welcome| (2 (50, v9.0.3 R E XL EismThttp://
www.ibm.com/support/knowledgecenter/SSW2NF_9.0.3/com.ibm.ase.help.doc/
topics /roadmap_ase_install.html| $2f)

=Tt a

WMRAELRE Enterprise Server ZHIRET AppScan Source, FBARKHREM Enter-
prise Server JFfft #IEE. AppScan Source FEMI T A FHITIURENLBRERF. X
FXLERE BRI LUTE AppScan Source B (LEMEIRIERE) WWE 67 718 '\
[AppScan Enterprise Server ;¥fft AppScan Source #{iEFE) FEBFE,

NRFZEHE Enterprise Server, BATTRHEEM LR ZAIMNANFEZERR,
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#Z3t AppScan Source

UK~
1. #%% IBM Security AppScan Source = zip Xf§ (£ AppScan Source 7T/

4.

6.

B, M IBM Passport Advantage /) AppScan Source eAssembly AJ—
D THABFIREH) o

BZMR B E LR A IR ThER. ESEINERSP:
« Microsoft Windows: i&{T AppScanSrc_Installer.exe

« Linux: £ 32 fU&R% L, iB1T setup.bino XITF 64 NUERL, 1E5SiFhttp://
[www.ibm.com /support/docview.wss?uid=swg21462180}

¢ macOS: $TH setup.dmg AFFIEIT setup.command N 2R,

KFBohEEAFIIFMERRIUE (IBM Security AppScan Source REEFNEIE
18E) WNE 54 TN VBoheEMSy FEFRHE,

REF—TRER, BIZEEEAIUEERTREERPETHNAMIES, EF
BE, ARREWEE UKL,

BEHREASE, "Wl - LEOS ERITAHZNERBEAIT AN RRER.
BET—PUABRLEIRE.

EAHERE REERT, EREELENAMN. AppScan Source A7 HARS 2R
MEFNAMG:
a. B&H# AppScan Source ARSFERAN, IFAFRSBAMRE, AFEEER
LAY
« AppScan Source ¥iEFE

* AppScan Source for Automation

b. EL# AppScan Source EF AN, HEARBEFPNAMIEE, AEEEER
SRRVAMG:

* AppScan Source for Analysis

+ AppScan Source BALTTHRE
« AppScan Source for Development for Eclipse, RAD, MobileFirst (ft&
B ARIER)
« XFR Windows: AppScan Source for Development for Visual Studio 2013
(REBERTRERE) ((RELEEFTERFLLNE Microsoft Visual
Studio 2013 BYENR TLLERA B )
« {XFR Windows: AppScan Source for Development for Visual Studio 2012
(REBERATRERE) (NHLEERFERFLKLNE Microsoft Visual
Studio 2012 EIESE T LLIETA AT )
« {XFR Windows: AppScan Source for Development for Visual Studio 2010
(REBRTRER) ((NHREEFERFLELNVE Microsoft Visual
Studio 2010 BYE T LLESA B A)

REBRT, WREZETEFNAMGEE, BAREUHERE AppScan Source
for Development 1f{H4A 4 TMIEIFFTHE H A 4,

HEERTBRENANE, BRET—TUINEE T —REER.
E RS SR ER EIRT, R TR NEDL:
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¥EZE AppScan Server fjl: EEFZIATEBEEEEBNIXIZIE AppScan

Enterprise Server LARELAI{H1E#EE] AppScan Source, EMIHAARS2HERE,

REEUTFE:

- AppScan Enterprise Server: LIIIE URL #§\1EEIxIE AppScan Enter-
prise Server SEHIBIEMN]Zo

- P~mEIER: $8%F AppScan Enterprise Server BIES AP HRIR,

- B REW AppScan Enterprise Server BIESI A FIRIRIEE N,

BWANTIRS|LER, 2HMRNEZEURFRRSIIFEAHERZE AppScan
Source,
UHBEEFRIEERSS[VE R THRE: . EFR AN EREERSB WG T T4
S121E

B

WNREEERFIM Enterprise Server 3z#f NIST 800-131a &%, ABAKET
FEMNRXSRSSENERE. FIERT, BHRERE, TRIETKRSSS. &
AppScan Source 1 Enterprise Server FNREE5ERE, EEHE 67 T8 M)
[AppScan Enterprise Server ;XM AppScan Source IEE) FHVIEREES,
AR IRI AR 7 SR HIfER TLSv1.2 %I,

9N AppScan Enterprise Server E@dIBAIRFR (CAC) INEH#ITTIRE,
ERREMAIEEIRS 28, ASEMA [appscanserverdbmgr cac SEAFEFEPRIHIT
FiB RS e Eag ERMIR.

BET—FLURHE T —LEER.
E'REBEE TUHT, BELZEBR. REERN (RRERSR)

Microsoft Windows 32 fih4s:

<SYSTEMDRIVE>:\Program Files\IBM\AppScanSource

Microsoft Windows 64 fiihr7s:

<SYSTEMDRIVE>:\Program Files (x86)\IBM\AppScanSource

Linux: $ARER root AF, BAREANSSKNRHGRETE /opt/ibm/
appscansource o WIRERZ root FAF, HBARILIRE AppScan Source for
Development Eclipse #fiff, ERREBE N TLEE <home_directory>/
AppScan_Sourceo

macOS: /Applications/AppScanSource.app

B

REARBRARBSREFTN. AATXHXRZBESIFREF.
MREEE Windows E#HITRE, BABTHAEEESBNARLE
AppScan Source A%,

NRIEEE Linux E#HITRE, WAL E root AFHNARELE
AppScan Source ARS524AM

BET—FURHE T —REER.
NRTE"ARS|/AMEE TUEFIEE T RE IBM Security AppScan Source #4E
B, BRAREREIEEAFER. FTIES, EFUTZ—:

Zi#E solidDB
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10.

11.

12.
13.

14.

o BEHIEEREZEIIE Oracle 11g/12c fREZEE+

KXTFRE solidDB SAIMA Oracle BIEFEHITRENHMER, FSH (IBM
Security AppScan Source REMEIBIER) THE 58 TN R EBIREHEES)
|[AppScan Enterprise Server RYZEIZ) [/,

BET—PLUMHAE T —REER.

INRELIEEGERERPIEFERE solidDB #iEE, MBARKLIM'EE solidDB &
EAFER, EZEIRFP, BE solidDB #IBEBERKF, RAMIBEEEER
RRRMEEYAN dba, BEEERUBFR, BEF]UEREN,

* ETHEERSRREENAFERARERE, B2EE 125 TINE 17 &)
| T2EEEN solidDB FHF =2 |

BET—FURHE T —LEER.

"ECE solidDB AppScan Source P "HMRMEEREBECE solidDB AppScan Source
BIRERF K, ERILUREHRERAF % ounce fAEEES ounce, X¥ AppScan
Source ¥IEEHITIR/ BIRIFRVFRAAMHERERIZIK, .

P

« MMRENBFABNENE, BBABTREXSHEENIZR, UEE IBM ZHFAKR
FEIHRER AppScan Source #IEEEEIE.

« BETHREITHrCRTERINAERARERD, FSRE 125 NE 17 &, L
EFEER solidDB FBFZS) |

BETFT—FLUMHAE T —REER.
HESEEFERT, EEFERENESE. KRIESEM, R AppScan Source
BAFSRETESTIESMENRERA LT, BAZARRERULIESS

-
MIZ7INo

REFRT, FEEFERE (BFEIUEER) . NIRZERSERNEIFRIEN
FHIES (RS2, AREASVWEERFERTIERIEES) , BATELER
PHRERIZIES (BR, AMBUBEFRIZES) -

ERTERENESEE, BREG TP UR#HE T —<EER.

S
A IRFREFEESE, BATEREERBLERNXES.
EHEARZIFAMINFNFER, AREE T UM,
EHEREATAEE, ARMSE, MREBLFIEIER, BREE—FLHR[ME
FERIMTIE, HENREERETATE, FRORE. KEEFFXEEHZIE
RIXRNER.

Y[R Linux BRSBEBLE: EFIXEGE, BHATHBETIFIEFERF, EXReIEZRP
"ounce"HUMBEAFBEITULIERE AP, ounce, HEUMEARAF BT, (R
BIEZARP RS FEE. BEE, EBFRXTEBSER shell, )

R EHE, ERRMEREEUEERSBENHIE A
7£ IBM Security AppScan Enterprise Server"BECE"ERF, IEERF AT solidDB
BIEEEERES] AppScan Enterprise Server MG E, REIER T, LWREmMIRE
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AREIGETIER —L5£E, XEXEREHIEENRSSLTETER—GVIEE
Lo MNRRS[ECE FFHTT Windows IAIE, BIEFILEIEE AppScan Enter-
prise Server Ei%iE, ARRAEENKF RIIZIARS2IBIERN Windows &
I (BPARIASIALLTIET: <host name>\<user id>) o

BET—FLURMHE T —2EER.

P

- BUBEEENBFERPHNBANIZBE N ETEITEEZFY 28R &N
Zo FEPANENTELENFITIIER, HFEREETIERZAERNELT
HITES.

« MRRFERM Oracle #UERE, HFRKREEFEMEEE AppScan Enterprise
Server, AFREELET—F, ZRXEARTATR Oralce #IEETME Enter-
prise Server, 1K, EEA AppScan Source HEMIHISEAERFRECELHIEE
EREERE. XTHIRENERRTE (IBM Security AppScan Source THME
Bigrm) WMYE 67 TR B AppScan Enterprise Server At AppScan|
[Source ¥EFE) FERFHKE, ZLAERFERIATFEE solidDB &%, MR
ERZTEER.

15. 7E'"LETTHEIRT, P
Manager R RHEHLZEAT
RH"ZERS"

16. 7E License Manager SKRIEFH:

a. BENRATLEXH, BRESN, AENKEEE TEHMN AppScan Source 8]

o
b. ENAFNFENE, FREEREFFHERS SR, AEREIHRM. AEST
FEFEHER ENAE R,

BESIAE 95 TINE 8 &, VFEgERMt PURIEMAEUEETER.

¥R BEh IBM Security AppScan Source License
BB B mEiE. RESEMRUTMITERRE, H

&% AppScan Source
XTFIES

BEFAUTHA PN ERNFIERFERNER, BXFMAER, BB (IBM Security
AppScan Source REMEIRIER) PHYE 109 TIHYE 12 &, M AppScan Source|
[F* &= % AppScan Enterprise Server) [,

UK

« ARPtRIR: BEEERAFIRR.

« BB EEAFRIRINERE.

+ AppScan Enterprise Server: UUIIH URL #HIEE AppScan Enterprise Server

LHNENB. NFUHREFZEE, BEE https://Tocalhost:9443/ase/ |
localhosto

EZNBFIEHRRE AppScan Source H{F

AppScan Source A RILIRET L AR L, EILAESR, BEHSBESYSEIFRF,
Rational License Server. AppScan Enterprise Server. AppScan Source & 17
UK AppScan Source HIEFEEHLET AR Lo
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KT ILES
EHRANUTEES:

« | IEN128 A E%ZR% IBM Rational License Server) |

« |5 37 Ti8Y I'7EN28 B E%&%E IBM Security AppScan Enterprise Server) |

. |58 38

TRy U7EM128 C ERE AppScan Source NI |

< % 40

TifY I7EN188 D ER¥E AppScan Source #IEE) |

. [543

TRy &5 AppScan Source] |

B

« 7ERIE AppScan Source FREREMAH 2RI, FERMAUHNRAFTK, UHRE
SFFHERIRER S
« XEFZEFREMATF macOS, BT HEIUNMEE macOS ERE AppScan Source, 1HS

#E 71 7189 [ macOS EZR%E AppScan Sourcel b

4128 A %3 IBM Rational License Server

Rational

License Server AATHEEMRH AppScan Enterprise Server ¥FA[if, BIXA]

FTFHE AppScan Source ZEhiFrliE, BLLARIERERPRAZTZAR.
KXFIES

NREBLZESTHIRASHI Rational License Server, ABARILABKT HAMEREEHIRE

Rational

License Server RIEMERS, HAIHEIXLIEREEFHE License Key

Administrator ESohA1FEIIESANRIERD . ZZHFH) Rational License Server hRZS7E
AppScan Enterprise Server RHAFEXK (http://www.ibm.com/support/

docview.wss?uid=swg27027541) #1 AppScan Source RFAFEXK (http://www.ibm.com/

support/docview.wss?uid=swg27027486) Hi#H#1T T E,

oz

1. #%% Rational License Key Server BfR (£ AppScan Source =& DVD L&
M IBM Passport Advantage F/3 AppScan Source eAssembly HY—EB5 &
WARBL) -

2. BUMMERRESEEIAHIRENES, JARTEAEMBIE RHPILEIFHIEIT RLKSSERVER_SETUP\
disk1\Tlaunchpad.exeo

3. 7& Rational License Server REi2FH, REHRIKXEH IBM Rational License
Key Server,

4. MRENRFK LFEARRE IBM Installation Manager, EREMUATRE,

a.

IBM Security AppScan Source:

E'ZERGE mSNENTIEL, FfRiEFR IBM Installation Manager £
EEUNRETRERENEIRE, BET—%,

FEFRNE TIE L, BRI WRERBRFHEMYAIER, BRERK
BRI ENEMYPRER, AERET—F,

AUETIEY, BEXEER, ARRET—%,

BEBE TELETERENATHEE, NRBEHFENERE, BE
HF E—FLURERIGFHINTE. YENREETHERE, BRERE,
LETHE, BEHEFHBE Installation Manager, IH2EEE5N Installa-
tion Manager HEZREBHITL R,

REMEEEE
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5. B'RENHE' BSHNENIEL, WfR%ES IBM Rational License Key Server
EFREURETHRERFENEERE, 2HT—F,

6. TE'"FARFH'NER, BIEnEXFARMENAREFHEAMRSNRM. XL
FAfh1ESS, ARBET—%,

7. EFRNE'TUE L, EIRFEITN. MNREREEIFENEMINEFER, BREHE
RIFAHEMYPNFER, AERREET—D.

FUE'TTESD, EELEER, ARRET—F,
. REFEHNGEA TTE (Fld, NREZE—XER Installation Man-
ager, HESBINENRHEA, BHREREIZEFE) . BET—D.

10. E'EFEE TEL, ZFREELENTMES. SET—D.

11. 7E'Theedf4 " E L, MREFFREEELSY, ARREET—F.

12. BEWHE TTHALETREENNTHRE, NRESLAENEE, BRELE
— S LUREIFIERINDIE,. SENERENHRG, BRERRE,

13. TRTEME, BEFMFFXHF IBM Installation Managero

14. M Windows"FFIA"SK 8 H B IBM Rational License Key Administrator (£
FrE12R %8, 25 IBM Rational > License Key Administrator) .

15. % IBM Rational License Key Administrator B&IBY, FHI License Key
Administrator A% (MIRZAFREITH, BEMEREREFFEERR > IF
AHEEAMSF) . TZASH, EEFES AN Rational FAEXHE, AERET—
a8

16. E"SAWHIEXH"ERF, BEHXE, AFNEEELER AppScan Enterprise
Server WFRIIEX . ERANIKEBMNEETHZXM, ARETZSN.

17. BINBSAN—PHEZNFAEGE, "ENEMITRIHERS 2 WIEERITH, &
TRUEMBENITAIEARS 2. MNRIFEERSFRSBEIRW, BHTH Win-
dows fREEE TR, LT A, #FIHE5) FLEXIm License Manager,

74128 B &% IBM Security AppScan Enterprise Server

ETHENfAIRE Enterprise Server, 1H50% AppScan Enterprise FYI|5REEEHS
i% IBM Knowledge Center AR B R LEIEM,

KTFUES

(AppScan Enterprise X5 %%5m) BT IBM Security AppScan Enterprise
Server ¥EMBKR, RENLEIEEARE |http://www.ibm.com/support/|
[knowledgecenter/SSW2NF/welcome| (2 (50, v9.0.3 R E XL EismThttp://
www.ibm.com/support/knowledgecenter/SSW2NF_9.0.3/com.ibm.ase.help.doc/
topics /roadmap_ase_install.html| $2f)

=Tt a

WMRAELRE Enterprise Server ZHIRET AppScan Source, FBARKHREM Enter-
prise Server JFfft #IEE. AppScan Source FEMI T A FHITIURENLBRERF. X
FXLERE BRI LUTE AppScan Source B (LEMEIRIERE) WWE 67 718 '\
[AppScan Enterprise Server ;¥fft AppScan Source #{iEFE) FEBFE,

NRFZEHE Enterprise Server, BATTRHEEM LR ZAIMNANFEZERR,
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M8 C &% AppScan Source EF I~
*QFIHSE%

BEEE, B AppScan Source EFH=mmH AppScan Source ¥IBEMIRFEHAE
B, AILEREZEPI~m, ARTEHERE, k2752

gz
1. #E) IBM Security AppScan Source = zip Xf (£ AppScan Source 77/&

6.

B, M IBM Passport Advantage fE/J AppScan Source eAssembly AJ—
D THABFIREH)

BZBG R E R A IREN2R. EREINBERP:
* Microsoft Windows: iZ{T AppScanSrc_Installer.exe

. Linux: £ 32 fIRZLE, BT setup.bine XtTF 64 IFRLE, EZihttp://]
[www.ibm.com /support/docview.wss?uid=swg21462180}

« macOS: ¥JFF setup.dmg FA/SIEIT setup.command KRR

KT BohEEAFIIFAE BRILIE (IBM Security AppScan Source REEFEIE
15/ MM 54 T [BHRERS) FEAFHKE.

RET—TRR, BlzFEERINEREERERRPERHNAMES. ©EF
BE, ARROHREUSL

BMRERSE, "Wl - KEOS'EIRITAHZNERLEMITFHINAEER,
BET—FTUFBRREIRE,

FAMER REERD, ERFFNAMEE, ARERERENAM:

* AppScan Source for Analysis

* AppScan Source BLITHRE
* AppScan Source for Development for Eclipse, RAD, MobileFirst (FR&1E
SR RERR)
« {XPR Windows: AppScan Source for Development for Visual Studio 2013
(REBERTRIEE) (NEREERFEIRFALCNE Microsoft Visual Stu-
dio 2013 Y& FItkETA B A)
+ {XFR Windows: AppScan Source for Development for Visual Studio 2012
(BREERTREE) ((NEREEREFERFLLNE Microsoft Visual Stu-
dio 2012 BRI FILL:ETA AT )
+ {XPR Windows: AppScan Source for Development for Visual Studio 2010
(REBRTRERE) ((NHLEEFTERRLLNE Microsoft Visual Stu-
dio 2010 BRI FILk:ETA AT )

REBERT, WRERTEFNAMHERE, BAKBUHERE AppScan Source for
Development &4 ¢4 MkEFTE HthA 4.

FEERETERENANG, BRET—FUAHE T —2EEHR.
T'REBIMEE TUET, EEREER. REBRN (RRERSR)
* Microsoft Windows 32 fihR4x:

<SYSTEMDRIVE>:\Program Files\IBM\AppScanSource
* Microsoft Windows 64 fihRZ4x:
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7.

10.

11.

<SYSTEMDRIVE>:\Program Files (x86)\IBM\AppScanSource

Linux: MIRERE root A/, WBAREASZHRMHEREE /opt/ibm/
appscansource o WIRERZ root AP, HBARILIRE AppScan Source for
Development Eclipse #iff, EEREBE R TLEE <home_directory>/
AppScan_Source,

macOS: /Applications/AppScanSource.app

B

« REARVBRABESRIEF. FTANTXHXRBZBEEERIEF .

« WMRERE Windows EHITRE, BAXTREEERBINTRELE
AppScan Source A,

« MRERE Linux EHITRE, WAXLTAPHE root BFFHNAE
AppScan Source ARS524AM

(ayay

[ ]
T

BET—HLURTHEI T —REE R,
FIESOREFEERT, ERELENESE. KRES B, 1R AppScan Source
BARRETESTIESFENRERF LET, BAZARREREULLIESK

-
MIZ7]No

REERT, FEFEEE (BFEIUEER) . MRREDFERHNZIFRIERN
FHIEE (ME2Z, ALERASWEERPERTIFREES) , BAFLER
RHERIZIES (BR, FMBUBERIZES) -

EETERENESERE, BRET—TURHE T —2EER,

£
A IRFREREESE, BAEREERLERNZES.
EBEARRIFAMINANFER, ARBET—F UL,
EHETERRMAEE, ARHE, MREBLFIEIER, BREH E—FLURE
ZFCRIBITIE. SENREETATE, FREORE. KEEFBEXHEHZIE
RIXRNER,

XM Linux fRSGF#EE: EFIXHE, BOMRETIFEFRR. SEeZRR
"ounce"HUMBEAFEBITUCIBRREAF ounce, HEUMBERFIET. (RE
RIIEZAFBREHFE. FAR, FMERPBAEEER shell, )

EREHAE, EHAMERERUHER S RE AN,

'RESR ERD, FIETEREBE IBM Security AppScan Source License

Manager RERHLERASFIUNBI=@mEE. RETHRUTHIIESRS,

RH"ZERS"

£ License Manager SLFEfEFH:

a. ENAWNEXH, BERESN, AENEEETHR AppScan Source 5]
ko

b. ENAEoHIFRIE, FREEREFTIERSSE, ARREHRMN. BAEET
FENFEHERN EHNAE R,

BEIAE 95 TINE 8 &, VEEEENRMt PURIEMAECEETER.
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7EH128 D &3 AppScan Source #iEE
XFIES

FAR, T AppScan Source B AppScan Source ¥IBEMINFH RS
B, JURLEZPINTm, ARREEERE, RZTA.

gz
1. #E) IBM Security AppScan Source = zip Xf (£ AppScan Source 77/&

B, M IBM Passport Advantage fE/J AppScan Source eAssembly AJ—
D THABFIREH)

BZBG R E R A IREN2R. EREINBERP:
* Microsoft Windows: iZ{T AppScanSrc_Installer.exe

« Linux: 7£ 32 fUR% L, BT setup.bino XTF 64 RS, HZiFhttp://
[www.ibm.com /support/docview.wss?uid=swg21462180}

« macOS: ¥JFF setup.dmg FA/SIEIT setup.command RZFHFZFo

KT BohEEAFIIFAE BRILIE (IBM Security AppScan Source REEFEIE

15/) WE 54 TN IBeheEES) AR,

RET—TRER, BIZRSEINEEREREERPETHNAMES, %F

BE, AEREHEULE,

BihRERSE, "Wl - RERS ERITAHENEREEAITHNNABER,.

BEHET—FUFBRE IR,

EAHEE REERT, EERSH[AMGEE, ARHMRIZE AppScan Source

HiEE, BET—PLUAIHE T —2REEIR,

T ARSSSERE EMRT, R T EMED:

« }5&E#E AppScan Server fll: EFRIZIATUGEEEEBNIHAITIE AppScan
Enterprise Server LAF{RELAI{1E1ZE] AppScan Source, EMIXARSS 8:1ERE,
BEEUTFE:

- AppScan Enterprise Server: LIIIE URL $§T\15EIxiE AppScan Enter-
prise Server SEfIRYEMNZ,

- FmEMER: I8 AppScan Enterprise Server BIEHFHFIRIR,

- Bi5: AEW AppScan Enterprise Server BIE5 AP IRIRIEEZE,

BWMATRSJ/LER, BHNREZEURFRIRS B IMHEES AppScan
Source,

o IREFIEEIRS BB R TRE:  EFZAIN A E R ERS 2B R T4k
SR,

2R

o WREEEETH Enterprise Server Xz NIST 800-131a &%, BALTE
EMR SRS RERE. BB RT, BHEIRE, THFEERSH. &
AppScan Source HI Enterprise Server MZREMR/G, BEEHE 67 T8I A
[AppScan Enterprise Server ;¥#t AppScan Source #{iEE) HHIEREE,
LARBIRIN A T 58 BIEA TLSv1.2 &I,
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10.

« IR AppScan Enterprise Server BiETEAIAIFR (CAC) INEHITTIRE,
RS AIEERSS 28, 7ASEH |appscanserverdbmgr cac SEAFERFERIHTT
FrE RSS20 &g BN,

BET—FZURHER T —REER.

TE'REBMEE TUHET, EERERER. REBRN (RRERR)
Microsoft Windows 32 {ihR4s:
<SYSTEMDRIVE>:\Program Files\IBM\AppScanSource
Microsoft Windows 64 fihRZs:
<SYSTEMDRIVE>:\Program Files (x86)\IBM\AppScanSource

« Linux: $AREZE root AR, MARERSSRKNRHELERE /opt/ibm/
appscansource o WIRERZ root A, HBARILIRE AppScan Source for

Development Eclipse i, BEEMREBE N TLEE <home_directory>/
AppScan_Sourceo

* macOS: /Applications/AppScanSource.app

B
LZEARBRRESREFTN. FATXHXRZBEEIFREF.

« WMRERHE Windows EHITRE, WAXTREEERKNA ELE
AppScan Source A4,

© WMRERHE Linux EHTRE, BALTAAE root BRPRHNA EERE
AppScan Source ARZ52R4A M

BHET—FLURTHEI T —REER.

WREIRSEB|AMRIEF TUEFEE T L% IBM Security AppScan Source ##&E
At , BRAREREIEEREAFEER. AT, EEREK solidDB Stz
ARBEET—FURHE T — P REER.

NRELIEEEFRERPIERERE solidDB #iEE, MBARKLMEE solidDB &
EAFER. EZEIRFP, BE solidDB #IBEBERKF, RAKIBEESER
AR 2MEZEYN dba, B EERULAF®, BERUEREN,.

* ETRECRTRTEENAENRARER, BE2RE 125 INE 17 &)
| "2EFTN solidDB AP =49 |

BEHET—FLURTHEI T —REE R,

"EE& solidDB AppScan Source FAF"'EMRFEEREIZECE solidDB AppScan Source
IR, S LUREREAFE ounce MIFREERS ounce, Xf AppScan
Source ¥IEFEFHITI/ SIRIERVFRA AMHERERIZIK, .

=
« NREAHFBNENE, BAGTREXSHMEERNICR, UEE IBM ZFAK
FEHRERY AppScan Source #HEEREA.

s BETHRESRTRREGIAERARZE, B2R%E 125 g 17 &, L
EE/EE R solidDB AP |

BET—FLURHEI T —REE R,
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11.

12.
13.

14.

15.

FESEEEERT, ERELENES . KEIES B, R AppScan Source
AR ARRESTIESIMEIRERA LIETT, BAZAFRFRERBULLES

B0
RETRT, FEERE (BFEIUEER) . NIRZERSERNEIFRIEN
AHIES (RS2, AREASVWEERFERTIERIEES) , PATELER
hFERZES (B2, ATMBUEERZES) -

ERTERENESEE, FRE TP LURI#HEIT—

S
A MRALREREESE, PBAAERERBLEMNZES.
EHEARZIFAMINFNFER, AREE T UM,

EHERERTAEE, AR, MREBLFIENER, BREHE—FLHR[E
FERINTIE, HENREETATE, FRORE. KEEFBXEEHZIE
HEIXENER,

FEE R

Y[R Linux PRSBBLE: EFIXEGE, EBXAAHBETIFIEFERF, EXReIZRP
"ounce"SIUMB AL IEITULIERE AP, ounce, HEUMBAFIBIT. (T
BIEZAP RS FEE. iR, FEBFPATESER shell, )

EREHE, ERMEEEEUEERSBEHIE AN

£ IBM Security AppScan Enterprise Server"BCE"ERF, IEEF LI solidDB

HMIBEZERZES] AppScan Enterprise Server MI&E., EHILENEE AppScan

Enterprise Server EiXEHTMH LU TIRE:

 AppScan Enterprise Server: }57E AppScan Enterprise Server SEfjl#J URL
(5190, https://MachineB.mydomain.com:9443/ase) o

FBFRIR: I8EEM AppScan Enterprise Server FAIF#RIR. BERERT, A
F#RiR7A ADMIN (BRIEFZENIZE) . NRRSB[EENHTT Win-
dows IAIE, IEHMIANTERERIKF ARINZIARSS 2SS EAM Windows AFHRIR
(APHRIRBAA LTSI <host name>\<user id>) o
« EE: REB AppScan Enterprise Server FFRIRIEEZEN,
WIBEENE . I8EERE AppScan Source HUBFERINSBHAEENE (B

%0, MachineD.mydomain.com) o

A EFERPHFENGRNEITRERFINSHINEENR. LFRPH
BENERENHITIER, FEREETEZAERNIER FTHTENL.

BET—FLURHEI T —REER,

A NRKER Oracle BIEE, WIRKRIEFIELERE AppScan Enterprise
Server, AFBET—F, ZLEEARFTATR Oralce HIEEZIME] Enter-
prise Server, MR, EFR AppScan Source FEMIHIKRIZFRECEIBEEZ
[G&REE, XFIRIENEERITE (IBM Security AppScan Source RIEFEIRIER)
A5 67 ;18 I8 AppScan Enterprise Server ;¥fft AppScan Source ¥%3EZES |
FAFIHE, ZEAREFETATER solidDB %, MAEERZTERR.
'RESR ERD, FET%EREE IBM Security AppScan Source License
Manager KT RHEZERASFIUNB&~mEE. RETRUTHIIESRS, #
BH"EERSF

IBM Security AppScan Source: ZEMEIEIERE



16. fE License Manager LR H:
a. BENRATHEXH, BRESN, AENKEEE TEHMN AppScan Source 8]
iEo
b. ENRFFENE, BREEEWANERSSE, AEREFM. HABET
FEhFRHEN ENBIER.

BEERIAE 95 TINE 8 &, VEE#UENRMt PUREEMAEUEETER.

&E%® AppScan Source
XTFItES

BEREU TR PN ERNFTIERFERNER, BXIFMAER, BESH (IBM Security
AppScan Source TEMEIRIER) FHYE 109 TINE 12 &, TM AppScan Source|
[F*&@EF AppScan Enterprise Server) [/,

UK

« FAPFPHRR: EBEENAFTFR,

« FHH: EEEAFIRRAVER,

+ AppScan Enterprise Server: UIIH URL #HIEFE AppScan Enterprise Server

KO ENZ. W TFLbLEFZ, EIEE AppScan Enterprise Server FT&#1EH
MBSHUATEE N o

R MRITEEVZARER, BRABAENE 1P #bik,

&3 AppScan Source HIEHESIEA AppScan Enterprise Server &pk
EIZFEF, AppScan Source AL EFE—EHNaE L, HEEENEZFIIME AppScan

Enterprise Servero

KTFUES

ZREDRLUTRESS:
« [ I'®%E AppScan Source] |
« |% 47 TIHY I'EF AppScan Source] |

B

« TERE AppScan Source FREREMAHZAT, BERAUHNRAFTK, UHRE
SEHERIRIER S

« XEFEAREMATF macOS, BT HEIUNMEE macOS ERE AppScan Source, 1HS
#E 71 7189 I macOS EZR%E AppScan Sourcel b

#Z3t AppScan Source
UK ;-
1. #EF| IBM Security AppScan Source = zip X (£ AppScan Source 77/

B, UM IBM Passport Advantage fF/J AppScan Source eAssembly AJY—
D THABFIREH) o

2. BZMERREED KRR, EREINERS:
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* Microsoft Windows: iZ{T AppScanSrc_Installer.exe

« Linux: £ 32 fURZ L, BT setup.bin, F 64 RS, B5ZHhttp://
[www.ibm.com /support/docview.wss?uid=swg21462180}

« macOS: ¥TFF setup.dmg FAJSIZ{T setup.command NZAIERF.

XTFBHRERRIFME R LUIE (IBM Security AppScan Source RFEFEIR
18R AME 54 T TRmEERS) FEAFAHKEL

3. BEF— RS, BIZESEULAERERERRPETRHEAMIES, &&F
EE, AEREHE AL,

4. BRRERASE, "W - 2EAS ERITAHEZNERBERT AN BER,
BET—FUFBLEIE,

5. TEAMEFE REERT, ERERENHAHN, AppScan Source A3 NARSSEF

MEFAS:
a. BRH AppScan Source ARSZ2AM, FIAFRFRAMEER, AEERER
SRR

* AppScan Source ¥IEFE
* AppScan Source for Automation
b. ELRE AppScan Source EF AN, HEXRFEFVAMIRE, AFTIEER
RRVAMG:
* AppScan Source for Analysis
* AppScan Source BARITHRE
+ AppScan Source for Development for Eclipse, RAD, MobileFirst (fR&
B FARER)
+ {YPR Windows: AppScan Source for Development for Visual Studio 2013
(REBERATRERE) ((NHLERFERFALKLNE Microsoft Visual
Studio 2013 BYE/L T ILEHA R A)

« {XPR Windows: AppScan Source for Development for Visual Studio 2012
(REBERTRERE) ((RFLEEFERFRLLNE Microsoft Visual
Studio 2012 EIfEL T ILETA AT )

+ {XPR Windows: AppScan Source for Development for Visual Studio 2010
(REBERTRER) (NHLEEFERFLLNE Microsoft Visual
Studio 2010 Y& TILEHA R A)

REELT, WREFTEPNAHERE, BASBUHIERE AppScan Source
for Development 4R 4TI IEPIA HMthA M
REERTERENARG, BRET—FUAHE T —2EER.
6. TE'ARSI|EE TP, EFELATEMNED:

« 35E1%3 AppScan Server Lfj: EFZIETUREEEER N INIZIZE AppScan
Enterprise Server LUM{REPIHZEREES] AppScan Source, EMIXARSS 2315,
FEEUTFE:

- AppScan Enterprise Server: LIIIE URL #§\1EEITIE AppScan Enter-
prise Server SEFIRYENZ,

- FmE®ER: 18 AppScan Enterprise Server BIERAFRIR,

- B REB AppScan Enterprise Server BIESFAFIRIRIEEZE N,
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BMATRSH/LER, 2HMKEREURFRIRSSZIFIHEES AppScan
Source,

o UBREFRIEERSSBOBRTHRE: . ER AN ERIEERZSVIE R T4
ZeT

B

o NREEEZEFIN Enterprise Server 2#F NIST 800-131a &#M, ABAKT
EMA SRS BNEE. FRIBERT, FHERE, THREERSSE. &
AppScan Source #1 Enterprise Server MIZETEM/E, EBMEE 67 51 M)
[AppScan Enterprise Server ;¥fft AppScan Source ¥EEI FPHIERESR,
AMRAZ A T5RHIGEA TLSv1.2 &I,

« Y153 AppScan Enterprise Server Ei@ @A AIE+R (CAC) IANIE#HITTIRE,
RS A IS ERSS 28, JASEH |appscanserverdbmgr cac SEAFERFERIFTT
FRrE RS 2B E NN,

BET—ILURHER T —REER.

T'REBMEE TUHET, EERERR. REBRN (RRERSR)

* Microsoft Windows 32 {ihR7s:
<SYSTEMDRIVE>:\Program Files\IBM\AppScanSource

* Microsoft Windows 64 fikfz4:
<SYSTEMDRIVE>:\Program Files (x86)\IBM\AppScanSource

* Linux: $ARER root AR, BAREBDSZKNMHLRETE /opt/ibm/
appscansource o WIRERZ root AP, HBARILIRE AppScan Source for

Development Eclipse i, BEEMREB N TLEE <home_directory>/
AppScan_Source,

* macOS: /Applications/AppScanSource.app

Eo

s REAFBRREESREFR. FTATXHXRZBEIERIEFR.

 WMREBERE Windows LH1TRE, BANINBEEEERIFNA R
AppScan Source A,

 WREEE Linux EHITRE, BANITIEE root ARPRNARERE
AppScan Source ARS52R4A1M

BEHET—FLURMHEI T —REER,

WMREIRSFI|AMIEF TUEPEE T LE IBM Security AppScan Source ##&E
FEAAf, BRARErEiEmERER. FLTTES, EFRUTZ—!

+ & solidDB

o BEIREEREIIME Oracle 11g/12c fRZEE+

KXTFRE solidDB S[A@IMA Oracle BIBFEHITRENHMER, 15ZH (IBM

Security AppScan Source REMEIRIER) THE 58 1N IR EBIEEHEES)
|[AppScan Enterprise Server BYZEIZ) FE/,

BET—FLURMHAE T —REE R,
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10.

11.

12.
13.

14.

NRELIEEEFRERPIEFELRE solidDB #iEE, BAKHIM'EE solidDB &
ERAF ER. EZERF, BBE solidDB #IEFEIERIKF ., REMIBEEEIER
AR 2MEZEYN dba, B EERULAF®, BERUEREN,.

* ETHRESRTRTEENAERARER, BE2FEE 125 INE 17 &)
| "2EFTK solidDB BB =9 |

BEHET—FLURHEI T —REER,

"ECE solidDB AppScan Source FF"EIRIEEREISACE solidDB AppScan Source
IR, ST LUREREAFE ounce MIEREERS ounce, Xf AppScan
Source ¥IEREFHITI:/ SIRIERVFRA AMHERERIZIK, .

=
« MNREABABNENE, BAGTREXHEENICR, UEE IBM ZRHAXR
FEHAERY AppScan Source #HEERMEA.

s BETHRESRTRRESIAERAFRZE, B2R%E 125 INE 17 &, L
EE/EER solidDB P Z |

BEHET—FURHE T —REAR,
TESEEEERD, ERELEMNIESE. KEIES 6, R AppScan Source
BFAREEESTILESIFENRERS LETT, BAZAFRAERLULIES K

=
MIZ7]No

REBRT, BEFERE (BFEIEERE) . MRZEASERNEIFRIEN
FIES (MS2Z, ARERASVWEERPERTIFREES) , BAFLLER
hFERZIES (B2, TMBUEERZES) -

ERTERENESEE, BRE TP UR#HE T —2EER.

Y
A IRFREFEESE, BAEREERLERNNZES.
EEARRIFAMINAIFER, ARBH T UHRL,
EHRERTAVEE, ARMEE, MREELFENER, BFREE—FLHRME
FEHINTIE, HENREEIARE, FRORE, KEEFBXHEHZIE
BIKENES.

PR Linux RSZEBRE: EFIXMHE, BUABETIFEFAR. EFEEZRF
"ounce"UMBRAFBITUEIEREAF ounce, HEUMBERFIET. (RE
RIEZAFRRERFT. HIR, MEAPRYAEEEN shell, )

LA, EAERREEEUEE SEENHFIE AN

7£ IBM Security AppScan Enterprise Server EEEEMRY, FEERE solidDB %1
IEERENS1E1%S) AppScan Enterprise Server B E., BAEIER T, LLREMIR
FEARERETET —L5%E, XEFEREMIEENRSSLEETEA—aESE
+o Ei@id AppScan Enterprise Server BZE AppScan Source #UIEE, EFIM
7ZECE AppScan Enterprise Server EixEHTE LU TIRE:

« AppScan Enterprise Server: }§E AppScan Enterprise Server LI
URL,
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15.

16.

« FAPHRR: IEEZEH AppScan Enterprise Server BIERAFIRIR. WRARS
BEEENHTT Windows IAIE, BHRANERERKAAINEIARS BITERR
Windows AFHRIR (AFPRRGIALUTIEI: <host name>\<user id>) o

- ZE3: REM AppScan Enterprise Server FFRIRIEEZ.
BIBEEMNE: IEEE XL AppScan Source #IBERINIBZAIEN R,

A EFERPHFENGRNETREREFINSHIEENR. LFRPH
BENEREHITIAER, FEREETIRERTAERNIER FHTEN.

BET—FLURMHE T —2EHER.

A NRKER Oracle BEE, WIRKIEFIELERE AppScan Enterprise

Server, AFBRET—FH, ZLEEARFTA TR Oralce HIEEZIME] Enter-

prise Servero MR, EFER AppScan Source FEMIHISEAIZF RECE B EERE

EREE, XTFIIRIERNEERITE (IBM Security AppScan Source REFEIRIEE)

A 67 ;18 e AppScan Enterprise Server ;¥fft AppScan Source ¥3EZES |

FEFHE, ZLAREFETATEE solidDB %#, MABFERAZEEBIR.

'RESR ERD, FET%EREE IBM Security AppScan Source License

Manager KT REREMSFUBHTmEE. REFTMUTHRTIERSE, H

BH"ZERSF,

£ License Manager SLFEfEFH:

a. BENRATLEXH, BRESN, AENKEEE TEHMN AppScan Source 8]
ko

b. ENAEoHITAIE, FREEREWTIERSSE, ARREHRMN. WAEET
FEFEHERN ENE R,

BRIAE 95 TINE 8 &, VEmEENRMt PURIEMAECEETER.

&% AppScan Source
XTFItES

BERUTEHO PN ERNFIIERFENER, BXFMAEE, BB (IBM Security
AppScan Source REMEIRIER) PHYE 109 A 12 &, M AppScan Source|

[F*&EF AppScan Enterprise ServerJ) [,

o2

BPIMR: BEENAFTIR,
B fEEAPRRRER.

« AppScan Enterprise Server: UIIH URL #I$EE AppScan Enterprise Server

KHIMENZ. 0R AppScan Enterprise Server il F[E—H28 L, EIEE https://
lTocalhost:9443/ase/ BX Tocalhosto 1R AppScan Enterprise Server {iFiZiz
H2E L, FREHLEENSEAREEN R,

R MRTEENZAEER, BRABAENB 1P ik,
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%6 4 & F+4k AppScan Source

o1z
1. BB AppScan Enterprise Server HEMBIRIEISTIS ENWEMITAR. ESHE
| 57 BIfY FAppScan Enterprise Server #hiRy | LT fi#H XILIRSZBINE S o

2. % IBM Security AppScan Source @ zip X (£ AppScan Source 77/
B, M IBM Passport Advantage fE/J AppScan Source eAssembly AJ—
D THAVBFIREH) o

3. BiZMEBEETIAMIRENZE. EREIMNBERTP:
*  Microsoft Windows: iZ1T AppScanSrc_Installer.exe

. Linux: 7E 32 fI&ZLE, BT setup.bino MF 64 (FL, E5htp://]
[www.ibm.com /support/docview.wss?uid=swg21462180,

« macOS: ¥JFF setup.dmg FA/SIEIT setup.command RZFEFEFo

XTFRHRERSHIFME RO LUTE (IBM Security AppScan Source REMEER
57 WEE 54 W TRHREAS FEFTHE,

4. BET— RS, BIZREEEIUEERELEERPETHNAMIES, ©F
BE, AEREHEULE,

5. BRiRERSE, "Wl - £EARES ERSHTAFREGRBERBI TN
BiEF. BEHT—H LML,

6. MNRENMBELEEETE AppScan Source HIEER, BBA"ARSSSHIEZ EMRFHT

7, BelE I SR EF R 4R ER.

7. EIRSEIERE TR, EELTFENED:

« J%iE#EF AppScan Server Ll EFIZIATUGEEEEBNIHAITIE AppScan
Enterprise Server LAF{RELFIEEIZE] AppScan Source, EMIHAARSS 8F1ERE,
FESUTFE:

— AppScan Enterprise Server: LIE URL #&3EEZE AppScan Enter-
prise Server SEfIRYEMNEo

- FmEMER: I8 AppScan Enterprise Server BIEFFFIRIR,

- B REB AppScan Enterprise Server BIESI A FIRIRIEEZEE,

BWANTRS#/LER, 2HMNREZEUAHRRSB[FAIHEZE AppScan

Sources

o IEREFIEERSSB[IBRTARE: . EFRZRIN A EREERS FIVIE T T4k
ZeL

B

o WREEEETH Enterprise Server 2 NIST 800-131a &#I%, AL
EMX SRS ERNEE, FLBERT, BREIRE, THETRSH. &
AppScan Source HI Enterprise Server FIREETEME, BEFEE 67 Tl 'y
[AppScan Enterprise Server ;XM AppScan Source #iEE) FFVIERIESR,
BRI AR 7 SRHIfER TLSv1.2 3T,
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10.

11.
12.

13.

« WR AppScan Enterprise Server BiETEALIAIFR (CAC) INEHITTIRE,
RS MAIEEIRS 28, ASEA |appscanserverdbmgr cac SEAFZEFRRIHIT
FRE RSS2 & EIZ BN,

BEHET—FLURHEI T —REE R,

T 2EHERSREGERERE BEERHITEN, HERENRZ AR
2 30 0. 7T BIEEALRAE, ERNZEUELENXAITEN. RET—%,

AT ETF BIBEMLR, BFHAN solidDB AppScan Source ¥IRBEFRF K, BIE
iE, ARTESTFSE SEEALARRET—F,

FESEEERERTP, ERELXRNIES 6. REES 6, R AppScan Source
AR RAEZEETHESFENIRERSK LT, BAZAFRRERULLIESER

-
MIZ7INo

REBERT, FEFEE (AFEREER) . IRLEQFERNZIERIEN
AHIES (RS2, AREASIEERTERTIFRIEES) , BATELER
PHFERIZIES (BR, FMBUEERIZES) -

ERTBERENESBE, BREE TP LURI#HE T —REER.

£
A IRFREREESE, BAEREERLERNZES.
EEARRIFAMINANFER, AREET—UHRLE,
EHEREAMAEE, ARMEE, MREBLFAFIER, BREH E—FLHR[ME
BERIBITIE. HENREETATE, FRORE. KEEFFEXHEHEIE
RIRRNER.

PR Linux RSB\ERE. EFXHGE, BRABETIFEFRAR. EEFELERRP
"ounce"S A EBEAFBITUCIRIREAF ounce, HEUMBAFIET. (RE
RIEIEZAFRREFE. HAE, MERFLAEBEEN shell, )

LR EHE, ERMESEEEUEERSBEHFIE AT
7£ IBM Security AppScan Enterprise Server EEEEMRY, FEERE solidDB %1
1B RERS1%E1%S] AppScan Enterprise Server MYIZE, BREER T, LWREER
FERREBRETER—LE5E, XEFEBREMEENRSBLEER—a NS
+o EBI AppScan Enterprise Server EEE AppScan Source ¥IEE, EIFM
7ZE0E AppScan Enterprise Server EixEH TR TISZE:
AppScan Enterprise Server: 5% AppScan Enterprise Server SEfflRy
URL,
BFHRIR: IEEEM AppScan Enterprise Server BIERAF1RR. WRARS
ZECENHTT Windows IAIE, BMWANEREHIMKA ARINEIARSS 238 LAY
Windows AF#HRIR (AFRRGALLTHEI: <host name>\<user id>) o
W AEM AppScan Enterprise Server FFARIRIEEZR,
o HUBEENEA: I8EBERE AppScan Source ¥IBERMZFNEMN R,

d EFRPHFRBMEENEITREREFIVSITTEENR. TR
ENERENFEITHRR, FEREETEZNERIER THTEN.

BET—FLUMHAE T —REER.
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A WRBER Oracle #iERE, WERFEFRIZEE AppScan Enterprise
Server, AFRET—F, ZLEAIRFTATR Oralce HIEZEIME] Enter-
prise Servero MR, JEFER AppScan Source BEMIHISERAIZFRECEIIEEEZ
[G&REE, XFUIRENEERITE (IBM Security AppScan Source RIEFEIRIER)
ABYE 67 5189 B AppScan Enterprise Server ;¥ AppScan Source $EEE |
FHPRLE, ZELBEREIBTFERE solidDB Ei%, MARERZRER R,
14. F'RESTH ERT, A8d%EREEN IBM Security AppScan Source License
Manager KT RHEZERASFIUNBoI=mEE. RHEFTHRUATHRIIESRS,
BRH"ZERS",
15. 7E License Manager SLAEERFH:
a. BENAWNLEXH, BRESN, ARINKEEE TEHM AppScan Source 8]
iE.
b. ENAFNFENLE, FREEREFFAHERSE, AEREIHRM. AEST
A EHERN ENER.

BEIAE 95 TINE 8 &, NFEEUENRMt PUREEMAEUEETER.
HFR

M AppScan Source V8.7 Fia, NARFHIEFHEETELEERZI R AppScan
Source V8.6.x SNEIRIRAFL, BLMBLAREFIHIBEHEE [ 55 T IR
[AppScan Source #EERJ | Ik, TE (V8.7 ZHIMMRA) MARFIIEN&EMDE
ZHETE <data_dir>/upgrade_backup (EA <data_dir> & AppScan Source FEFF#{1E
BGIE, diE 55 W TREFBFREXHME) Frmd) .

M AppScan Source V9.0 FF#&, AppScan Source for Development Eclipse & 7E
macOS EFZH, MNRETE macOS EM AppScan Source V8.8.x ERhAFALK,
AppScan Source for Development IHEERF I FEARTTAGLEE] Eclipse MR
(FERAXLETHREF EMEMIFAIE) o XTFH AppScan Source for Development &3
5] Eclipse HIEWMELR, BH2RE[E 76 A I'E AppScan Source for|
[Development (Eclipse f&ifF) AT Eclipse M2 2isAIET Eclipse B~ |
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£ 5 F SRREMAEEER
RS AR B AT ETIE,

AppScan Source XM IBM Passport Advantage FEHEEANREME, BUETFH
JE@E IBM Rational License Key Center FXEX.

BHEZEXXHAHETF Windows. Linux M macOS, BN TREXH:
* Windows: AppScanSrc_Installer.exe
e Linux: setup.bin

* macOS: setup.dmg

LEMSE5 | RETRY R ER RN EMRFR G LPAIF 28R AppScan Source £+
BFFFERI A L%,

LRTHE, EAILLEEMRALREIRBIECE License Manager, (& P] LUEE
[EREF o

BR BRIBUERM, AR REER.

ERE AppScan Source A ZHI, EBRMAEFENHERRK (FEH
[ FTAppScan Source EBEMREL PURBNEZEE) o 0, BEEREEZDITE AppScan
Enterprise Server HZEIZAEBN LiZ1T AppScan Source for Analysis, #MEIZE
AN %3 AppScan Source for Analysis f AppScan Enterprise Servero

RERE

ERARECEERGITEN L (BMESMEEFIERE) BT AppScan Source for
Analysis FTAENE MRS S[AG (LLRFLEER AppScan Enterprise Server
HWLEEFZUENL) . iNEREREAFERNEE:
« BRSSERAMN:
— AppScan Source #iEFE
— AppScan Source for Automation
< BFHAHL:
— AppScan Source for Analysis
— AppScan Source FRLTTHRE
— AppScan Source for Development for Eclipse, RAD, MobileFirst (fR& &%
TRERE)
— {XPR Windows: AppScan Source for Development for Visual Studio 2013 (R
BIREATRER) INHREEFERS LQNE Microsoft Visual Studio 2013
BB T A =] F)
- {XPR Windows: AppScan Source for Development for Visual Studio 2012 (ff

BERTRIERE) (NYHLERERERS EKNE Microsoft Visual Studio 2012
BYIE R T kI BT )

© Copyright IBM Corp. 2003, 2017 53



- {¥PR Windows: AppScan Source for Development for Visual Studio 2010 (&
BERATRER) ((RELERFERFLLNE Microsoft Visual Studio 2010
BB T IHETA =] F)

ARs5 28

ALUAEZENIRS SSAGEE:
* AppScan Source ¥IEFE

* AppScan Source for Automation
EZFH

AILUAR RENE R AR EE:

* AppScan Source for Analysis

* AppScan Source FFLTTHRME

* AppScan Source for Development for Eclipse, RAD, MobileFirst (FREBER TR
7EE)

« PR Windows: AppScan Source for Development for Visual Studio 2013 (#
HEATHRERE) ((RELEEFRTRFLKLME Microsoft Visual Studio 2013 Y
BN T IEmA =] /)

« PR Windows: AppScan Source for Development for Visual Studio 2012 (#
HEATHRERE) ((RELEEFRTRFLKLNE Microsoft Visual Studio 2012 Y
&R T IR A =T )

+ {XPR Windows: AppScan Source for Development for Visual Studio 2010 (&
HEATHRERE) ((RELEERERSLKLME Microsoft Visual Studio 2010 Y
B T EIA 7T )

54

AppScan Source Z#EMFAITE Microsoft Windows. Linux # macOS 1&1ERF L
5170

BRMRE, BHRITUTERE:

¢ Microsoft Windows: I&1T AppScanSrc_Installer.exe

« Linux: 7 32 {I%%L, BT setup.bino XWTF 64 fIF%, ESHhtp://]
[www.ibm.com /support/docview.wss?uid=swg21462180}

« macOS: #TH setup.dmg PAfSIZETT setup.command RZFEFZER.

EA: £ Windows 8 MIESMrA L, REEFHLIMLL Windows? BE/IERIETT. B
BRLLINEE, 1BARET AppScanSrc_Installer.exe, AEEREM, T BM EOF,
RERAMED R, AEEFPURBEASTHEFEEZEHFEREKEN Win-
dows 7, BEHAELUMHILLER, AFIETT AppScanSrc_Installer.exe LUBDN
AppScan Source &,

RSHEMEHOCTAY, IRRIAR, BABMRHETE, BSEE 123 TINE 16
B, TRORE) U TR*:FRERONELIFMEL.
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BABHRERNFN, REF—TFES, BIZEREAUERKEREERFTER
MNAMIES. EFES, ARREHE LS,

BErEARE, "Wl - REAS ERITAHENEGRLEMTTANNARERF. B
T—HUFEREER (B2 TR EMBS BIEXHIE) | TR *REHI
BENER) o

TRMAPSIEXHUE
L% AppScan Source BY, AP #HIENEREXHFHEEREBRN
- [REREME |
« [TER2E AppScan Source HIEERJ |
« [E 56 Bif9 FAppScan Source B XERIE] |

ERE RN E

LT AppScan Source fG, ZHHUTFUTREMUBEZ—:

* Microsoft Windows 32 fihR#x:
<SYSTEMDRIVE>:\Program Files\IBM\AppScanSource

+ Microsoft Windows 64 {iiRrZs:
<SYSTEMDRIVE>:\Program Files (x86)\IBM\AppScanSource

* Linux: WIRER root AR, MARERNSIRBRHGHLER /opt/ibm/
appscansource o MRIERZE root AP, AARLILE AppScan Source for

Development Eclipse #iff, EEMREB N TFLEE <home_directory>/
AppScan_Sourceo

* macOS: /Applications/AppScanSource.app

B

- REBRBRBESHREFH. TRATXHRZEEIFRIEF.

« WREZE Windows EHITRE, BBANTAEEERENABELE AppScan
Source A,

« WMRERE Linux EHITEE, BAKTIHEE root ARSNARELZE AppScan
Source ARZSEAM

2 AppScan Source #EEZ

AppScan Source ¥#IEREINRE. HF4AMBRXHNTAM. =T AppScan Source
&, BIEXAERE B MIFUTMIE:

*  Microsoft Windows: <SYSTEMDRIVE>:\ProgramData\IBM\AppScanSource
7. ProgramData\ EFEEINIXHFT, BEEFZXMHFX, HIERBEERSIHEHNE
EE BRI L BRI A ) X 43,

* Linux: /var/opt/ibm/appscansource

* macOS: /Users/Shared/AppScanSource

BT HRINAEEN AppScan Source #IEERMAIE, ESIHE 56 71K I'FeX AppScan|
[Source ¥IBEZJ b

%5 & BRREMEEEA 55
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AppScan Source IFFTXHENMIE

FLE AppScan Source 1FRSHEIRIRI XM, XEIREXHEREE R FEEEUT
fiE:
*  Microsoft Windows: <SYSTEMDRIVE>:\ProgramData\IBM\AppScanSource\temp

7¥: ProgramData\ FRFEEHINXMHEIF, BEEFZNHE, HITHRREESIZTERE
HNEEE XTI H 435k,
* Linux: /var/opt/ibm/appscansource/temp

* macOS: /Users/Shared/AppScanSource/temp

GBS AL BIRLRTE AppScan Source #IEE RN temp BRH, eI LUB B
EEFRRERIGRXHME, W IFEeX AppScan Source HIEERJ FFfR, XIGE
temp I FEEERNEITREBRF.

X AppScan Source ¥UEEHZR

1EAREARERE PR AppScan Source HUBEBRMME, UERERTIE, ERILURRAE
ARRIBERTE AppScan Source REEFELUULIE,

Fiazai
TERRUILES ZHl, BWRFTE AppScan Source BEF NN AEFEBERE XA,

AppScan Source ZFFHNAEREE:
* AppScan Source for Analysis

+ AppScan Source for Development (Eclipse 3 Visual Studio &) ({1 Win-
dows # Linux £33%%F)

+ AppScan Source 83L{THRE (CLI)

* AppScan Source for Automation

Itbsh, WRIEBLEE AppScan Source for Automation, 1E#fR BohftiRFES3E B%
i

+ £ Windows L, i&fZ1E IBM Security AppScan Source Automation AR5,
+ TE Linux £, KHBLUTF&<$: /etc/init.d/ounceautod stop

s £ macOS L, AHLLTa<: launchct]l stop com.ibm.appscan.autod

aizg
1. FTEX APPSCAN_SOURCE_SHARED DATA=<data dir> IFIEZE, HMF <data_dir> BE
¥ AppScan Source FIBFMHETERME,

E:

+ <data_dir> iIEHAE AppScan Source PRLIEIEAINEE L EFENTTERENT
e

+ <data_dir> BREBMRAEEERIEFFT. FTARATFXGXEZEEERIEF.

2. 3EFI&E AppScan Source HEIEMBEHIEER (BSRE 55 K T
[AppScan Source BIEE RS A TRREKEERUE) -
BHREYIEERNRNAEF B E ERFIETEFFAIEEN <data_dir> IE,
{fUERAF Linux E&R%EH AppScan Source for Automation:
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a. #Y®4E /etc/init.d/ounceautod X
HELLTT:
su - ounce -c
‘export LD_LIBRARY_ PATH="/opt/IBM/AppScan_Source/bin":$LD LIBRARY_ PATH &&
cd "/opt/IBM/AppScan_Source/bin" &&

"/opt/IBM/AppScan_Source/bin/ounceautod" -s’ >>
"/var/opt/ibm/appscansource/logs/ounceautod_output.log" 2>&1 &

HIHBRAUTRS:

su - ounce -c

'export APPSCAN_SOURCE_SHARED_DATA=<new data directory path here> &&
export LD _LIBRARY_PATH="/opt/IBM/AppScan_Source/bin":$LD_LIBRARY_PATH &&
cd "/opt/IBM/AppScan_Source/bin" &&
"/opt/IBM/AppScan_Source/bin/ounceautod" -s’ >>

"<new data directory path here>/logs/ounceautod output.log" 2>&1 &

A U ESSA—1T,
c. fR1E /etc/init.d/ounceautod X1%.

It a

WMREBE LS AppScan Source for Automation, EEE BifKARS2S:

+ 7 Windows L, i5/25) IBM Security AppScan Source Automation A3,
e ¥E Linux Lk, AHLEUTF&H<: /etc/init.d/ounceautod start

* £ macOS L, AHBLATa<: launchctl start com.ibm.appscan.autod

L 1Y

AppScan Enterprise Server iR

AppScan Enterprise Serverigr] BIRLEAVA M, ZARSZIEIRHEFIA - EIET8E,
UR—Mi@Ed AppScan Source ¥IBEHZITMARING, 15, MNREEHERE
AppScan Enterprise Server B Enterprise Console A, AR IME L IT(H,
Enterprise Console {et&MATAIENENTE, FlikEIIeE. RAEE. BED
AN TRR. KZE AppScan Source FaaflAH#EIXHNS AppScan Enterprise Server
W5, MRLBUARSEE, AR LIERMSG R TR AppScan Source for Develop-
ment - BEMNEFMN. HERBEENHEZLEBATIRERAAA,

B XF AppScan Source Fl AppScan Enterprise, = mmBIARAFAITHRSI
FAULERA BEM AppScan Source E#EE] AppScan Enterprise Servero & ihttp://|
(www.ibm.com/support/docview.wss?uid=swg21975211XL T fi# AppScan Source #I
AppScan Enterprise BIMPLERRASZFR BT,

E THRIGIT AppScan Enterprise Server PFREREEMNMEHMNIMY, BESH
[www.ibm.com /support/docview.wss?uid=swg27027541},

BXIFI%LHE AppScan Enterprise Server H{ER., 1§5i%# AppScan Enterprise #1
Y5REERFEHS1E IBM Knowledge Center (http://www.ibm.com/support/|
[knowledgecenter/SSW2NF/welcome) PIHJ AppScan Enterprise Server FiF#Ef,

5 AppScan Source —[Ef£ABY, AppScan Enterprise Server HEEiEd AppScan
Source REMILER solidDB #HIEEMRSS2E, HEHRBH AppScan Source LM
SNMAB AppScan Source ERFEIENINAE Oracle #IEERSS 2R
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ABARAINE AppScan Source KB NREIERFRMELSM V1.2, MIRKREBHIERE
BWER2MY V12, BASIRSSRIVEZRZKRBL,

« WMRKRZLE AppScan Source ¥IEFE (Fla, WRNZETEFNAH) , BBAT
BUBI &2 <data_dir>\config\ounce.ozsettings (EA <data_dir> & AppScan
Source TEFEIBHIMIE, WE 55 DA IRETBF KBS FrFmd) e
FIERERERS2M V12, FIXHHR, HIIUTRE:

<Setting
name="t1s_protocol_version"
read_only="false"
default_value="0"
value="0"
description="Minor Version of the TLS Connection Protocol"
type="text"
display_name="TLS Protocol Version"
display_name_id=""
available_values="0:1:2"
hidden="false"
force_upgrade="false"

/>

FUIRER, K value="0" FELN value="2", AFHREXF.

« MNRERET AppScan Source ¥IEE, BERE AppScan Source UK Enter-
prise Server Zf&, £ IBM Security AppScan Enterprise Server ¥iEEETH
hRflERtREREME V1.2,

ETHEXT IBM Security AppScan Enterprise Server #¥iEEEETAMNER, ES
)56 67 T1RY U@ AppScan Enterprise Server At AppScan Source ¥IEEJ b

RREMIEEHEES AppScan Enterprise Server HIZEE

58

AppScan Source BEBEET AppScan Source ZEFFLEHR solidDB #IEERS
28, SWEBRHA AppScan Source BEMFFIN AR AppScan Source HRIFEIEAIIN
B Oracle #iEEMRS 2. ZEEER TR AppScan Source ZEFNIRFELIRE. T
HENNAER /DB ESR, MBEERSSLENEENETNEART AR HT TR

2o

E N {3188, AppScan Enterprise Server Al AppScan Source FF#l (AppScan
Source for Development FR9b) EBFEEZEREE] AppScan Source #3EE (solidDB
3 Oracle) o

7. macOS EAR%ZHF AppScan Source ARS5284AM (W1 AppScan Source ¥UEE) o
REMEE solidDB

FERELER, BLREHIBEHIEE solidDB EFIZE, LUE AppScan Enterprise
Server REMSIEIETNZEIERE., BT RIMAZIRHITRE, BSHAE 59 11N ILH|

[fMAZE solidDBJ |
REEZIME Oracle HUERE

¥ AppScan Source #IEERLAEIBNATFINE Oracle BUEE, ELEIEF, &
187 Oracle FIBREERIZE, UE AppScan Enterprise Server HEfSEIZEIZEIRE,

IBM Security AppScan Source: ZEMEIEIERE



ET7 R % WITRE, BSAE 62 Ip ILERIE Oracle $iEE) |

ZHEMEE solidDB

KXTFUES

ZAESFEHIER T REMECE solidDB M AppScan Enterprise Server HYIZ#E,

7 macOS ER%Hf AppScan Source ARZ524AM (W0 AppScan Source ¥HEFEE) o
iz

1.

2B AppScan Enterprise Server FEMiMYRIFIETRIERNEHAITRE, EFS Iﬁ.
| 57 7189 FAppScan Enterprise Server #ER) | AT f#E XL ARSZI/IWEZE Lo

#E IBM Security AppScan Source an zip Xff (£ AppScan Source 7T/5
B, M IBM Passport Advantage fE/J AppScan Source eAssembly AJ—
D THABFIREH)

Rz &R E g Atk EhEs, EREINBERA:

* Microsoft Windows: iZ{T AppScanSrc_Installer.exe

« Linux: £ 32 fIR% L, iB1T setup.bino XTF 64 NUERL, 5B Ehttp://
[www.ibm.com /support/docview.wss?uid=swg21462180k

« macOS: ¥JF setup.dmg FAfSIZE1T setup.command [ZFEIZER

KT BohEEAFIIFAE BRILUIE (IBM Security AppScan Source REEFEIE
58 RHE 54 N TRRREAS FEHAPHRE

EAMAR REARP, EERSJ[AMGEE, ARHFHFRERE AppScan Source
HiEE, RET—SUAEE T —LEE R,

5. fE'BRSSESEREIRT, FERLUTREDL:

« 3§%E1%3| AppScan Server Lfjl: EFZIETUREZEERENINIZIE AppScan
Enterprise Server LARELAI{H1%E#EE] AppScan Source, EMIHAARS2RERE,
FEE U TFE:

- AppScan Enterprise Server: LIIIE URL #§\1EEITIE AppScan Enter-
prise Server SEFIBIEMNHE,

- FmEER: 18 AppScan Enterprise Server BIERAFRIR,

- B REW AppScan Enterprise Server BIESAFIRIRIEE N,

WATRERBER, BENREEURERSREITHEREE AppScan
Source,

o IREFIEERS BB R TRE . EFRZAT A E R ERS 2BIOVIE T T4k
S121E,

Ea:

« MNREEEZEFIR Enterprise Server X#F NIST 800-131a &#l%E, AARTE
EMNRX SRS BN ERE. FLHIERT, BHREIRE, 9!3 Eﬁﬁ%%ﬁo T':E
AppScan Source H1 Enterprise Server M&LIE5TM/G,
[AppScan Enterprise Server £t AppScan Source ;&?Er‘ £ FF‘E'JTETT.:. 2,
LAMBRI A T SR HIGER TLSv1.2 &,
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« WR AppScan Enterprise Server BiETEALIAIFR (CAC) INEHITTIRE,
RS MAIEEIRS 28, ASEA |appscanserverdbmgr cac SEAFZEFRRIHIT
FRE RSS2 & EIZ BN,

BEHET—HLURTHEI T —RERER,

TA'REBIMEE TUHET, EEREBR. REBRN (RRERR)
Microsoft Windows 32 {ihR4s:
<SYSTEMDRIVE>:\Program Files\IBM\AppScanSource
Microsoft Windows 64 fihRrZs:
<SYSTEMDRIVE>:\Program Files (x86)\IBM\AppScanSource

* Linux: $AREZE root AF, MARERASSKNRHELERE /opt/ibm/
appscansource o WIRERZ root AR, AARILALEHE AppScan Source for

Development Eclipse i, EEMREFE N TLEE <home_directory>/
AppScan_Source,

* macOS: /Applications/AppScanSource.app

B
ZEARBRREESREFN. FAATXHXRZEEIFREF.

« WMRERHE Windows EHITRE, MALTREEERFNABERE
AppScan Source A%,

© MRERHE Linux EHTRE, BAXTME root BRRHNA BERE
AppScan Source ARZ524A M,

BEHET—FLURHEI T —REER.

WMRTEIRSBB|AMEIEF TUEPEE T LE IBM Security AppScan Source ##E
ARt , BRARETREIEREAEFEER. XA, HEREK solidDB Stz
ARBEET—FLURNHE T — P REER.

NRELIREEFRERPIEFERE solidDB #iEE, MBARKLIM'EE solidDB &
EAFER. EZEIRFP, BE solidDB #IBEBERKF, RAKIBEESER
AR 2MEZEYN dba, B EERULAF®, BERUEREN,.

* ETRECRTRTEENAERARER, BE2RE 125 INE 17 &)
| "2EFTN solidDB BB =] |

BEHET—FLURHEI T —REE R,

"ECE solidDB AppScan Source FF"EIRIEEREISACE solidDB AppScan Source
IR, SR LUREREAFE ounce MIEREERS ounce, Xf AppScan
Source ¥IEREFHITI:/ SIRIERVFRA AMHERERIZIK, .

=
« MREABABNENE, BAGTREXHEENICR, UEE IBM ZRHAXR
FEHAERY AppScan Source #HEERMEA.

s BTYRAESRTREZERIAENRAFZE, B55%E 125 INE 17 5, 'y
EE/EER solidDB R |

BET—FLURHAEI T —REE R,

IBM Security AppScan Source: ZEMEIEIERE



10. EESEEFERT, EEELENESE. KEIESEM, R AppScan Source

11.
12.

13.

14.

AR REEESTIIESMENRERF LETT, BAZBFRRERLULIESS

-
MIZ7INo

RERRT, FEERE (BFEIEER) . NMRTERAFETHNEIFRIEN
FHIES (RS2, AREASVEERFIERTIEREES) , BATLER
PHRERIZIES (BR, AIMBUBERIZES) -

ERTBERENESEE, BRE TP URHEI T —<EmER.

E7S
A MRALREFEESE, PBAERERRLEMNZES.
EHEARZIFAMINFNFER, AREE T UM,
EHERERIAEE, AR, MREELFIEIER, BREE—FLHRE
FEHIRTIE, HENREERETATE, FRORE. KEEFIXEEHZIE
RIRRNES,

PR Linux IRSBBLE: EFIXEGE, BUABETIFIEFAF. EEeEBAP
"ounce"H UMBEAFEITULIERE AP, ounce, HEUMEAFIEIT, (R
BWIEZAR R EE. BAR, FIEERPXNMEEENM shell, )

EREHE, ERMEEEEUEERSBEHPIE AN

£ IBM Security AppScan Enterprise Server FCEEMRY, 1EEFE solidDB #¥
IEERENS1EEE] AppScan Enterprise Server B E, MREIER T, LLREMIR
ERARERETERT LB, XEFEREMIEENRSSLEETRA—alE
Lto Ei@iE AppScan Enterprise Server ECE AppScan Source #IEE, AFI
7fidE AppScan Enterprise Server EifEHTELTIRE:

« AppScan Enterprise Server: S AppScan Enterprise Server LBy
URL,

- FAPtRA: $8EER AppScan Enterprise Server EIEGAF RN, WRARS
BEEANHTT Windows IAIE, BHWANERERKARINEIARS B[IIERR
Windows AFHRIR (AFPRRGIAA LU THEI: <host name>\<user id>) o

- 3. REM AppScan Enterprise Server FFRIRIEEZE,
BIBEEMNE: IEEE XL AppScan Source #IBERINIBZMIEN R,

A EFERPHNFENGRNEITREREFINSHIEENR. LFRPH
BENEREHITIIER, FEREETIBREZAERIER FTHTEN.

BET—FLURMHAE T —REE R,

A WRBER Oracle #IEE, WERFEFIMEERE AppScan Enterprise
Server, AERET—F, ZLEHIRFTATH Oralce ¥IEZEFME Enter-
prise Servero MR, EFERA AppScan Source FEMIHISE AT RECE B EERE
[G&REE, XFIRIENERRITE (IBM Security AppScan Source REFEIRIER)

MY 67 IR A AppScan Enterprise Server 7t AppScan Source #X3EZE] |
FEFHE, ZELARFETATEE solidDB %#%, MAEBFERZTEBIR.

RERR ERD, FET%EREE IBM Security AppScan Source License
Manager R RHEZERASFIUNEI~mEE. RETHRUTHIIESRS,
REH"ZERS
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15.

7 License Manager SLAETEFH:

a. BENRATHEXH, BRESN, AENKEEE TEHM AppScan Source 8]
iEo

b. ENAEoHIFAIE, FREEEWIERSSE, ARREHRM. BAEET
FEhIFRHENENBIER.

BEESIHE 95 TINE 8 &, NEEEENRMt PERIEMAEUEETER.

Z#FIE Oracle FIERE
ZAESETHER TR AppScan Source #IBRFEEIRTNIEIELEEEIIMA Oracle FIEERN
212, AT IR Oracle =, AppScan Source REZRFMMELLEET Oracle #IE
ERNEE £, HEBERET TR Oracle ZFNAINEE LIETT (LLEREFVMAER TS
18] Oracle sqlplus #1 sqlldr SEAERF) o

KFUES

7. macOS EAR%HF AppScan Source ARZ5284AM (W1 AppScan Source ¥3EE) o

UK

1. BB AppScan Enterprise Server BEMIIRIEISTRIS EWEMITRE, BESIHFE]
| 57 7189 FAppScan Enterprise Server #hiR) | LU T f#E XL IRSZIB/NEZE L.

2. #XE| IBM Security AppScan Source /=@ zip X (£ AppScan Source T3
B, M IBM Passport Advantage fE/J AppScan Source eAssembly AJ—
D THRBFIREF) .

3. RzMGRRESREAMIKENEE. ERFINERF:
+ Microsoft Windows: i&Z{T AppScanSrc_Installer.exe
« Linux: £ 32 IR L, BIT setup.bino YT 64 IRZ, iH5ZFhttp://

[www.ibm.com /support/docview.wss?uid=swg21462180}

« macOS: #TH setup.dmg AfFIETT setup.command N 2.
KT BohEEAFIIFAE RRIUE (IBM Security AppScan Source REEFEIE
15R) WE 54 TN TBohLEES) AR,

4. EAMRE REERP, EERSBAMGEE, ABHMRIZE AppScan Source
HiEE, RET—HLURTHE T —RERER.

5. 1E'ARSSEBERERT, EFRLITFEMNED

« }5&E#EE AppScan Server fll: EFIZIATUFEEEEB NI ITIE AppScan
Enterprise Server LAFRELA]{iEEE] AppScan Source, EMIXARSS2:1ERE,
FEEUTFE:

- AppScan Enterprise Server: LIIIHE URL t&\15EIIE AppScan Enter-
prise Server EFIRYENZ,

- FFmEER: 18%F AppScan Enterprise Server BIERAFRIR,

- BB FEB AppScan Enterprise Server BIESFAFIRIRIEEZE,

WMATRSSREER, REMNREZEUBERIRS S HEZST AppScan
Source,
UHEEFRIEERSZS[VE R THRE: . EFREMAEREERZ WG T T4
SLiR1E,

IBM Security AppScan Source: ZEMEIEIERE
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B

« WREEEETH Enterprise Server 2 NIST 800-131a &FI%, ALK
EMX SRS ERNEE, FLBERT, BREIRE, THETRSH/. &
AppScan Source HI Enterprise Server FIREETEME, HEFEE 67 TfY 'y
[AppScan Enterprise Server ;XM AppScan Source #EE) FFVIERIESR,
AR IR AR 7SR HIfER TLSv1.2 3T,

« YN AppScan Enterprise Server BB BAIARIF (CAC) INEHITTIRE,
RS AIEEIRS 28, FASEMA [appscanserverdbmgr cac SEAFEFEPRHIT
FRE RS eEIG E RN,

BET—FLETHE T —LEER.

A'REBMIEE AP, EELXEER. REERN (RRERR)

+ Microsoft Windows 32 {ihR#<:
<SYSTEMDRIVE>:\Program Files\IBM\AppScanSource

+ Microsoft Windows 64 {iiRZ<:
<SYSTEMDRIVE>:\Program Files (x86)\IBM\AppScanSource

« Linux: $AREZE root AP, WBARERISESRVMRHELEE /opt/ibm/
appscansource o FNIRERZ root AR, BARIULE AppScan Source for

Development Eclipse i, BEEMREBE L TLEE <home_directory>/
AppScan_Sourceo

* macOS: /Applications/AppScanSource.app

Eo

- ZEARBHEEESRETN. FATXHRZEESIEREFTR,

 WMREBRE Windows LEHITRE, BANIMBEEEERIFNA L
AppScan Source A,

« WMRMEREE Linux EHITRE, BBARITIAE root BRI ABERE
AppScan Source ARZ524A

BEHET—FLURHEI T —LREE R,

WNRTE"ARS /A M ERF TUEHFIERE T RE IBM Security AppScan Source #3E

PR, BARETRHEERELERER. TZINEF, EEBHEEREINE

Oracle 11g/12c RSP RIXILH, AFRET—FUFIHE T —L2EBR.

WNRTE"ARS B|/AMERE TUEHFIEE T RE IBM Security AppScan Source #3E

PR, HETEEIEEAFENEPER T RHIEERERIIE Oracle 11g/12¢c AR

58P, BARKETR "Oracle BIEERS R "EIR. ELINEF, EE:

+ Oracle ZBR: &% Oracle TEMNNE,

« Oracle TNS fiiE: X2 tnsnames.ora XHFIENME, BREBRT, B
& <oracle_home>\network\admin (EA <oracle_home> & Oracle REERII
B) o

* Oracle fR5KIF/SID: EEERFHFHK TNS FI&, flu
//<hostname>:<port>/<OracleServiceName>, SNRIEE TNS 31, HBALE
1T AppScan Enterprise Server Fe&, 1S [ 67 J18 'Oracle TNS |

HECE) PUREGFAES.
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. RHFEAFE: BEBERTHRITREN Oracde AP, ZAFPZXNBENEIEEM
BR. BREEN system

- RHEED. BEERFAFRZHEDL,

Widi&ERE: PEHURH O IR ENEIEEGEMEIEE S Ef.

« AppScan FF#&: 1EEECIERN AppScan Source #IBERF. HREEN
ounceo

« AppScan Zi5: iEE AppScan PR, FREEN ounceo
BEIEBIERENEEE: WRiES, §i8D Oracle HFEEN"ANFENDA
AppScan Source #iE, REIFE AT, EEFIZEEE,

Sysdba AF: MNREFEIZBIBENSIRIE, BIEERE sysdba A
Fo BREEH sysdbao
Sysdba #f5: {5 Sysdba FFHIZL,

« SqlPlus HIB&TE: 1EEMR L sqlplus AIRITXXHIERR. XEBTERER
BiE1T sql M, TREEN sqlpluse IR sqlplus AIHITXHEFEET RS
R, BATLTHENER,

« Sqlldr FE&E: I8EME L sqlldr ARITXHHERR. XIEATFERERE
HENEIE, HREERN sqlldro MR sqlldr AHRITXEFETRAREIF L, A

AT FHEITRRZ,
ER BIXERETHRTER, MR AppScan Source HIEERFRKE
WNREE Oracle HIEEF, THEFNEIE AppScan Source HIEEMAF
P

© SEREFER AppScan Source #IEFERNMEMIELEEIIMA Oracle HHEERT
R G, HEE <data_dir>\Togs\core_exceptions.log (HH <data_dir>
& AppScan Source FEFHIBMME, WE 55 0K ILEH AP B AL
By FrFrR)  UISESBE R4 REHIR.

WNSRKE AppScan Enterprise Server E#£E| Oracle #iERE, AARIEHIERE
MBI FREIREN UTF-8 (83 AL32UTES) (&BF, XFEREFH
%),

* AppScan Source HREFEEBRELE Oracle Instant Client (OCI) Fo 15
SE 66 TIH) 'R Oracle BRI (OCD) FEy UTHRESEER,

« YNERFE TNS FIRIEEN Oracle EIEFTTH, ABARIBETE core_exceptions.log
XAHEHEFNIZEEIR: Unable to process the database transaction.Error: ORA-
12154 (LLHSRIREMHFERE Oracle BUIEENEIRXM) . BRRIZEIR, 18
FERUTESZ—:

- ¥ Oracle tnsnames.ora XHEH|E| <install_dir>\bin (HH
<install_dir> & AppScan Source T&EIE) o

— FT7F <data_dir>\config\ounce.ozsettings (EA <data_dir> & AppScan
Source FEFEHIRMIMIE, W{E 55 DN | ZRMAF BIEXHRIB) FFT
R) o FEEXXHH, FHE tns_admin IRBFEEHEENRNIEAES Oracle
tnsnames.ora XHHER. FRENXHHNER,

BET—FLUMHAE T —REER.
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9. HESEERERT, ERBREMESE. TRIESEH, WR AppScan Source

10.
11.

12.

13.

AR REEESTIIESMENRERF LETT, BAZBFRRERLULIESS

-
MIZ7INo

RERRT, FEERE (BFEIEER) . NMRTERAFETHNEIFRIEN
FHIES (RS2, AREASVEERFIERTIEREES) , BATLER
PHRERIZIES (BR, AIMBUBERIZES) -

ERTBERENESEE, BRE TP URHEI T —<EmER.

E7S
A MRALREFEESE, PBAERERRLEMNZES.
EHEARZIFAMINFNFER, AREE T UM,
EHERERIAEE, AR, MREELFIEIER, BREE—FLHRE
FEHIRTIE, HENREERETATE, FRORE. KEEFIXEEHZIE
RIRRNES,

PR Linux IRSBBLE: EFIXEGE, BUABETIFIEFAF. EEeEBAP
"ounce"H UMBEAFEITULIERE AP, ounce, HEUMEAFIEIT, (R
BWIEZAR R EE. BAR, FIEERPXNMEEENM shell, )

EREHE, ERMEEEEUEERSBEHPIE AN

7£ IBM Security AppScan Enterprise Server ECEMEMRT, EEHRE solidDB #4

IEERENS1EEE] AppScan Enterprise Server B E, MREIER T, LLREMIR

FEARBIKEMERT —E5E, XEFEBRESIEFNRSSLEZER—aS

+o ZEET AppScan Enterprise Server ECE AppScan Source ¥IEE, 1EZFIMR

7fidE AppScan Enterprise Server EifEHTELTIRE:

« AppScan Enterprise Server: fS%& AppScan Enterprise Server SLfIBY
URL,

- FAPtRA: $8EER AppScan Enterprise Server EIEGAF RN, WRARS
BECENHIT Windows IANIE, BRANTERERIKF AINEIARSS 2589 EABY
Windows AFHRIR (AFPRRGIAA LU THEI: <host name>\<user id>) o

- 3. REM AppScan Enterprise Server FFRIRIEEZE,
BIBEEMNE: IEEE XL AppScan Source #IBERINIBZMIEN R,

A EFERPHNFENGRNEITREREFINSHIEENR. LFRPH
BENERENHITIER, HFEREETETAERNIER THITEN.

BET—FLURMHAE T —REE R,

A WRBER Oracle #IEE, WERFEFIMEERE AppScan Enterprise
Server, AERET—F, ZLEHIRFTATH Oralce ¥IEZEFME Enter-
prise Servero MR, EFERA AppScan Source FEMIHISE AT RECE B EERE
[G&REE, XFIRIENERRITE (IBM Security AppScan Source REFEIRIER)
MY 67 IR A AppScan Enterprise Server 7t AppScan Source #X3EZE] |
FHAFIHRE, ZLARFEATRAFEE solidDB %, MARFERZRERIR.
RERR ERD, FET%EREE IBM Security AppScan Source License
Manager R RHEZERASFIUNEI~mEE. RETHRUTHIIESRS,
REH"ZERS

%5 ¥ BAREMPEEA 65
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14. 7% License Manager SRR
a. BENRATHEXH, BRESN, AENKEEE TEHM AppScan Source 8]
iEo
b. ENAEoHIFAIE, FREEEWIERSSE, ARREHRM. BAEET
FEhIFRHENENBIER.

BEESIHE 95 TINE 8 &, NEEEENRMt PERIEMAEUEETER.

L4 Oracle EF#1 (OCI) [

AppScan Source FIRFEARZLIE Oracle EFH (OCI) FE. WMREEMA Oracle #iE
FEsKERE AppScan Source, BBABEIETT AppScan Source F=anlIE A EZER AN
L% Oracle EFHUSZEIEEFERE. BEEAEREN Orace FFH, BIHURIEAR
FAPHIETE SRR AppScan Source REBSINEIMRNEFHE, ERETRGE, W
RIETE <data_dir>\Togs\scanner_exceptions.log (ff Windows ) 3 <data_dir>/
Togs/scanner_exceptions.log (7 Linux t) (HEA <data_dir> & AppScan Source
EFHIENME, WE 55 0 RE AP BEXAME) FRAR) fEIEES
1R, BBAXAIRERHBATIAE Oracle EFHEMSH. 7 Linux £, ZEIRGREBIK
AF TibcIntsh.soo £ Windows L, ZHEIRFRILARE ociw32.dlo

7. macOS EARZHF AppScan Source ARSS234EH (41 AppScan Source ¥3ERE)

MEREEMED Oracle BEFHRE, FILUM |http:/ /www.oracle.com /| T& Oracle &
Fiflo

AT O Oracle #83(, AppScan Source LIIZFMAERET Oracle FIEEHIN
28 FiE1T, HEBERETTE Oracle ZF AN LIE1T,. XBHOTH, UERER
FF8EIAIA) Oracle sqlplus # sqlldr LARER.

7£ Linux Lt

MRAGLEARETE, EBFEETE $0racle_Home\lib BRHOIERT SR, ZiHEN1ZY
i 1ibcintsh.so, HENIZIERZXHBIFEMZ. F90:

* Oracle V12 P #L: Trwuxrwxrwx 1 oracle oracle 69 Apr 5 15:07 libcIntsh.so
-> /home/oracle/app/oracle/product/12.1.0/client/1ib/1ibclntsh.s0.12.1

e Oracle V11 EF#l: Trwxrwxrwx 1 oracle oracle 63 Oct 2 14:16
TibcIntsh.so -> /u@l/app/oracle/home/1ib/1ibcIntsh.so.11.1

Itk5h, €1& libcintsh.so B RAMEETE $LD_LIBRARY_PATH FRLULEIZITRER
o

ATREIR B EIRE NLS_LANG A1 ORA _NLS10 (ZZORA_NLS11) BT 2RIE, Fa0:
export NLS_LANG=AMERICAN_AMERICA.AL32UTF8

export ORA_NLS10=$ORACLE_HOME/nls/data

IBZ0H Oracle MHHLIREI KR FXETENER.

BahARSSES: WREMFA AppScan Source for Automation ARZS2%, ABARIAEMIM
/W48 /etc/init.d/ounceautod BEIHIZALIHAIR Oracle EFHEEATE ounceautod SF
FEFBIAFHA R $LD_LIBRARY_PATH H,

IBM Security AppScan Source: ZEMEIEIERE


http://www.oracle.com/

£ Windows Lt

%ORACLE_HOME%/bin BERNMEETE PATH IMETEH,

Oracle Instant Client

Oracle Instant Client X7EEZEZENAT AppScan Source #RIAVILE Oracle ¥R

FERY 22 %0

« 7£ Linux E: Tibcintsh.so fFSHHENZEIZEE Oracle Instant Client FEAIEE
BRP, HEZBRWZEE7E $LD_LIBRARY_PATH i,
7. HFEA Oracle Instant Client B Basic Lite R4S, REZiZI&E ORA NLS10 (¢
ORA_NLS11) TE,

« 7£ Windows L: iBHfafR Oracle Instant Client .d11 XHEEFSTE PATH HKEl,

Oracle TNS 3IZECE

7£ AppScan Source REHFBEZES Oracle #IEERIERZY, IR TNS 514,
MAEA Oracle EEFAFHR. PITIHIRFREHIT AppScan Enterprise Server ECE,

N7 E AP
KFUES

BXELR, BZH http://www.ibm.com/support/knowledgecenter/SSW2NF/|
LREE AppScan Enterprise ServerBCE AppScan Source Oracle ¥HEEEX

_EEEO

7. macOS EARZHF AppScan Source FRS5234AM (40 AppScan Source ¥iEE) o

[ AppScan Enterprise Server ;ififf AppScan Source ¥UERE
7£ AppScan Source Z#HAE], WRBATHINILE, A AppScan Source #IEE
N EohmARS 2/ HITEM. AT, MREIBEEIMRTRHFAKD, BIRBAFHF
e~ E BRZERCEM

7. macOS EARZHF AppScan Source ARZ52RAH (U1 AppScan Source HUEE) o

AppScan Source BEEERBHRSEIMBIEENLAERF. ZITAERN
<install_dir>\bin\appscanserverdbmgr.bat (EH <install_dir> & AppScan Source
ZHEMBE) - WEE Linux EH <install dir>/bin/appscanserverdbmgr.sh, 15
B T HIERE /RS SREERE, BATUERAUTESHEGCRAFLETHTA
(RERSBHUELNARE) -

&R 2. appscanserverdbmgr.bat parameters

IBM Security AppScan
Enterprise Server ¥UBEE B

2 ik Ef AP REEFR
7z J& B fiE 1 B8 9% 4 N\ A 30 3E

AppScan Enterprise Server
AppScan Source ##EFE ECE
EERNERRARE, W

o
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R 2. appscanserverdbmgr.bat parameters (4%)

IBM Security AppScan
Enterprise Server ¥UEEELE

ok DU EfZRP REEY
-s AppScan Enterprise Server 3% | [R$32% URL

89 URL, 140, https://
lTocalhost:9443/ase/o

-u AppScan Enterprise Server Ml | F=mE R
AppScan Source ¥iEZE BEIE
SAPRR

-p AppScan Enterprise Server 1 | 2553

AppScan Source ¥iEE BB
RAFRRRER.
-forceTLSv12 NHEH AppScan Enter-|3&HIfER TLSv1.2
prise Server 3Z#F NIST 800-
131a GAMERY, ANITIIRE
ERE true CREFHHIESEAR
SRERKRK . WREH
AppScan Enterprise Server A~
SzHF NIST 800-131a &ML,
BEXIIGEEE falseo
-dbClient WIRER AppScan Source #{|IBM SolidDB & Oracle
EER solidDB, BIEE 1o
WRZ Oracle, BEEBE 2
-dbConnString HIEEERFAE (HIW, |EEFFHR
"Driver={IBM solidDB 7.0
32-bit - (ANSI)}") o

MRERE [E_67 m1H|
[Oracle TNS BIEEE) LB

TARE23, HBATEIETT Oracle
BUBRERTAIIEE TNS H18.

-dbConnInfo BUREIEIZER (Fla0, "tcp | EIEER
myhostname.mydomain.com
2315") o

A WRIEET localhost T
AREMEENZ, BAREX
HAN BB P BE S EIE R SR

=8
-dbUserid BIREARAPKPNEFIRR. | $3EERPIRR
-dbPassword BURER P K B P IRRNE | B

55,

NREEFRER AR RE, BETEM AppScan Enterprise Server S5 MG EE
Zfa, RPEWIEERE, —BRWIFT5E, 85T AppScan Source ¥iEE B0 HRIS
B, ARREWIEEE. RIEHEFRXERE, SENAEUMRSZEMEBIEE.
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¥ AppScan Source #iEFE EMEIZFFER AR (CAC) IAIE
) AppScan Enterprise Server

WSR AppScan Enterprise Server X¥H@MAIE+~ (CAC) TAUE, 1RZFBHETAFAIR
RTER SR PRV RS SHIRE,

A X7E Windows EX#FE AppScan Source #iEFE FMEIZHF CAC AEHN

AppScan Enterprise Servero

AppScan Source BEMWMARIFERHIEEEMEISZFF CAC INIERY AppScan Enter-
prise Server BISKAIERF. EReBERALAER, THUTTE!

1. 3% <install _dir>\appscanserverdbmgr cac B® (H™ <install dir> 2
AppScan Source REME) ,
2. ¥ <install_dir>\appscanserverdbmgr cac\bin BIREREHIE] <install _dir>\
bine
3. ¥ <install_dir>\appscanserverdbmgr cac\lib BIABEHIZE] <install dir>\
Tibo
4. EMPRTRAL, BERBEHRN <install dir>\bin, AEEBUTENLBIER:
« WREEA SHA-A FRHIEBHERGILHERFESLEIRE (FIPS) AR,
B -client_cert_auth %A appscanserverdbmgr_cac_fips.bato. I,
BERERN C:\Program Files (x86)\IBM\AppScanSource\bin F&H LI TFdp

<. appscanserverdbmgr_cac_fips.bat -client_cert auth
s WTFFBHEAE, B -client _cert_auth SHERA

appscanserverdbmgr_cac.bat. 40, FEERELLS C:\Program Files (x86)\
IBM\AppScanSource\bin FH&HLLTa<: appscanserverdbmgr cac.bat
-client_cert _auth

ZIABI U THEMWSHER:

&R 3. appscanserverdbmgr.bat parameters

IBM Security AppScan
Enterprise Server ¥UBEE B
28 DU ERRF REFER

x B B 15 125 e 9% % N\ A0 32 3E
AppScan Enterprise Server #
AppScan Source HIRE BE
SEMETRAFRE, T
b

-s AppScan Enterprise Server 3t | [R552% URL
{5189 URL. 40, https://
Tocalhost:9443/ase/o

-u MIIREFEER CAC BR |FREER
#iFo
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R 3. appscanserverdbmgr.bat parameters (4%)

IBM Security AppScan
Enterprise Server ¥UEEEE

ok DU EfZRP REEY
-forceTLSv12 RYEEH AppScan Enter-|3&HIERA TLSv1.2

prise Server 32#F NIST 800-
131a BFUMEY, FRXIIHISE
BE true (CRXFEFMESIER
SREREIM . WREN
AppScan Enterprise Server A
S #F NIST 800-131a &#I%,
BN LIEEIEE falseo
-dbClient WMREH AppScan Source ¥% |IBM SolidDB 3 Oracle
EERE solidDB, BEE 1.
WMERZ Oracle, BIEE 2
-dbConnString BIEEEETHSE (M, |EEFFER
"Driver={IBM solidDB 7.0
32-bit - (ANSI)}") o

MRERE [E 67 TN
[ TOracle TNS BB B, RS
TBRS338, HBATEIET Oracle
BURENTIIEE TNS 38,

-dbConnInfo HIEEERER (B, "tep | EREER
myhostname.mydomain.com
2315") o

. WRIEET localhost T
AEMEENSG, BAREE
AN BFHIFE P BE S EIE R SR

[,
-dbUserid BIRERPIKPIEFRIR. | #UBERFIRR
-dbPassword BIRERP K BPIRENE | BB

5,

NREEEREFAF R, B1ETEM AppScan Enterprise Server Z853FHVFFE % E
ZfE, BEEINEE, —BRIET%#E, 1B5M AppScan Source #IEE &85 RIS
B, AESEWIEEE. BIIHEFERXERE, SENAEUMRS SR EMEBIEE.

INRZFF AppScan Enterprise Server #1T CAC IAIE, 7E@#&E AppScan Enter-
prise Server EBoH R N BN IGIEEREE, i@id Windows REMIHEERRE
RMERAN CAC FE,

%149 AppScan Source #iEE

BN IE@ I SR TSR Z IR LE AppScan Source #UIBEERRVEIRIRK. AL
My A AEPRITRIARASAY AppScan Source ZHINZT&ET AppScan Source ¥IEE,

7. macOS L% #F AppScan Source ARZ5234AM (W1 AppScan Source ¥UEE) o

FEH1D Oracle #3REZE, 1BEBKAR Oracle HUEEEER.
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BT RINEAIFHEHBFEIR solidDB #¥EZE, 1E21H http://www.ibm.com/support/|
[docview.wss?rs=3457&uid=swg21590980}

I8 AppScan Source solidDB #iE[E
ESREEEMH solidDB #iEE, BIZRAESFAPIERE EHFHITIRE

X FIES

7. macOS EA%ZHF AppScan Source ARS5284AM (41 AppScan Source ¥3EE) o

iz

1. {%Lt IBM Security AppScan Source #UEFEARSS

2. #%E <install_dir>\soliddb\logs (£ Windows ) 3% <install_dir>/soliddb/
logs (£ Linux k) (EM <install_dir> & AppScan Source L&EME) . Ml
bRz B RAPBIFRE X

3. BEIBEESRMNEFIE] <install _dir>\solidDB\appscansrc (£ Windows L) 3%
<install_dir>/solidDB/appscansrc (£ Linux £) o

4. [Bzh IBM Security AppScan Source ¥UREEEARSS

£ macOS Lt%&# AppScan Source

AEFTHER T WATE OS £&EE setup appo

iz

1. |[BoIEEAS

2. £ macOS FREFEEEATN, SHIVAENEENETHN, FRANEERE
=N

3. REF— RS, BIZzRERELEERERERRTERNAMIES, &&F
:l-g_%_; “\\Fﬁﬂiﬁﬁﬂiué&ﬂo

4. BREEASE, "W - ZEAS ERITAHENEGRBEERITHANNEBEZR.
BET—FUFBRELE,

5. TE'AHEFREEIRY, EEELTENAMN. AppScan Source A7 HARS SR
MEFAMS:

a. ERE IBM Security AppScan Source for Automation, JFIEFIRSS2RA M4
W, JAE%EE AppScan Source for Automations ET#EXTLE IBM
Security AppScan Source for Automation HER, FEHE 79 TIH 'L
£ AppScan Source for AutomationJ }

b. ERI AppScan Source EFHAMY, HEEREFNAFRE, AREEER
HERVAMG:

* AppScan Source for Analysis

* AppScan Source FFLITHRE
* AppScan Source for Development for Eclipse, RAD, MobileFirst

REBERT, MREFRTEPNAGERE, BANZEFHTH AppScan
Source for Analysis 1 AppScan Source 8817 Ho

FEEERTBRENANE, BRET—TUIHE T —EER.
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6.

8.

10.

F'LREBENMEE TIET, BETEER. macOS FHHREER /Applications/
AppScanSource.appo

B
ZEERZRECESREBEER, FTAFXHFZEESIERIEER.

BET—FLURHEI T —REER,
WRIFEELEE AppScan Source for Automation A, BBAKETR IBM Secu-
rity AppScan Source for Automation'FCE "EMR. EHEWIIRAS, SN TFHAR:

WNR AppScan Enterprise Server IAIE/ AR ARIRFZED

AppScan Enterprise ServerE#%: HaibARS2: S EZEIM AppScan
Enterprise Server FEHN| R IP #itlk,

BAR&: WA\ BriftiRSeE ARLEIEFERN AppScan Source AP,
« ZBFS: I AppScan SourcefdFHIE,
o MIAZRES: HIAERRE,

BET—FURHE T —LEER.

90 AppScan Enterprise Server X#FEBAIFE+R (CAC) TAIE, RiZDIEARY
FIEFREBT, HREET—FLURHE TP REER.

A NRLERFERTTR IBM Security AppScan Source for Automation'EE"
ER, HEWR AppScan Enterprise Server ZFFEAIAIRF (CAC) IAIE, @&
FuEE MEFSITHRERERFIRELEZER AppScan Source for Automation AC
B AppScan Source BFP 811517, 1§Z (IBM Security AppScan Source
Utilities FAF1ER) LUIREXEZE R,

TIES EEFEERT, ERELENES . KEIES G, R AppScan Source
BFRRETESTIESMENRERS LT, BAZAFRRERULLIES

BT
REFRT, FEFERE (BFEIUEERE) . MRZERSERHNEIFRIEN

FHIES (RS2, AREASVWEERFERTIEREES) , PBATELER
PHERIZIES (BR, AIMBUBERIZES) -

ERTERENESEE, BRE TP URHE T —<EER.

S
A MRALREREIESE, PBAAERERRBLEMNZES.
EHEHARZIFAMINFNFER, AREE T UM,

EHERERTAEE, ARMS, MREELFAENER, BREHE—FLHR[ME
FERITIE, HENREEIATE, FRORE. KEEFBXEEHZIE
HEIXENER,

MR Linux RSBBLE: EFIXMEE, BABETIFEFRR, “ReIZRP
"ounce"H{UMBEAFBEITULIERE AP, ounce, HEBELUMBEARAF BT, (&
BIWIEZRAP RS EFEE. iR, FEARPXIEBER shell, )

EREHE, ERRSEEIEEESEERFIEA N
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11. F'LESH ERTD, A@d%REE) IBM Security AppScan Source License
Manager RERHLRERASGEIANBHT=mEE. BETRRUTHRITERS, H
RE"LHERF

12. fE License Manager LR
a. BENRATHEXH, BRESN, AENKEEE TEHMN AppScan Source 8]

IiEo
b. BENREHFEE, BREEREWFAIRS S, AEREEHMN. BAEET
FEFRNER ENBIE R

BERIAE 95 TINE 8 &, VEmEENRMt PURIEMAECEETER.
HR

WRBLET AppScan Source for Automation MET " EEE"LREERPAHEIEER
AR EAEFE, BEEBI AppScan Enterprise Server. AppScan Source for
Analysis 8 AppScan Source #3¥1THRE (CLI) FohglE (RERFE) . NRESY
AppScan Source for Automation INRERISTEEVIIEIN, LA FKF FHHE U TIF:
« NAREFMIEERE

- A

- P
© IHHER
RIFITL
R#itfh

B T macOS G, NRTTEBITRAENE, AppScan Source RIRETLERB Mo
TZBERT, PIREERIETUTESNER:

WARNING: "IOPOO710208: (INTERNAL) Unable to determine local
hostname from InetAddress.getlLocalHost().getHostName()"

REZIFERZEN AppScan Source KT #HIZEIEE, EHMEERIRF Tocalhost
RN RN IP itk

EfF)RZI0)E, EHAEAER nslookup LininSHEM localhost ALK ENR. WR
TEX A #TREM, —MEEREREITERINN G A 2B /etc/hosts XHLLEENE
SEHEHSP, 1E /etc/hosts X,
 BEENREE 127.0.0.1 BIBRES

+ % localhost | 127.0.0.1 BYBRET

P

=% AppScan Source for Development
AppScan Source for Development & @EZHR/E AppScan Source LEMFLEE!

TEH BN,

WNRERE AppScan Source F*anFHREIFRI mhRas, HEBERARNATF AppScan
Source for Development Eclipse ffiff, BBAMMESTM Eclipse SiETF Eclipse AY
PP EEX LSS, EFZR AppScan Source f5, ERIFEEMIVIEHZEE] Eclipse
HEZIFET Eclipse /=M. BXUIRIEMIERERMUHE 77 T PR Er=RE|
[#9 AppScan Source for Development Eclipse {&fFhRZSF2%IF = mhRas) Fo
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NRERE AppScan Source FmiENETTEAHRN—EBRKARK, BATEARZFIE
EHFHXEES, XTEEEBITE FNAEHLKN AppScan Source for Develop-
ment &) HIEREEREE 81 TN MEITERE) HkE.

AppScan Source for Development (Eclipse. IBM MobileFirst
Platform #1 Rational Application Developer for WebSphere
Software (RAD) BYiE )

INRELEEXT Eclipse. Rational Application Developer for WebSphere Software
(RAD) 3 IBM MobileFirst Platform B AppScan Source for Development f&ft,
BATERX LG REIT BN EFERENATIES.

AppScan Source for Development Eclipse 4RI ABURTHEL Eclipse TR (B
F4REEAESR (GEF) M Draw2d) BINZFAH. AppScan Source for Development Z35FHY
ARZER Eclipse IRAEEEXLEINRE M, WREMRESTEEXLEINRERM, BTER
% AppScan Source for Development Z i, fEFRMENAY eclipse.org EFMUERKE
1%%E] Eclipse REH, FHITIHRFRIGES SR AppScan Source for Devel-
opment #EHNATF Eclipse BF A LR,

NRERE AppScan Source F=mAREFHN=mhiads, FHEFERARNATF AppScan
Source for Development Eclipse #fiff, FBAMMETTM Eclipse SET Eclipse AY
PP EEX LR, BEFZR AppScan Source [, ERIGEEMBVIEHZERE] Eclipse
HZZRFET Eclipse B9/, BXRUILBENIETERMAE 77 1K NEEmiZE|
[#9 AppScan Source for Development Eclipse {HfFhRZSF+2%IF = dmhas) Fo

WMRER AppScan Source FafENBITEHRN—EBDEKAL, BATEARZEIRE
EHHXEES, XTEEEBITE FNAEALKN AppScan Source for Develop-
ment &) HIEREEREE 81 BN MEITERE) HLEl.

=

£ AppScan Source for Development (Eclipse {fiff) H=IXEITRLERRE (B,
BB REERVRE) RSBIZEIRER (FHEMNFLHAER) -

T EFEEANE shared-win32-x64.d11,
COREEE N ALK LTEE LM Microsoft Visual C++ 2010 EF N KIZEFE,

£ 64 {i Java BITEYMIERIZTTES, XBEIETR 64 i Microsoft Visual C++ 1&1T
BNEARATH, BfRRILR, 15LE Microsoft Visual C++ 2010 Redistributable Pack-
age, ZEFBAE |http://www.microsoft.com/en-ca/download/|
[details.aspx?id=14632| FKEX

ZE AT Eclipse 1 Rational Application Developer for
WebSphere Software (RAD) HI3E{F

KXTFULES

AppScan Source BFHIRIEIE Eclipse M Rational Application Developer for
WebSphere Software (RAD) A AppScan Source for Development . %%
EIXFEEHN Eclipse MR ARINEIERIFF ZIFE R,
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oz

1. |BehZEmnS,

2.

6.

BER—TRE, BIZREREILUEERTELERRFTERNAES, EFE
=, REBHHREULARS,

BHREESE, "Wl - REES ERITAHENEREEMITHANNABRZR,.
BHET—FUFRLETR

MEFHIEHFIRFER AppScan Source for Development for Eclipse, RAD,
MobileFirst.

BET—SUURHE T —RE@ER,
ER: R AppScan Source for Development f&fF/E, @M Eclipse 3 Appli-
cation Developer IDE EFTXLEINREER
TA'REBIMEE TUHET, EEREBR. REBRN (RRERSR)
+ Microsoft Windows 32 {iARZs:
<SYSTEMDRIVE>:\Program Files\IBM\AppScanSource
+ Microsoft Windows 64 {IARZ<:
<SYSTEMDRIVE>:\Program Files (x86)\IBM\AppScanSource

* Linux: AREZE root AF, WAREMSSRKRHULER /opt/ibm/
appscansource o YNIRIERZ root AP, ABARLAZE AppScan Source for
Development Eclipse &, EEREE N FLEE] <home_directory>/
AppScan_Sourceo

* macOS: /Applications/AppScanSource.app

Ea

s REAFRBREEESREFR. FATXHXZEEIEREFTR.

« WMREZEE Windows EHITREE, BAXTIHEEERFNA BERE AppScan
Source B,

« MNREZE Linux B#HTEE, AAMTHHE root AFENA RERE AppScan
Source ARSZZ3LAM,

BEHET—FURIHE T —LEER,

FESEREERTD, ERERENES S, RESSE, MR AppScan Source
AR AEEESTIIESIFRIIRERZ 1T, BBAZAFRAERULIESRE
REBERT, FEFRE (BEFERIUEREE) . IRZEMRETHNEIFRENE
MiEE (MEZ, ARERNSILERPEZFTIFREFEES) , BAZLERFPE
BixFziEds (BR, AIUBUHERZIES) -

EETEREMNES SR, BREET—IUNHE T —L2EHR.

A MRALREHFEIESE, PBLAAERERBLERNNZES.
EEARRIFAMINRNFER, AREE T UM,

EHEREETNREE, AREFRXMH. BhERE, REEFRXHEHZIBEIE
5o
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¥ AppScan Source for Development (Eclipse ffiff) AT
Eclipse fIZZ#FHET Eclipse B~ m

Eclipse fETF Eclipse M~ mB 2 EEREBLEMINEAIIIEE. B UERIZINEEER M
KB L RN D EEERNFRERRES, ZETAPNERERRBESENMR
AppScan Source for Development #ff RZFF Eclipse A Rational Application Devel-
oper for WebSphere Software (RAD)o

Fiaz el

ETHE AppScan Source ZHEHFMhRZAH Eclipse 1 Rational Application Devel-
oper for WebSphere Software (RAD), EZ#http: / /www.ibm.com /support/|
[docview.wss?uid=swg27027486}

UK ;-
1. METFERBEZREE > REMRM.
FREWIEEN IR NES, REHHFM.

AL R XHEE (ERLERMASH Eclipse 1, ZIEER N HINFMHEE) H,
ERMFERPIEE EMIERAIR T,

4. BREUTEREERFMMSR, BEREEUATERNIRIERS:

a. Windows 0 Linux: Sz, 7 XESXHFR SHEEF, HEE AppScan
Source REBF (BBIFEE 55 p IREREMB) ) . PHRELUREE)
"ARINEE R XTIENE, AR EHRE LURINE RIS,

b. macOS: TEEFET, BN file:/Applications/AppScanSource.app/, A
[G B AR R AR ik o

5. WL REEREYIRFP, RIBENTESR, EEII@E:

s ERDTEMEBEZENABEM: %3 IBM Security AppScan Source Secu-

rity Analysis Feature Z<iiifh 551008 %EKE,

2.
3.

AppScan Source for Development Eclipse #&4HRINAEURTFEL Eclipse T

B (BF4wiE1ELR (GEF) M Draw2d) B, AppScan Source for Devel-

opment XFFHRIAZH Eclipse IRAE B2 XLETHRER S, MREHREFE S

XLEETHREERMH, IBTEREE AppScan Source for Development Z i, {EFEHELN

B eclipse.org BHILSRENREE Eclipse MHIREA, FHITLIHRIEAIRES

SR AppScan Source for Development 1R FF Eclipse BV & £ 51R.
- ERITERERENAENS:

- MREERGEHNATENAT ZRRAREGFFT AR, 15EFR IBM
Security AppScan Source Security Analysis Feature Zxithifsa55i0/Y
B1EHE,

- MREFGEHNATRAESEGNALFE, BERHNEREFEmERE
Z RN RiEHH ERiERER.

7. IBM Security AppScan Source Security Analysis Feature Zsihihsa
R B &P FABYETT B AR AR P AN ThRESR . NRUILTNEEEBHR177E, FlAE
EERIFSERCEAMIE S,

BET—HURHE T —REBR.
6. E'REFMERS TNET, EFRERENI, ARRHT—P,
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7. E'ERFHIETES, BERIFAHN, ARRETR.

8. IREY, EFBE) Eclipsec RETME, BETRESHRE. BRZHER
AppScan Source 1&1ER, HTH—FHER, WRERSEEM-A AppScan Enter-
prise Servero WMRAERARSEE, BATEHRIEITIES. FMECENEHIFN
WHEHZED, ZIRERHEE" B EER PHEITEN.

Hfth AppScan Source for Development Z¥&EFEXK
AppScan Source for Development Eclipse fliffHE#ITHMIIE,

1. F7F Eclipse BJ AppScan Source for Development #EHHEE Java iETTEIIFIR
(JRE) V1.5 EShAE, WRIFEIERAATEZHE RN JRE, 1E%IE Eclipse &3
BRPH eclipse.ini X, UFEHIEATEIZEKN JRE, XT3 eclipse.ini
XH#ITHERRESR, BS |http:/ /wiki.eclipse.org /Eclipse.ini| FIIEE JVM
Eho

2. Linux £BJ Eclipse (Eclipse 3t RAD) B AppScan Source for Development 1
HREER AppScan Source £ HERZNIE] LD_LIBRARY_PATH, 40, SNREEMA
bash shell, BBARFLLTITARME] ~/.bashrc #IGL:
export LD LIBRARY PATH=$LD LIBRARY_PATH:/opt/ibm/appscansource

¥ 5cHiRER AppScan Source for Development Eclipse 3f{HhR
FHR IR AR

ZE¥ AppScan Source for Development Eclipse 1&FHLRH = MmhRAS, HAMITE
MBS RARLREY, AEREESMRT.

KXTFUES

IEESEBRFAREZ G R Eclipse F Rational Application Developer for WebSphere
Software (RAD) LA AppScan Source for Development Eclipse & (E£F
ZH) BEiE,

—EBIRAR, BATARZAFFENHXLERES, XTFEEETE FNBEH
489 AppScan Source for Development ¥&ff) BYIEREERIHE 81 I IEITH)

By Pl

F4Rk Eclipse 1 Rational Application Developer for WebSphere Software (RAD).

g2
1. RIBFAETHIES, METEEXEZPIREEER) > XF <product name> (H
1 <product name> EFiAEKET Eclipse H™=mBIER) o
A" XFIWEER, REREFMES
T HFRER YEER, KERNFLAELERAEN AppScan Source HRIMBVAHKE
BRIk,
4. BEHEIE,
HESIZTERE, WERT, BFEMBILIES,
6. EfE%E 76 UM B AppScan Source for Development (Eclipse ) KT
[Eclipse 12X EB9ETF Edclipse B0 | FBIS BN Developer ko
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ZIEFTF Visual Studio BY AppScan Source for Development
e

KTFUES

ER LK Visual Studio BY AppScan Source for Development 2, @I
FEEMITEN E%RE Visual Studio 2010. Visual Studio 2012 B Visual Studio
2013, iEFATF Visual Studio BY AppScan Source for Development 1EH{XTE Win-
dows E=3%#¥,

9NR AppScan Source REMSRIMBELRE T U TFENMAH Visual Studio, FBAIZ
Visual Studio hRZS#J AppScan Source for Development G 1ERN LEIETH I

UK

1. HAfR Visual Studio BXHl. MR AppScan Source for Development Z3EHAE]
Visual Studio 7E151T, BARKETHERETEEMRBSR Visual Studioo
ERESEEN
ME R A HFRPEFENRAAHES
* AppScan Source for Development for Visual Studio 2013
* AppScan Source for Development for Visual Studio 2012
* AppScan Source for Development for Visual Studio 2010

pE N

« XEGETXA AT ELERTTEERASHNEE LR Visual Studio MRS,
M, MR Visual Studio 2012 F Visual Studio 2013 EZF s L, B
Visual Studio 2010 R7E, BBALRZEMSAR(URMATZE AppScan Source
for Development for Visual Studio 2012 #1 AppScan Source for Devel-
opment for Visual Studio 2013 AYIEIN,

« IRLZEMSACNE Visual Studio FIZMhRAS, ABARLURENXERAR S
o

BEHET—HURHE T —RE@IR.

4. TESEREFEERTD, ERERENES . KEESEMN, R AppScan Source
AR ARERESTILESIFRNRERS LT, BAZAFRRERBULIESKE
o
REBRT, BEFRE (BFEIUEERE) . NMREERASEREIFRENZ
HIEE (REZ, AREMSIDERFERETIERIEES) , BATLERFPE
RiEFizEs (B2, JUBUEEERIZES)

ERTBREMESERE, BRE TP UMEE T —REER.

£y
A IRAREFEESE, BAEREERLERNZES.
5. EERHERITAIMINFRIFR, ARBE T UKL,
6. ERTEETNNRE, AREFXMH. BERE, TEEFRXGEH IR
25

o
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Z3 AppScan Source for Automation
XFLbES

AppScan Source for Automation EREIRHEHRAIFIIEA G

ER: BL¥E AppScan Source for Automation, EMAEE root FAF /BRI

UK
L [BEhRERS,
2. ERIRSBAMHER, SA51%E AppScan Source for Automation {EAERE
RYLE
BET—TLURMHAR T —REAR.
3. EELZEAR.
* Microsoft Windows 32 {ihR4s:
<SYSTEMDRIVE>:\Program Files\IBM\AppScanSource
+ Microsoft Windows 64 {ihR4<:
<SYSTEMDRIVE>:\Program Files (x86)\IBM\AppScanSource
* Linux: MIRERE root AR, MARERFZHNRMHEREE /opt/ibm/
appscansource o WIRERZ root AP, HBARILIZRE AppScan Source for
Development Eclipse ffiff, EEREBE R TLEE <home_directory>/
AppScan_Sourceo
* macOS: /Applications/AppScanSource.app
BET—TURMHAR T —REAER.
4. 7£ IBM Security AppScan Source for Automation HY'ECE"HEIRF, 18E:

WNR AppScan Enterprise Server IAIEZ7ERRAFPARIRFZED

« AppScan Enterprise ServerE#l%: BrhftARS28 FiEEEIRY AppScan
Enterprise Server FEHN R IP #tik,

« FARPA: WA\ BohfiiRSes ARLIEIFKR AppScan Source AR,
« B WA AppScan SourcedF HIZ D,
o HINERD: HRIAER,

BET—HLURHE T —REE R,

90 AppScan Enterprise Server Z#FFBAIFEI+R (CAC) TAME, RiZDIEARY
PIEFRET, HRET—FURHI TP LEER.

A WRLEHABERTER IBM Security AppScan Source for Automation"fc&"
EMR, HEWR AppScan Enterprise Server X¥HBRIARIF (CAC) IAIE, @&
I NP LITIREBERFIIEERE 2GR AppScan Source for Automation AC
ELL AppScan Source BF&1151T. 152 (IBM Security AppScan Source
Utilities FAF1ER) LUREXEZE R,
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10.

11.

FESEEEERT, ERELENES . KEIES B, R AppScan Source
AR REZESTHESENRERS LT, BAZARRERULLES

-
MEZ7INo

RETRT, FEERE (BFEIUEER) . NIRZERSERNEIFRIEN
AHIES (RS2, AREASVWEERFERTIERIEES) , PATELER
PHERIZIES (BR, AIMBUBERIZES) -

ERTERENESEE, BRG TP URHE T —<EER.

£
A IRTELEREESE, BARRERRLERNIZES
EREHEZTIMNRNER, ARRET—H UL,
ERRRATNEE, AREHIXXH.
LERIER LTI
« AppScan Enterprise Server: AppScan Source for Automation FiE#ZE|
B AppScan Enterprise Server BIEMNZ TN 1P ik,

« FP®: AppScan Source for Automation 1§FRMEERE AppScan Source
RF.

- B ARPEFEPIEENAFNERE.

o HRIAEIS: HIAERD,

BET—HULREXH, AERBETHRUTHRE,

macOS: E&IRF, TIHRE <install_dir>/bin/ BR (HH <install_dir> 2
AppScan Source REME) . BIEE ./automationDaemonRestart.sh (RfEMH
sudo) RE{TIFiZERHH automationDaemonRestart.sh B,

Linux: %&H88<RELL AppScan Source HIEERNEABRAIIFAIIN:

sudo chmod -R a+rwx /var/opt/ibm/appscansource

Xf#1E AppScan Source for Automation FFBEBIETTH,

HR

9N:R AppScan Source FAFIKF HAFE, BBALIERETE AppScan Source for Auto-
mation"B0 & "RREIRP T LUIEE, FA/FET AppScan Enterprise Server. AppScan
Source for Analysis 3 AppScan Source 83<C1THRE (CLI) FohFLULIE (RER) -
J9FREXXY AppScan Source for Automation THEERITEEEIRRIN, LLAF KA FIHE L
TIFRIAX:

N FRIEFT B EE

P
A

TMEEE

R
£
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£ Windows Lt: <install _dir>\bin\ounceautod.exe -u <user name> -p <pass-
word> --persist

£ Linux # macOS L: <install dir>/bin/ounceautod -u <user name> -p <pass-
word> --persist

Hrep:

« <install_dir> & AppScan Source L#HAUH.

* -u <user name> & BHnhbARSS R EIBIFREARIANIERN AppScan Source FAF,
WMLAFR BRI I A

+ -p <password> BAFPBEE, MRIEEAFE, PBABITIEEZD,

« --persist BERFIERFEME L. DISERNRAF2MEZBEEMNEBZBAX G

TREERFRRNENR 2/, Er S5 BifbiRss:::

+ 7£ Windows £, /2% IBM Security AppScan Source for Automation %3,
e TE Linux Lk, @BEAHUTHLREBNTIFER: /etc/init.d/ounceautod start
* £ macOS L, AHLATE<: Taunchctl start com.ibm.appscan.autod

AppScan Source BITEIH delta ZEIEFR . EWA AppScan Source EITE,
BERATETHAFRIERER.

KXFIULES
ER eI 8REEFROIZER LK.

aiz
1. TEHBIWETTEREINITHE:
*  Microsoft Windows:
— JB1T AppScanSrc_Installer.exe MIBEIRERS,

- BUERANEITRE, BEMIIRTAPRAE AppScanSrc_Installer.exe

-i silent -D$LICENSE_ACCEPTED$="true", HH:

- -i silent ZHATRERRERURRLNIET.

- -D$LICENSE_ACCEPTED$="true" BEISRIEIZEZ = MmiIFA I,

« Linux: MEsRRRTH,
- XKW setup.bin L UBHLERR,
- BUHBHBBERAAETERE, BAH setup.bin -i silent

-D$LICENSE_ACCEPTED$="true", EH:

- -i silent SHATHETRRERURBRRAIET.

- -D$LICENSE_ACCEPTED$="true" SHIEREER=mITolIE. FEE, R
EBFFATETREDN shell, WESHAIREFTEBI L H
-D\$LICENSE_ACCEPTED\$="true" RiHiTH X

« macOS: FJF setup.dmg #A/GIETT setup appo

%5 & sRrEmgEEE 81
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A macOS EARTHHETT BBVERIA L =

NREBBELLZEMSHITRE, BRRERTE,

2. BRBHEEASHN, BET—MERE, BIZRESEAIUEERELEERTE
THAMES, RFES, AEREHEUHLE,
PRI - REARESER, FEIEREPESHEMRN. BET—FU4E.
T LEWINEIRR, EAEZALCEFLREERE, ARREREUNBELT
o

5. WNRMEIETTHL AppScan Source HIEE WEENRE, RETR—MEUIEESEMH

LZEER NRETEESEHEEAR) . TZERT, WABEERFKFANE
iE, ARBEEH. BEFEALTHE, BRET—P.

pE

o Ft4k solidDB: TE#UREFALHRE, SCIBMBEMIBRENSD. WRHBIBEEFEAHR
KK, REEFSOIEHDHATFEBERBHEIEEASR MR EEHIEES
FERRBAEREE, &o] UERRAXERBSEHRBEIREAR) -

o FZk Oracle: MNRBIBFEARELN, LEERFAFEBRBIEIBEEAER (IR
MEHIEEDEERBARB R, &0] UERRXLR# e ERN B EEE
FR)

6. EFE"TETH ERTHETAER, RERTTH. BNEELETHEENB

T—Htta

£ Windows 3 Linux L, WIREMFLIFREEE AppScan Source for Develop-
ment Eclipse #iff, BATREBITBEFTERXEBHNATIES, AIUEARTHR
I E B RBATIIR VIR R ER
+ |88 76 7189 & AppScan Source for Development (Eclipse i) T Eclipse|
M2 FFHIET Eclipse BIF
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% 6 = Tl AppScan Source Tit
TSR E AT REHREASHEN, RETORUBRARZESSNTH
REIEF

d ENAEITEN, BREIRERLE, ANAERTEITERE, ETHINMG
U A NETRITE%RE, BESHE 81 np MBIT8%E |

ERAVERZEH, AppScan Source BIERAIUNSELXNAF EFILE, SIETERIREE
BIERGBIAHRYRT BN /S0EE, UREXZERBIENREE,

FR'EHRERAS", AIUREREZURERSHNESIRE, OFEHRTE, AIUNER
ALRFPFRERAF &S AppScan Source F=mBIA R HITEEMIRAEN,.

WMREBEBRNKREALRAZZE AppScan Source, BPARBRNMIEZRE ARHERER
MEARS 28 £, ARILAF MZPRITE R EMRE,.

IR E R NERARLE
AppScan Source B1ETEMA'RERERAT", EERAERZASHKEESFRR (3F
RER) RENEHERLE,

HEEREITREEFROEEHREN, REMNNEEREXH. AE, ZEBY
XA AppScan Source REIEFEA.

"REREMS T LB BREX G EMELREX Y, MSRMEIE XA TREF

TE R 5rIEE

- RREREREFHR

- BEREMTAANG (NITATREXRE)

- REBAHEE (KETATREXRE) o

« EAHRLFEN, MEAHRKESDLR.

© RERENHX,

- BERENREEST o

- EEARFRNEXH T EEARS 280

+ AppScan Source for Automation EREAFWKF (MNREFNBLEMNAME
FREH)

A AEATEEBESINE (0 tr 7 tr_TR) PBITREIERERIFRIR R EAVIRE
EBEESIE

BoIRERERF
AT T AR RERENS (AFUREHARRREHNES)
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KT UES

BIERBITENX OUNCE_CONFIG_FILE METEHKHIERE A RERLBERENBEME XXM
XREoHEET R, G, ZXHRTEITERSFHREE

Uk S

* 1f Windows &%it, KHUTHS:

set OUNCE_CONFIG_FILE=<path>
AppScanSrc_Installer.exe

Hrh <path> BREAREGENBEEXHOIERZNXXHS, f0, K set
OUNCE_CONFIG_FILE=C:\install.properties Al RIEIRBFREFINZH-

o

RAMEE setup XHFHEIRTTMS, FHRRKEREANZMUE, TEIX
I ERRESR

F4%, BHEE Windows RHABMHPEKENIRTZE , ABENE
AppScanSrc_Installer.exe XHFBIGmLITRINZXHo

« TE Linux &%LE, ZHUTFHL:
export OUNCE_CONFIG_FILE=<path>

Hip <path> BREERERENBMEXHIIRERZNX AR,

RERHAS. 7 32 (IRZ%L, BT setup.bin, WTF 64 IEL, ESHhtp://]
[www.ibm.com /support/docview.wss?uid=swg21462180}

MBRMEE setup XHMABETHS, BREEEREXNZME, R\IX
T B RIREH D,
» 1 macOS R4iL, RHUTHS

export OUNCE_CONFIG_FILE=<path>
./setup.bin

Hrh <path> BERESLEGENBUEXXHRNIRERZIXHEE,
RAMEE setup XHWUEETHS, FHRRKEREANZMUE, TBEIX

HAIERRERZ-
L &KW L /setup.bin SpLASEMECE RERB RN, 1F778T sudo dEEn<,
HR

MRXHBEFEEEN, EFASESREXGTRHEEBEREREE. AIUANAEXG
BEHXHZRFEE. NRXHERFE, BARFTEER AppScan Source TREE
M, HEERFEENEENXGERETAREXGS,

FEA"ERLRREERS"
"EfZERI HMHBE ERIRRIEZERT AppScan Source RERECE X
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KTFUES

INRTE Windows R LEITERLEMRTF", BAKETR Linux FTHEFAFTE.
R Windows REMGARRXEEX M, REFRRIZE,

R MRUIMAREXHETAS, BARSFMEXARIE, AERKFEBFER
HE.

iz

1. A'HRREENERT, BEREENEITHARERICERFELE, NRE
IEREXEHNRE, FERET.
A AEEEEHEHEESRE (W0 tr M tr TR) RISTTHEIRERIFIR L RAVIE
TEERRE R
BET—HURHE T —REBR.

2. REXEHRE: IRBEEREATEHNRERF (E'#HARAREEI EIRFE
BTR) , BREETN A& ER:

a. AE—TEHKRP, EEREREAEHLZEFITA (HET) B AppScan
Source #H1%:

* AppScan Source for Automation

¢ AppScan Source for Analysis

* AppScan Source #3LTTHRE

* AppScan Source for Development for Visual Studio 2013

* AppScan Source for Development for Visual Studio 2012

* AppScan Source for Development for Visual Studio 2010

* AppScan Source for Development for Eclipse, RAD, MobileFirst

A MRERERATNINEEA N, NEWREEHHRBTRELAZF
ERVRRME, IBARMEREFZAN, REVITURBE, fla, MNRERRE
BREERATERLTER IR Microsoft Visual Studio IRAMRF L#HITRE,
BAEEE T EFLEIZFHIE R TikE AppScan Source for Development
for Visual Studio 2012 #H{TRERK AL,

FIRAVAMEFE ERECEBIETRE B R FEDEFMERNAN, &
REEREERTEAMERNAN EBREEFRERBBIAGERKER
TRHITIER) o HIIN, BB EEHREREFBWNTANHLE, Ed
FREER TERAMHBRERAGFRAETIZEN.

MRAMKENFIR, BEREBBERATRERDAKER, BAKAIRELHN
(ERSRIEMETEEFHITEE) o
BET—PLURMHE T —REER.

b. T—MAHEFR ERNETEFERENERLEFITANAENSF. EIXER
B, MEREE R TEERNAIRAN. BHT—FUIEE T —LEER.

c. MEENEHREPHAFEE/BUEREMERNANY. ZRAKEIZAN
NEERAGA (RIZREER VA ERENREE) . BET—FUNH
§U—F_§%E$&o

~
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3. (NEHHMERIRE: NMRBCEHNENZERES (E'HRTEEN EHiRPEE
B) , BEEHRTEEREREN AppScan Source Aff.
* AppScan Source for Automation
* AppScan Source for Analysis
* AppScan Source BALTTHRE
* AppScan Source for Development for Visual Studio 2013
* AppScan Source for Development for Visual Studio 2012
¢ AppScan Source for Development for Visual Studio 2010
* AppScan Source for Development for Eclipse, RAD, MobileFirst

A IRBIFRERRAFNEEA N, NEMREETAAHRBMT RLE LFEFEN
W, BBARGEERFZAENH, RELSTURE. §N, NREHLEEFRA
FERRERZHFF Microsoft Visual Studio MiANRF L#HITRE, BAEEHE
TERILEREZEFNERTIEE AppScan Source for Development for Visual Stu-
dio 2012 HTRERAKL B,

4. EEFENLEER. WTHRRE, XRZEER, WTRERE, XEZREE,

BET—HURI#HE T —REBR.

5. E'WANEXMHEE "EIRF, EEFAIEX 4RI ESHEH ARSI ENR
MixO. RET—FUFNEEI T —LEE R,

6. EHEERBMEXHERT, FEEBMBEXHNAHUE, NRZOSERIE
FREXM, BARETRERER, AIUERXHR LETRECE X o

{XBR Linux fRZS28LE: HEM Linux AFIETT AppScan Source SFHFIER
EHXHE, EUTHERSHF. EEFEIEAF "ounce" LIEIEIRERF ounce,
FEFEUMBEARBITRUMBEARIET. (RERBIDZARF. BIE, FhtA
PR REBE shello )

BET—FURERMEX M

BITE R T

86

AEBILF AR T A M LITEITE RIS EI L,
Friazal

BEEEBEEFNZENRSHN (B3IFE 83 N /BT ERERNS) ) ,
¥GEIEE OUNCE_CONFIG FILE MMRTE, BT ERIREZR], BRARBRZIMETE,
UK i

+ 7 Windows &% L, EHLUUTHS:

AppScanSrc_Installer.exe -f <configuration_properties_file>

Hrh <configuration_properties_file> BH 5 EHZEILE RS FIEIENE
M HRSEERRREFSCHRE (FI40 c:\install.properties) o
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+ 7f Linux &%, -f <configuration properties file> B&lAS, HF
<configuration proper‘t1es_f11e> EYAER T RERERS RIS
HHEBEREMXHESR (Fl80  /usr/local/share/my configs/

install.properties) o

£ 32 UR%GLE, R

setup.bin -f <configuration properties file>

£ 64 fI Linux HR%KE, ¥http://www.ibm.com/support/|
[docview.wss?uid=swg21462180MERBIE T, B¥ - f
<configuration properties file> FHINEIBEIH<,

T macOS &4 LE, KHUT@HS:

sudo ./setup.bin -f <configuration_properties_file>

Hrh <configuration_properties_file> &M EHlLEAE RS PIOIENE
MR M HR (7190 /Users/myname/install.properties) o

il BEEHIRRERRZE AppScan Source
Zn BB R USRI BB B EH L[ Fo

KXFIULES
SEEAR (IT) #FHZERFISITH B RAE A B REIEIRN

BIRERIZL R, BERE AppScan Source M RENHEZERIFHF AIHIERISHAR
58, 1T B JEARIES LB AP FIERET AppScan Source /= an3KifiE R ERY
LEECE,

ERIEHLERLE AppScan Source:

UK
1. IT ZP PEHERIRNAEM AppScan Source &4 CD M FIP THHEHIEIZX
RS 88 Lo

2. 1T EA"EFNREAS KASTHMLENLTRELE (FlU AppScan Source for Devel-
opment #1 AppScan Source for Analysis) BIEHFTHREREXH.

. IT BEEXHETEEZNLHEXHFR,

4. 1T BEFEIHLIEAENEARF. ZBFHHESEBIEE, REN, HBEEENZ
FF BahEREY AppScan Source &3,

5. ZAFPKREBRFEHEEIIEMEER AppScan Source = FHIREN BEREE,
P& B FH G RBEHE R iR, Fla, BiEEan IT =#EN bat XH
SIS, Z X EIZASIT setup -f install.properties #HITIEH AR,

7. AppScan Source REFIE, HERHE IT EFIRELEFTEXHREE B
®m, (Xea"@thEEaS i, )

HR

ZREZE:
« HERZAY AppScan Source Frim&iERIAIA L

~

% 6 B T4 AppScan Source & 87


http://www.ibm.com/support/docview.wss?uid=swg21462180
http://www.ibm.com/support/docview.wss?uid=swg21462180

« REENRSHFEIRG
« IFENEXHERIF BRTEN (%)
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58 7 Z AppScan Source FRIRZEIERF

AppScan Source EfILEMSATEIEMRRERRF,

BTRXTES AppScan Source REREZFHEL, BSIFE 83 TINE 6 Z, IF
[ AppScan Source &itj L

A ENABITEN, ERELIRERZE, AN AERATEITERE. BT RIM
R ARNETEITE%RE, B2HEE 81 N MEITE%RE |

BIREH HFRIMRE
AppScan Source BETEMA RERENS', ERATEARASHRAURHER G
RET) RENEHERRE.

HEEREITREEFREEHREN, BRENNNEEREXH. AE, ZEY
X4 E]f AppScan Source REIEFEA.

"RERERERT FTUERIEEEX AN EREX . RMSREBRIENUATAERK
TE il 2 BIEEST

© REEXREREFHH

« BERENAIAAR NITATFREARE) .

- REAHEE (NTRATFRERALE)

« MREEAHRAER, PEAHEENRE,

© REREXHE,

- BEREMNREESE.

« BRI RIEX AT AR SS 8.

* AppScan Source for Automation FEFRNAFKF (MNREFENELEAAH A
FR4EMH) -

F AR EEHEEESINE (0 tr # tr_TR) PIETHEIRER R TENIRE
B EESIE

BoRERERF
AEFTHRTNFABH RELEANS" (BT EZERHERZEXHNES) -
KXTFULES

EIERIBIEN OUNCE_CONFIG_FILE FMIETEH K EIERE S LERLBERENB XY
REHMERETR, ARG, ZXHBTETERHEFEFRLE,

iz

+ 1 Windows &% L, AHUT@®m<S:

set OUNCE_CONFIG_FILE=<path>
AppScanSrc_Installer.exe
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Hrf <path> B EETELENBEXGIIINERFEMXHS. fl, &H set
OUNCE_CONFIG_FILE=C:\install.properties RlEZLEIRBREFINZHo

NRAMEE setup XHHMUEETHL, FRERKEREANZUE, TBEIX
HIBEKRRESR

55, B%TE Windows ZRALABREMHPRENKRETE , RENE
AppScanSrc_Installer.exe X4 @I mLITRENZXHo

« 7E Linux &%LE, ZHUTFHL:
export OUNCE_CONFIG_FILE=<path>

Hep <path> BREESRERENBEXHRIRNERZEMXAHR,

RERHES. £ 32 RS, BT setup.bine MTF 64 (RS, HLHhup//]
[www.ibm.com /support/docview.wss?uid=swg21462180b

MRAMEE setup XHHUEIETHL, FRERKEREANZMUE, TBEIX
HIBEKRRESD L.
* £ macOS #&% L, KHLUTHL
export OUNCE_CONFIG_FILE=<path>
./setup.bin
Hip <path> BREERERENBMEXHIINERZENXHS,

RAMEE setup XHFHUEETTHS, FRRKEREANZMUE, BEIX
HAIERRESRZ-

]

0|

B & . /setup.bin P ULIEEERENERBY, B78d sudo LR,
&
MEXHEBEFEEEEN, EFRSSEXHTNEMREREEY. JUAME XS

BRI AR REFEE. WRXHBAFE, BABFZEA AppScan Source FREE
%, AEAERFEEMEENXHZEETRNREXHF S,

FR"EHREEERS"
"ERRERS HINHREERIELIEZRT AppScan Source RRMVALE X o
X FLES

Y0RTE Windows R LEITERNRERR", BAKETR Linux STIFEFARTE.
Y0R Windows REFARZXLEXH, REFBEIZE,

fRm: MRUIMBEREXMETAS, BARSTMIXARERE, AERKFEBFR
=)=

oz
1. A'#RREENERT, BIETEESNETHRRENREERERE, NRE
BIERBNERRE, BERE,
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3.

A EEATEHEBEESIFE (30 tr A tr_TR) PBITECIZERFRIR T ERNER
TRERRE R Mo
BE TP LUEIHE T —REmR.

RREXEHRE: MREBCBXEXEWNREEF (FE#HMREED EiRPik
BTH) , BREETK AHERE ER:

a.

EE—ERFP, EBEREREXAEHFHRESRTH (HEXR) B AppScan
Source ZH1%:

* AppScan Source for Automation
AppScan Source for Analysis

* AppScan Source FRLTTHRE

* AppScan Source for Development for Visual Studio 2013
AppScan Source for Development for Visual Studio 2012

* AppScan Source for Development for Visual Studio 2010

* AppScan Source for Development for Eclipse, RAD, MobileFirst

A NREFRERARAI AT AN, HENRAEAHKBTRELFE
TR, BBARMEERFZAN, REWSFURK, Fi, MREHZE
R TERREZZHF Microsoft Visual Studio RAEAN RS EH#HITRE,
BATEHET EHREEZEFRIE L TEE AppScan Source for Development
for Visual Studio 2012 #{TLERFK B,

FIREV A LR ERECEBIETREE N TS EFAERVAN, E
TY_QEE*&qﬂFJﬂFELa—-E’Jéﬁﬁ (BEREEFEARBBIAFRXIZE
TEHTIERR) o HId0, ERIEBEERIREREFRFNITAHRE, @

FEREER TEE éﬂ{fHﬂTF}ﬂéﬂfﬁF;EitEUiiEE’\Jo

MRAMRENTTAH, BEREBERATRERIRWEA, BABFELEAN
(ERSRIEMETEERHITLE) .

BET—FLURHE T —REE R,

T—MAEFER ERNETEFERENERRERIBNANF. FXER
B, MERSER TEERNAIRANH. REHT—PLURMEE T —REER.
HREBZNERIRERAFER/BUEERMEBNANt. ZRRAMRENIZAN

NRERNGN (RISREERL TAHFBEREARER) . BET—% LUanN#H
BT —REER.

REREHRE. NMRECIEHREHNRERF (T'HRLEETERPEE
B) , BEERIREEEFRREN AppScan Source A4,

AppScan Source for Automation

AppScan Source for Analysis

AppScan Source B3 L1TRME

AppScan Source for Development for Visual Studio 2013
AppScan Source for Development for Visual Studio 2012
AppScan Source for Development for Visual Studio 2010
AppScan Source for Development for Eclipse, RAD, MobileFirst
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A MRETRIERAFRAINEE AN, HEMREELHH R T RAE LAEFER
Bt MABMEEERZAN, RERSTURE, fId, MREHREEFRKA
FHERLERZHF Microsoft Visual Studio WAMRLG L#HTRE, HATEHNE
T EHIRERZFRIER TiEE AppScan Source for Development for Visual Stu-
dio 2012 FHITREIFH B,

4. EREMTERR, WTHIMTE, XRXEAR. WTFRERE, XERE(E.

BET—HURHE T —REBR.

5. FE'VFRHEXMHEE "ERT, EEIFANEX BRI LT rIERS SR ENR
MinH. BEHTF—FUANEEI T —LEER.

6. TEHEERBMEXHERT, FEEBMBEXHNATMUE, NRZESERIE
EXH, BAKETRRERZR, AJUERXHEURREEX .

IR Linux ARZS8EREE: WEMD Linux AFPRHEIT AppScan Source PP,
EHxXtE, BUHERSHAF. EELIZAF "ounce" LIEIZIRER/ ounce,
FEFUMEAFBITRUABAFIET. (RERRILZABR. H18, Fkh
PRFEEHER shello )

BET—HUREBMEXH.

BITERINF#FR LR

92

AEFIZF AR T A M SITBITE RIS EI L,
Friazal

BEoEEEBUBEFZENASHN (B2HE 83 i /EnREREES) )
¥GEUE OUNCE_CONFIG FILE MFET &, IBTERILEZH, BRARBRZIMETE,
pug

+ 7 Windows &L, AHLUTHS:

AppScanSrc_Installer.exe -f <configuration_properties_file>

Hrh <configuration_properties_file> M5k EHZEE RS FICIENE
MRS RREM MR (190 c:\install.properties) o

« 7f Linux &%LE, @id -f <configuration_properties_file> BzimS, HHF
<configuration_properties file> R EFHREREMRZ FOIENEMEX
HHTEREMXHSZ (FlW /usr/local/share/my_configs/

install.properties) o

£ 32 fumkge Lk, RH:

setup.bin -f <configuration_properties_file>

£ 64 fI Linux R#% L, #http://www.ibm.com/support/|
[docview.wss?uid=swg21462180FMERBHMES, B -f
<configuration_properties file> FINEIBEIHS

e 1f macOS #% L, KHUTEHZS:

sudo ./setup.bin -f <configuration_properties_file>
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Hr <configuration_properties file> ZHEER EHRIZERE RS FIEIENE
M HRISEEERRARAM MR (5180 /Users/myname/install.properties) o

5l BT RFERRKFFIALE AppScan Source
1z B R ANl ER B AR AR L 45,

KXTFUES

EREEAR (IT) BIIFEEY v FFP AN TEEIRN X LA R HITHRIRRE,

BIEEFPHEFREZH, AppScan Source BIERFREXHEE R LIEELLA ISR
A HRARSS 88, 1T S IRRIBESMHEENAFPRFENEM AppScan Source MK
ERENRERE,

BB EFFRIRLERKLE AppScan Source!

UK
1. IT I PEHENBINAEM AppScan Source &% CD M FIP THHEHIEZX

RS 88 Lo
IT A"EHRERAT KASHBLENTRELE (FII0 AppScan Source for Devel-
opment #1 AppScan Source for Analysis) BIEHFTHREIRENH.

3. IT BEEXHETHENRHAEF,
4. IT BREEREENTIRG AppScan Source LHEHIFHENMaSTTIAAM LR

P& REXEI L R=AEZR P,

BARBdeREREAI (FEaXNL) ©EEHR, MERZ BETFHFRN)
AppScan Source FFamRFERETIRPET,

BRBEdREEREFIEHRR,

7. AppScan Source B ZEIAANENITEN L.
HR
BREZR:

By AppScan Source FmEEEIGINL, HECENEZE] AppScan Enter-
prise Servero

FFRRESC A EAIE BT B AL
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% 8 F I[EEAENRMG

TERILAER{E AppScan Source Fe@mZ R, EBRISTEUERH. AppScan Source H2
it License Manager LR, AFEZFFHNE EEANMEMITANEES. Z%<A
BEERTFEEFELRITANERS - HEFTUERZEAER LUBT SN IFNHEX 43
BRI EEARSS 28 LAY E SF Bl BUE = fo /B0 License Manager BY, 1§13$85%
A 28 NBVEAIIFRTIE,

L4 AppScan Source Ffafa, BB =MENESARMITHE:
o AIUMPREERSTBE License Manager SLERERF (REZME) o
o AILELRETmZERE License Manager SRR :
- 1£ Windows £, M'F&"REBHIILARERF (E'FIEER 2P, Boh IBM
Security AppScan Source > AppScan Source License Manager) .
- 1% Linux t, #% <install_dir>/bin (EH <install_dir> 2 AppScan Source
LTRNMNE) HBEIALEHS ./licensemgr.sh FIB{T Ticensemgr.sho
- 1£ macOS Lk, #ZE| /Applications/AppScanSource.app/bin HBIAXHH<S
./Ticensemgr.sh 51T Ticensemgr.sh
o AIABREIFE M. NRERNAFIERERS@, BRKEI—FKER, IBTHGMET
NRWEE, ARAUERSR. IREHZEEPIHRE, ABARKITH License
Manager SEREF.

ETHRETIREN. LEMRNA AppScan Source FRIFFIINESEE, E2http://
www.ibm.com /support/docview.wss?uid=swg21405482/fdhttp: / / www.ibm.com /

support/docview.wss?uid=swg21407312},

=

* License Manager SEREFUAMBREMSH Windows FIA"KE (WNREUSH<
TRRPRERESm) Bil. IRFHUGSITRECER™mMAE STBEINRY,
PBALRKKFEIREL, RN EET License Manager LR BUER .

« MNREERBFTNAITFRIERIEL FIE1T AppScan Enterprise Server, BARIRXIE
EIBRS SBIPRINEIEIRE R

« RATEEMFA AppScan Source for Development FLIEE, HiFRIIEAMS AppScan
Source for Remediation FYiFRIIF—iEER .

SNFELEX &
ZAESEBEART EN AppScan Source FRIIEXHRIIHFE,
UK
1. AppScan Source FA[EXMHEE .upd T .txt XHTEE. WRIFDHEEEN
A R Bl R BRET RV IR Bh 2R _ERT Ao

BHSNIFAE,
fER" SN RNEX A SEERR S EVFAHEX . SR AIEX M, ARBGH
Eo
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A MERRNEUER macOS ERVFRIEXM, BRA"SAFRIEX A SHEENRS
HRSFLER (XEXREHTH, BERBFFRET) . ERRAZIAE, HikEHE
3k, AREMAFEERTIHRNSHXXHR,
ETRFRHEXHFEMSNERRN, S2EHEHEUSTREE.

XM License Manager UEEBHEREN—IHZ N mBFBERTFRIIE,

fERZFshIFrIIE

ZES EREARRE— NS M RIERSS 88 LUSUE F shiF el IERY T A2,
UE S

BEEEITANERS 28 LET A EE 1T ANHEARSS 28 WHEE.
B,

MAVFRHEARSSRENBNIRO, ARBLEFREFER. EEZTBLRMZ DI
FIIEARSS 28

v

.

A FANEARSSBRAVERE RO 27000, XIEERIFAEARSHRIRETEEMIRO L
BITER R ZIE,

4. MRAIMFENHERS R EFTEREBEEINBSIRO, BEFFIRFPNKRSE. X
ERFNBNIROFE. EBRIUREEXLEGE, ARREREESREUREFRITF
A[IEARSS BRI Eo

5. MRFMESMNEFEIERSES, BUHBRELITIEEFRFIRABIRETH#1TH
o NR#ET AppScan Source LNREEMRVEENIFRIIE, AN EENIFRIERNT
EREL, EEIERSSBNINE, BEIIRPERER RS, AERE
LB T,

6. BCETFRBEIOIIERSSEE, REHRE.

HR

LESHEER A, RIEREEREMNITRINERSS2FUE AppScan Source THEERM4F TN
WA, HEIBF AR ERE License Manager BYIFRIIESIZRA,

NRBLOFENEARSS 2R, BRIRIFH AR License Manager EBXS HaI1FEIIERSS
25 2RVIRIA

FERLECE I ohiFAIERRSS28f5, XM License Manager UTEBNELZEMN—IHZ1
PR ER— R Z M AIE,

7 AppScan Source ZNFRIIEMAMTE Rational License Server FYZZHFhRas E1E
B, MRXLEFAHEESRLTIR Rational License Server FHE, BBARRE(NE
License Manager H447]41, 18 AppScan Source RTEFLUFEH. BT H## AppScan
Source Z#FMPNhRZSHY Rational License Server, 15&#http://www.ibm.com/|
[support/docview.wss?uid=swg27027486}

XfFERA AppScan Source for Development BIEIFA, RIEEMAF REABEEHA
RYFEE, MMEEEMEA NS EBEREFENEN RS TFAIE. ERMART, &
TERBAEIFRIERME, MERSRART, FAHEEEMRSHEHRELERT
MR, RRTWAHEG, Bai3EEEHERRFTIE RIFEHERTA) -
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EE VAL

License Manager SEATZFFIFRIIERITIRIET:

o —MHEZMNFEHEPMER TR AppScan Source F=mANTHEEEY (M IBM ™~
T ANER AR B RELIAERF) .

o WFRNERE: WENEANFMET RBEXRE (ERESANITREXH)

« VFANERER: ERIFRNERIRARE. WRKEAT 365, AWHIEELEBRRZE
BB

« FTEIETERSHR LEMER AppScan Source FRIIEH S,

7 WIfERA Rational License Server SREAEFMEARIFIIENSE, ZERSE
AppScan Source License Manager SLARIZFHARAIH.
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B 9 B MAESTEPR AppScan Source

A LUEE Windows #EHIEMRI Linux 3 macOS HEHMAEER AppScan
Sourceo AppScan Source HIFHAZBERHEN ERERY Oracle HIEZE. M Oracle K
FIMIBx AppScan Source FAF EFohEIEEEIRES,

XFULbES

« [ T Microsoft Windows F&#R) |
« | 'K Linux F&#R |

« [ "M macOS F&E#R |

M Microsoft Windows F&#2k:

gz
1. ERERERETISMRER. fI3, £ Windows 7 £, EEERIERPIIZF
THEEER LT

2. EFENIEMBELEREFNTIERER IBM Security AppScan Source,

M Linux F&#&

£ Linux E%R&ER, FEIZRIATHEER AppScan Source AIMIZ,

KXFULES

MRHATEE, BAGTAHTLRENNAF SHEE. NREE Linux £ rootf
FEMeETHRYE, BBABTLL root BF SR,

aiz
1. IXEIPIA <install _dir>/Uninstall_AppScan/AppScan_Uninstaller (EA
<install_dir> & AppScan Source LI#{IE) o

2. BITEMAUERATEERTmIES.

M macOS F&#%k
£ macOS EL&ERY, FRZERTA TSR AppScan Source AIBIZN,

XTFIULES
SNRIHATENE, BPAMTLUSHTREN AP BHEH,
diE

1. ¥EIBIA <install_dir>/Uninstall_AppScan/AppScan_Uninstaller.sh (EHH
<install_dir> & AppScan Source BEIE) .

2. BITIZMZAS (A sudo) LABREF Mo
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% 10 & EI2 AppScan Source

ATIRBAAFEE. AN NAREFRNTEEMURIEOESE,

AppScan Source BIERAFTEFEMERE AppScan Enterprise Server # AppScan
Source F=fm, MUKRBIEMBEEISNANFINNAR (HEE AppScan Enterprise
Server APMBHER) o BEIMATREMNAFNABUNTEHXEAESFIFRRER
EREY, EEARELENEHMAS (FINRERIZMNERRSE) BELMS
AppScan Source 1 AppScan Enterprise Server &ffio

TH## AppScan Source for Analysis I AppScan Enterprise Server FNREE. &
BEIRSFENHXURES A BRI, XBWREE, fli, EERMIAEN
fAlACE AppScan Source N FRTZFAINE UINEIRFEFMAN L. 1ESR (IBM Secu-
rity AppScan Source for Analysis FAF18R) MIRENE ZIFHAE R,

BEELT, BEEARKILAFRERE AppScan Enterprise Server EIEREFRE!
AppScan Source Fin. B2, MRATFEMREMBZMBEE AppScan Enterprise
Server FIARTF1ERY AppScan Source AP, FBAEIEGAILIEIEZAM AppScan Source
BF (GB21%E 102 Y I8)E AppScan Source BB ) o

FA PP A RIAY

BIERMI IR P IKA HEX LR D EF AN, A/F AppScan Source A7 &g
FaEE RATERFITHE,

AppScan Source FFFRIINEMETE AppScan Source ¥IEER, HREERAFERE
AppScan Enterprise Server BYFLUANA, EAMGINTIEIT AppScan Source for
Development FFF#HEE AppScan Source R,

SIZAFE, NZAFERILA®, HREAHZAAEANTFRN. ITFRINBER R
IZFFPHATHY AppScan Source £55. KREI IARMR AT —EB D ES AT BTFFR

BAF.
A AAMERAFRR. KAMIBRAAKS, FLUBRBARRERCIEZRF
TR TR
N AEFMmEEE AM CEMFLEENAEFSETA)
2
BEEEEMBIRR
EEEM
AR
THLEEE BIFRE L HBIP(E
RIFIFAE
RpiTh
BEEEAMAITG
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VFRIRA VPRI

HMIREERE EEE RN
B

B BEAF
&I AppScan Enterprise %&

TEREE EEHZ TR

PRkE ERHAENEE (HE=HMEEUKREE/M
PRHEENHMEE)

8l AppScan

Source FAF

BEBRT, BEER¥LBRERE AppScan Enterprise Server FIERERE!
AppScan Source Fam. BE, MNREFEMRERMTZZINET AppScan Enterprise
Server FARFTER) AppScan Source FIF, ABAEIERALMRIEATAPRIIETER
ROIZZAM AppScan Source FF.

KXTFUL(ES

BILATE AppScan Source for Analysis AR RES CLI FEIZAF (55 (IBM
Security AppScan Source Utilities FAFEFE) LA T #EINRTE CLI FEIEAF) - M
AppScan Source for Analysis FAFFRES, EEALAN AppScan Enterprise Server
BRIREBSER (5% 103 T1fY IAZE AppScan Enterprise Server FFHYE|

HERI ) .
E1E AppScan Source for Analysis AR REFCIEZAF, BHRUTHE:

UK

1. MNEIEERREHKOEEEE > EEAF.

2. "EERPFYHEEYIHIE AppScan Source FiF. fiiF AppScan Enterprise
Server AR RIREFIAF A#T7FETF AppScan Source #3#EZEH AppScan Enter-
prise Server H, fiF AppScan Source HREFHAFXFET AppScan
Source BIEET, MULSHEECIZEFAFY, X2TE AppScan Source ¥3EFEH
IR,

BEHEFMARP LFTH RN P XS E,

BWNAPIRNR, ZRBANBFANERE WAFRLUAITHIA, ZBEKET 6 3 16

MERZIE) » XEBHEFE, EJLUEEHRMAREM (&% 255 1MFR) o
5. BRAVFRIAH, ERATHERP TR ERE,

BEWEUSIERAF.

HR

EREETAPHARNSE, EthrlBdE" EEAR NEETEEAR, HEhHER
PREBEAF. R, ABdEERAHREMERAPKERAF

A M AppScan Source for Analysis 4% AppScan Enterprise Server FIFBY,
RBEBEAE AppScan Source WA (iR 2B EIE AppScan Enterprise 18 E
WEIY) o
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AppScan Enterprise Server JAIE: XFI§ IBM Rational Jazz
FFIAEAGEH T IBM WebSphere Liberty F9:F#5 3= E N

BEFTHRT BEM AppScan Enterprise Server BIFTHIARASHITHAN AIRERE L &
AR EEEXEIE EEET

MIREE 7 Jazz FAFHY Enterprise Server 3% EItARARS, 5KHiH Jazz
FAF R/ AppScan Enterprise Server FIF HITE AppScan Source #IEER,
BRI ER. ATUMEBIREEFZRXERF, E BRI LGEREIRA AppScan
Source AP (WR%ZER lhttp://www.ibm.com/support/|
[docview.wss?uid=swg21686347] F&F40{A B X IRAVIERE BFHITIRIE)
MEECE LDAP Y Enterprise Server ¥#%: 7E Enterprise Server F+Z&kAia,
BILOERERA Enterprise Server ECE LDAP. WIRAITIIR(E, MAMBERFE
AppScan Source HFIEEK,

MEBECE Windows AIER Enterprise Server iEf%: 1R Enterprise Server B
ACE Windows IAIE, FBAMMBRFTE AppScan Source GRS, RIIEEH Enter-
prise Server Liberty ECENfEA Windows AL,

A HEMBEE LDAP 3 Windows JAIERY Enterprise Server #{TEMEY, SEC

L]

AppScan Enterprise Server FAFBIRE TSR ENR DECLINERF . XLEMRE T

B]#7H] TEC® AppScan Enterprise Server FAF MBS R T T iR,

ficE AppScan Enterprise Server HFPIBHER

TREEN T, AppScan Enterprise Server FAF AJLABERE| AppScan Source 4Bz}
#INZE] AppScan Source ¥#EE (XL R AppScan Enterprise Server F
F) o BILARIBARTEPRIIETRIER, T AppScan Source for Analysis FAFP REH
FCE thThiE.

i
1.

iz

£ AppScan Source for Analysis BIEREH, RHEEAF,

2. E'EEAFYEES, BEHECE AppScan Enterprise Server FIFPHIE R %%,

3.

"ECE AppScan Enterprise Server AR ER WIHFEMREE A LIS ALLINEE, FHHig
B AppScan Enterprise Server AP BIFIIRIFAIN:

« FREMERLT, AppScan Enterprise Server AP AJLIE RE| AppScan Sourceo
SR IIhEE, BEUHEFRAIF AppScan Enterprise Server R EREE
i

« BREBERT, AppScan Enterprise Server AP EEREl AppScan Source Z
BEEB TN
- I
- 3
- BRCDEMBIRE
- BEEM
- AR
- REFHL
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104

B TR MFHEHF AIFRIR AppScan Enterprise Server FiFBIAERN ARG E
MEEIE, ESIFE 101 T TRPKPFIFRIA [IREXFRA AT A1 eI
FIR,
4. BHMWEUXAEE AppScan Enterprise Server AP ER "SIEIE, AERE'E
EAF IWEE_ERRA.

%ZR

AppScan Enterprise Server AP EXERE| AppScan Source BY, FERERE!
AppScan Enterprise Server BYFR{EERRIABEIAIERIEREIE AppScan Source FAF K
Fo TERIRIKFE, ERILUESK, (B0, BAEFER) -

IR AILINEE, AAKTEBEIEMHE 102 7Y I6lEE AppScan Source FHFJ FR
HIETREERFoIB)E AppScan Enterprise Server AP,

7f AppScan Enterprise Server Liberty 827t~ R EIR R A

M AppScan Enterprise Server V9.0.1 FH48, &Bef57E AppScan Enterprise Server
Liberty FEIEAM~mEERAF, UEEIE AppScan Source, BIBIMAFE, &
FEREEREIEMR AppScan Enterprise Server ;¥fft AppScan Source #iEFE,

E T HEINAITE AppScan Enterprise Server Liberty HglZAM™=REIERAR, 7S
AR E P RETRER
« [ FABRCET LDAP B AppScan Enterprise Server B~ REIRRB,I |

« |% 105 F1RY FABECET Windows JAMERY AppScan Enterprise Server GlfEzsith|
FaREERARP |

HEET LDAP B AppScan Enterprise Server gzt~ &R
SRR

UK~
1. #E server.xml Xff, 7 Windows L, WU F AppScan Enterprise Server

ZEEHRMAM Liberty\usr\servers\ase XH¥*A, T Linux £, LXHAUF
AppScan Enterprise Server &HEHRMAM Liberty/usr/servers/ase X{HEH,

R0 T PR REE LSO

a. & product.admins FEENANEIEGAFBEZIR, 5190 ADMIN:
<jndikEntry jndiName="product.admins" value="ADMIN"/>

b. #BRIA LDAP #ricZ2FH 70 basicRegistry B4

BN, BERLATERS

<ldapRegistry baseDN="o=example.com" bindDN=""
bindPassword="" host="1dap.example.com"
1dapType="IBM Tivoli Directory Server"
port="389" sslEnabled="false">
<idsFilters userFilter=
"(&amp; (uid=%v) (objectclass=ePerson))"
userIdMap="=:uid"/>
</1dapRegistry>
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FHERMULTERD (LFEAfER ADMIN RIENRFIZE) -

<basicRegistry id="basic" realm="customRealm">
<user name="ADMIN" password="ADMIN" />
</basicRegistry>

E PTLURBRE 106 Ty I EIERESINE) FRERERRWERRE
PTG, TEUBRT, BRI P EFTERRBIINE Z T,

2. RELWXHHEHSE ase RSS!

£ Linux £, &H /etc/init.d/ase liberty restart 3<%,

£ Windows k£, ERUTESZ—:

- 7 Windows FFAKEHIEFITEIT, ABRAN services.msco H'ARSZ"EO
FTFES, A5 T IBM Security AppScan Enterprise Server 7Hi%Ei¥E
=TS

- RS, BERYNIRE AppScan Enterprise Server LB RHHY
Liberty\bin X3, &K server stop ase 3%, AFAH server start

ase M,

3. {EA#EIER ADMIN ZFiHA AppScan Enterprise Server Mt AppScan Sourcel

SR
ABET Windows iAIEHY AppScan Enterprise Server flEzsith
FaEEGARP
UK ;-
1. #%E server.xml X, £ Windows £, XHIF AppScan Enterprise Server
ZEBERAB Liberty\usr\servers\ase XHXH, 7 Linux L, XHATF
AppScan Enterprise Server &#EHRAM Liberty/usr/servers/ase XX,
U TR RIE I ST
a. MBBRULTFT:
<feature>usr:WindowsRegistryFeature</feature>

b. # product.admins BEERANERGRAFNETR, 0 ADMIN:
<jndiEntry jndiName="product.admins" value="ADMIN"/>

c. TEUXHXRELB </server> BIEAIMUTAZR (LEEAEER ADMIN RIEAR
5125%3)
<basicRegistry id="basic" realm="customRealm">

<user name="ADMIN" password="ADMIN" />
</basicRegistry>
F: AJLREE 106 T8 IWNEEREBRNEI FNEREERNEERE
BTN, TERT, BRI D PIEERERINEZ,
2. RELXHHEFBE ase RS

£ Linux £, & /etc/init.d/ase_liberty restart &<,
£ Windows £, TR TFESZ—:

- 7 Windows Fax2HiRFIE!T, ARMA services.msco H'ARSZ"EO
FIFEY, B3 T IBM Security AppScan Enterprise Server HiEiFE
=T
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- TEGQIRTRR, BERYIRE] AppScan Enterprise Server R4EHE RHH
Liberty\bin XF¥&, &H server stop ase 8%, JAfFAEH server start
ase <,

3. fEAFEIER ADMIN ZiHE AppScan Enterprise Server ;¥fff AppScan Source|

EEIE

WEERBBME
) AppScan Enterprise Server SlE2ZAM~REERZAFY, KA server.xml XHFH
AINEERBRNEGE, EFLURRATAPRIERE BRINZBB N,

YREE server.xml X{FEY (JREEE 104 D19 IAREET LDAP B AppScan Enter-

prise Server BIEAM~SEERAFI BE 105 01M FARE T Windows JAIERY

AppScan Enterprise Server SIEAM~REERHF) FHERER) , AIUER

securityUtility TEXNEBERAFPNEEHITHB, £ Windows L, ZTEUTF
AppScan Enterprise Server R ERMH Liberty\bin H, £ Linux £, TR
F Liberty/bin . JBfT securityUtility JRIBE<SHY, BREBERBIZBENGS
THRNRNKIEM, HBUWRKEBEEASH, FLAZITEBRRERMALZERD, A
B, ZIERBEERBNE, Fla0, EXSZIBE ADMIN HITHE, BEAXH
securityUtility encode ADMIN #3<, XWAERHMILE {xor}HhsSFhE=,

SHIRZTEERAE, F7E5 basicRegistry BRI server.xml XAEFBIXTERRT
fERZE. Fli, ALEXXERMNUTRE:
<basicRegistry id="basic" realm="customRealm">

<user name="ADMIN" password="{xor}HhsSFhE=" />
</basicRegistry>

7 BnptEARsSeE eIEAF KA

FEAFKF A REER BohbiRsS R KRR EME, FEdediT (RERF) , [
BohbARSS 28 EMZBFIKE . AREXSFUET AppScan Source for Analysis Bf
AppScan Source #3ITHRE (CLI) FHt)E (REE) XNAY AppScan Source 3
Pk, AREMEARER AppScan Source for Analysis BIZELLIKF BT,

K

1. BfHZE 102 71 TBIEE AppScan Source B ) IS RIEERAIEHRBF,
ZBA AppScan Enterprise Server FIFRMIEmEIE (BSEE 103 T [Ea|
[AppScan Enterprise Server ﬁﬁFE’JQEbﬁi—ﬂD °

2. HMRRMER BotiRSE NERRBRHERRN BiikSsE ERIEENERA
FEMEE, HMgE (FaN) IRESEHITIZE,
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£ 11 & SHAPED
AppScan Source NEITAFERRMEFNNMUE, "Hit"MESIERES, FlmE
AppScan Enterprise Server BYIAIME. #TFF RIBYER AR E IR E R AN AI 6
S HITRE, BNERRFEEER > #Hito

A WA BREEAPITAINA REER"HITE. EEBMRENITFRINNER FTHMR
BB SR ETHXT AppScan Source FRINHIEE, ESIFE 101 TR A
[Pk HIFRIA |
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% 12 & M AppScan Source =mE R AppScan Enterprise
Server

ARZE AppScan Source mMABHERFES AppScan Enterprise Server &, %
RSB MEPHAF EIETEE, UN—M@Ed AppScan Source #IEEHZIT(LAVH]
o

B3 AppScan Source for Analysis BY, RHRREIAIEE] AppScan Enterprise Server,
WMREZRERS 28 TIETT AppScan Source for Development, ASATEERBEIH
BihRARS RVIRIE (BIANE1AE, HEFHRKE) B RTREINER AppScan
Enterprise Servero

« | @3 AppScan Enterprise Server AP ARIRAIERIM AppScan Source for Analy-
sis A1 AppScan Source for Development EFJ |

« [ 110 719 IfEA@AIAIRIE (CAC) JAMEM AppScan Source for Analysis #|
AppScan Source for Development EFJ |

« [E 111 71 T AppScan Source for Automation A AppScan Source #8775y
& (CLD ERJ |

« |% 111 B1#Y FAppScan Enterprise Server SSL E$J |

« |5 111 5189 IR AppScan Enterprise Server IEHIEIRJ |

i@id AppScan Enterprise Server FiF#7IRF1ZF3M AppScan Source
for Analysis #1 AppScan Source for Development &3

£ AppScan Source for Analysis H, ERIVRTEISTE:

« BAFRIR BEEENAFTR (IRELZHIKFNIZRES R, XALIZEE AppScan
Enterprise Server £#] AppScan Source ¥IEERIHFENAFIRR, HERNE
AppScan Source ¥IBEHREENAFITIR) -

- MR AppScan Enterprise Server BECENfER Windows AIE, EHWNATE
#%| Enterprise Console BUAIAAE (L1 \ 2RBEAAA%, 180 my_domain\
my_username) o

- Y0R AppScan Enterprise Server BECE LDAP, iR ANATFEEE Enter-
prise Console A&,

« B BEAFRRNEN,.

+ AppScan Enterprise Server: #57F AppScan Enterprise Server SLffl#y URL,
3% URL M9 http(s)://<hostname>:<port>/ase, HH <hostname> BE %L
7 AppScan Enterprise Server RINZFRYRHR, <port> EBARSSIZTTAAERIKO.
3% URL M99 https://myhost.mydomain.ibm.com:9443/ases

7£ AppScan Source for Development #, BRIVFIEREIEE:

« BR%32% URL: 5% AppScan Enterprise Server S2fflfy URL. i% URL U&= A
http(s)://<hostname>:<port>/ase, EM <hostname> BEXET AppScan Enter-
prise Server BINZERIEIN, <port> BARSZIMTITAAEMIEO, % URL BIRHBIZA
https://myhost.mydomain.ibm.com:9443/ase,
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« ARPIRIR: BELNAFATR (RIBEMNIKFAIZEES N, XTUZEE AppScan
Enterprise Server t#1 AppScan Source #iEEFIIFENAFIFIR, HEZNE
AppScan Source #IEFEFEENAFITIR) o
- 303R AppScan Enterprise Server ECENEA Windows JAIE, ERWIANBTE
#%| Enterprise Console BIFAIAFE (L \ 2FREAMAFE, F1%0 my_domain\
my_username) o

- IR AppScan Enterprise Server BECE LDAP, iBMNATEREE Enter-
prise Console I &o

. W ST PR,

fER@MAIEE (CAC) JAIEM AppScan Source for Analysis #
AppScan Source for Development &3

# Windows k£, AIfEA CAC SNEZE#E| AppScan Enterprise Server (http://]
www.cacmil)e TEHUTIZIRIEZ BT, HFRE AppScan Enterprise Server #1 AppSca

Source LABER#HITIEAIAIAE (CAC) JAE AR Enterprise Server BI&ENHIT

CAC JAIE, BBATEEMER Enterprise Server FFIRIRFIZIIRE R,

£ AppScan Source for Analysis H, BRI RHRREIEE:

« BP: MFIREE CAC BAS.

« AppScan Enterprise Server: 8 AppScan Enterprise Server SXfl#J URL,
3% URL I http(s)://<hostname>:<port>/ase, ELF <hostname> BELE
T AppScan Enterprise Server RINZFHYRZHR, <port> AR5 EFIZITAATERIIR.
% URL B9/ https://myhost.mydomain.ibm.com:9443/ases

=]

£ AppScan Source for Development #, ERIVIEREIEE:

« BR$58¥ URL: }EE AppScan Enterprise Server XY URL, i% URL HI& A
http(s)://<hostname>:<port>/ase, HA <hostname> RE%L%:T AppScan Enter-
prise Server BINEFRIZTR, <port> BARSZEFTITAAIEMN IR, % URL BYRHBIA
https://myhost.mydomain.ibm.com:9443/ase,

« AR MPIRERE CAC ER®E.

BEMEZE, @I Windows REMEERETERN CAC K&,

R

o WREBRKM, HfR AppScan Enterprise Server BIEMIGEMBAIEPEN. K0E
MEEEREE B N281718) AppScan Enterprise Server. S1RAIAA], AR
RIZREG IR P HE R,

s MRERWIFBEARPXHRFIETRAIES, BFHEZEERT JRE FH
java.security X, A% 111 7189 VB A@MIAIRE (CAC) JAUE) FFmR,

« R Windows'& 2 "SHEERRTERAN CAC REH3, 1BMHIR Microsoft Smart
Card Resource Manager RSB IEFEETT,. HARE, WTFEETZREEZELR, %
AR5 BIRERIBTTo
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M AppScan Source for Automation #1 AppScan Source <17
RE (CLl) BR

IE1T AppScan Source for Automation 3 AppScan Source #<ITRE (CLI) B,
WEEBNITEREE. 1EZIH (IBM Security AppScan Source Utilities FAF1Em) LK
BEZER.

AppScan Enterprise Server SSL f$

ETHEXTF AppScan Enterprise Server SSL MEBMEE, BSHIE 113 11K
[ TAppScan Enterprise Server SSL iEHJ |

iR AppScan Enterprise Server iEHiEiR

WREBBIRANAVINEFROER Enterprise Server, BBATERNAEZKEIEREE
2 $51R. AppScan Source BEAAEHEEEZEIRN/NEARERF, ZITAA
<install_dir>\bin\certificatetool.bat (EA <install_dir> & AppScan Source
REAIE) - o <install _dir>/bin/certificatetool.sh (£ Linux 1 macOS k) »

BER&REIE+ (CAC) IAIE
ZEBEBER AppScan Source REN A AppScan Enterprise Server HIE
B#HTEAF® (CAQ) AL,
PaR A

CAC JANIENE Windows EXHF, MIXATFERE] AppScan Enterprise Server
V9.0.3.1 iFix-001 MEZhRES,

UK

1. HfR AppScan Enterprise Server HMFRIZEA#HTT CAC Ak,

2. Ll AppScan Source EERFINER AppScan Source for Analysis 8 AppScan
Source MFITHRE (CLI)o

3. &1 IBM Security AppScan Source RHRMEIRIGREE PHIETEERFE AppScan
Enterprise Server AFIREREBMB AN, XZK AppScan Enterprise Server
AP EIIAERE 1T RIAIR B N B EIRIFEN, B7E CAC RETHE, TS
BRE TN S ARNF K,

4. BUYSXHAPFTE AppScan Source FF M BER

F&E AppScan Enterprise Server LIAA¥F CAC AH

6. E1& IBM Security AppScan Source RERFMEIRIERE PHETREER AppScan
Source ¥iEE EAMEIZFHEAIALRR (CAC) INER AppScan Enterprise

Servero

o

7. ¥TF <data_dir>\config\ounce.ozsettings (EM <data_dir> & AppScan Source
EFHENGE, W% 55 N TRENAP BIEXHMLE) FRATR) o fELX
e, HEILNRE:

<Setting
name="client_cert_auth"
value="false"
default_value="false"
description="Uses client certificate authentication"
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display_name="Uses client certificate authentication"
type="boolean"
read_only="true"
hidden="true"
/>

8. TEUIGER, 35 value="false" TN value="true", AERENH,

9. MNREM AppScan Source for Analysis 3t AppScan Source for Development
Eclipse i &R AppScan Enterprise Server:

a. ff Java REBERH, 3 jre/lib/security/java.security, ¥F AppScan
Source for Analysis, jre X3RfiIF AppScan Source ZEEFRH, BIE
BZXHEHEIA.

b. #4R%E java.securityo

c. TERERERREMKLINFNFIZRSE, A0 com.ibm.security.capi.IBMCAC {E
NE—NL2RMER. 5180, NRERE java.security LUATF AppScan
Source for Analysis, FUATAR:

security.provider.l=com.ibm.crypto.fips.provider.IBMICEFIPS
security.provider.2=com.ibm. jsse2.IBMJSSEProvider2
security.provider.3=com.ibm.crypto.provider.IBMJCE
security.provider.4=com.ibm.security.cert.IBMCertPath
security.provider.5=sun.security.provider.Sun

FRAUTRE:

security.provider.l=com.ibm.security.capi.IBMCAC
security.provider.2=com.ibm.crypto.fips.provider.IBMICEFIPS
security.provider.3=com.ibm. jsse2.IBMJSSEProvider2
security.provider.4=com.ibm.crypto.provider.IBMJCE
security.provider.5=com.ibm.security.cert.IBMCertPath
security.provider.6=sun.security.provider.Sun

d. REHXHA java.security X

10. LA AppScan Source BIERF{7ERE| AppScan Source for Analysis S({ERRY
CAC JAIERY AppScan Source S<¥1TRE (CLI)o

11. ¥Z AppScan Enterprise Server FFBIERE F AN LUHE AL NTES
T—Ftta

SNRABE ORI SLHEEF S BAEARE (FIPS) AR, ABABRIERTAEE SHA-1. @
TIERA SHA-2 JEBHIZIBM Security AppScan Source THREMEIBIER P IIERIZIT
appscanserverdbmgr_cac_fips.bat TENRRHBIIHE FIPS 5. EAIERmT, HEK

AppScan Source #3EE EMEIZEREAIIE*R (CAC) JAUERY AppScan Enterprise
Server HYEERS,

EWELCREBRIES:

1. #TH Windows Certificate Manager: £ Windows FaREH, TRFERRHAN
certmgr.msc, FA/G¥Z Entero IR REWMNEIERZIDEIIEEHITHIA, BH
NERIEHTTHIA
I E AP R E LA TFHEERITFIES,

PR FAE R I+,
RIZRBINEEFR. ZFBRINERETIEREE,
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8574 AppScan Source FFEH

AT HEMEELL AppScan Source AR, BHIUREEEAP TN BLRTE
AppScan Source for Analysis P ERN, WMREZBELIFEIN, FRBARETEAHPH
BRMEERILEERNEENENE, MR AppScan Enterprise Server BECE NER
LDAP 3AMESY Windows IAME, BBAAREENEM.

oz
1. 7 AppScan Source for Analysis F, METFERPXEFER > EEAF.
2. "EEAFWEEFIHIIAE AppScan Source AR, BEEXIXLERF 2 —HNEHE,
BEITRU MES 2 —REERAFER:
« WELAF.
- GRBGIAR, AREREERF.
- ERWAR, ARRGEERFEE.

E: EFTEM AppScan Source L AppScan Enterprise Server FFHIZR,
ERERAP IHEER, WNFREN, ARTRIAZEBFRPBRBNZED.
B EHE UBEED,

AppScan Enterprise Server SSL if#

%% AppScan Enterprise Server BY, WIXTHHITEEMUERBR SSL IEH, MRFK
SERLZIRTE, AT Windows # Linux Lti@#id AppScan Source for
Analysis. AppScan Source BB<1TFE (CLI) 3 AppScan Source for Develop-

ment R AR RIGHRRT A EHNERH B,
SSL IEREFEE

ERKAESHIEBEMETE <data_dir>\config\cacertspersonal 1 <data_dir>\
config\cacertspersonal.pem (EA <data_dir> 2 AppScan Source IZFHIBHIIE,
4 55 D0 TR EMARBEXAMNE) FFmR) & NREFEBXAMEEISE,
BRREXR .

AppScan Source for Automation #1 SSL iFHIEIE

HREERT, B AppScan Source for Automation B BaE=IEF. TR B
b RS 2s BCEX M (<data_dir>\config\ounceautod.ozsettings (EF <data dir>
2 AppScan Source FEFEIENIME, WE 55 M IR AR RIEXAIEY PR
i®) ) HH ounceautod accept_ssl REFRMWE. WREFEETZREUET
value="true" IZEN value="false", AKX SSL W, MEZHBINLIGEHEH
Z| AppScan Enterprise Console FIERELMRHERY, HSHIMEIR,

AppScan Source #<{THRE (CLI) #1 SSL iEHIIE

FRERRT, SEMA CLI Togin <8y, K=t SSL WIE, MIIRBELIOES, B
A ERE| AppScan Enterprise Console SRIE#ITRMARIERAKHLE (IR7E
B HEHM AppScan Source F@mE R, BHFKAERIESR) . AILUBEELRH
lTogin PBYEMAIEIT -acceptss] SERERULITN, ERLEHE, BEHEER SSL
IEHo
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% 13 = LDAP &£/

ERMR@EE LDAP #HITIANER AppScan Source FAF, BRAMMITIEF AppScan
Enterprise Server FAFFEFERENER LDAP Zh#EF.

BXUMERE AppScan Enterprise Server AP ZEZEECE AEA LDAP FHEENEER,
5Z AppScan Enterprise #¥5%%EmEIZH IBM Knowledge Center
[www.ibm.com /support/knowledgecenter/SSW2NF/welcome) PIHY AppScan Enter-
prise Server AP #Bf,

WMREEER LDAP IAEHBEZERIN—PARETF LDAP FAF4HRY AppScan Source FA
P, BEESERIAP HEESIEFTE AppScan Source TEEESIEIE, MMTE
AppScan Source PR HBEFRULMBSXEIRAR, B2HEE 102 B8 lEE|
[AppScan Source FAFJ [T BRAFAIEERER.
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% 14 B FMNAERERFRNEUASE AppScan Source

MM AERE/MEH AR ITHEERBEEBEEIMEHANPREZXRBLMEE (T
BEE] AppScan Source ¥EREF) . EBEHFHMAIFAINMIAF A LUET AppScan
Source for Analysis JRIXETLER, F—LEER, FTMNVARFNTE UL T
TEEREEIETS, THMEHED, XEEMEFE/ TP TRES. BIERT
AR R FHREPITXEESHA R
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% 15 Z AppScan Source [ FEFMINE G

AppScan Source NAATEFINE BBNWAIXH, XL 4 RAEF UK HEE
RIFFENEERERS. BENRXEXHSRAEREER—BRY, RAMWERBRE
HEREES (KEE. mIFEFEME) 5 AppScan Source FEIHIAHEXLEIN E FRFEHIED
BERIFEEM. REEREEURABEGRAEEXLE M,

AppScan Source for Analysis FEIZMNAZFMMEDFIEE .paf 1 .ppf B
#o HIETE AppScan Source for Analysis. AppScan Source for Automation #1
AppScan Source B8 L1THRE FFNSIBMEENAEFHMEN, BERXLEH,

7£ Windows £, £ Visual Studio #&RFAZEMIESAE AppScan Source for
Analysis. AppScan Source for Automationfl AppScan Source FFL{THRE HBY,
BAENRIEYT BR&A .sin.gaf 1 .vcproj.gpf BIX{E,

£ macOS Lk, SN\ Xcode BRMIMBN, B AEGERSE .xcodeproj.gaf
.xcodeproj.gpf ¥ BIBMNNXH, B, BN Xcode TETEN, KEIERAE
.xcworkspace.gaf I BRI,

7 3 Eclipse S A\237E Eclipse 3 Rational Application Developer for WebSphere
Software (RAD) T{E=[E]HIz{TEY, AppScan Source #EIZEE .ewf F .epf ¥
BRWHE M. LA AppScan Source for Analysis /9 BIREIFIIES N UK R
T EXLE S,

Em IREFMLMENZEFLIMEPAEBKIIMEN AppScan Source IE (130 IBM
MobileFirst Platform WH) , HHAEESNZIE ZIEFLKIFIR PSS EHITIEE,
SANZIERE, NREELEPNXHE, BHRTE AppScan Source FH{TIEZ BITE
FERIMEHREIHRIZINE (WRFITLIIRIE, FBA AppScan Source R RBEXT S 4
BB o

& 4. AppScan Source Xff
AppScan Source X E#& iR

ppf *+ AppScan Source WHE X%

« TEfER AppScan Source for Analysis 35
T AppScan Source SEFRFERFOIEIE
BYEERY

- BF®

paf + AppScan Source NRRIERFEXH

« TEf£A AppScan Source for Analysis T3
T AppScan Source SERTERF IR
ERETER

« FPe
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R 4. AppScan Source XfF (4%)

AppScan Source X R&

DU

sin.gaf

S\ Visual Studio f#R7ZET4EMRM
AppScan Source NFRIERFXH
BRERBERNNAEFES (FIEIHFRDA
IRGRE{F)

KASANNILEZEISARS FOET. Bl
gn:

d:\my_apps\myapp.sin
d:\my_apps\myapp.sin.gaf

veproj.gpf

S Visual Studio TEB4ERH AppScan
Source WHE X

AXRRBEHNMEEFEE (BRI HER
T5)
KAFMSANNTERNZM, Fi0:

d:\my _projects\myproject.vcproj
d:\my_projects\myproject.vcproj.gpf

xcodeproj.gaf

SN Xcode BRIAERMA AppScan Source
R

BREBEFLAEFES (FIENHERIA
IRLBIRM)
RASANNITEZETBRERNEZT. F
.

/Users/myUser/myProject.xcodeproj
/Users/myUser/myProject.xcodeproj.gaf

xcodeproj.gpf

S Xcode TEBEMA AppScan Source
e X%

BREEEHMEES (FIEXFHER
T5)
FASNHMERNRM: Fa0:

/Users/myUser/myProject.xcodeproj
/Users/myUser/myProject.xcodeproj.gpf
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R 4. AppScan Source XfF (4%)

AppScan Source X EH iR

xcworkspace.gaf © S Xcode LF=[EBYAEME AppScan
Source NFBIERFXXH

« BREBEFNAEFES (BIE0HERmAN
IRGRER{F)

« XAFSANIEZERNEM. Fli0:

/Users/myUser/myProj.xcworkspace.gaf

ewf  Eclipse TE=iEIX %

* R Eclipse TE=IBIS N AppScan Source
BYEERK

* Eclipse SH2FET Eclipse TETRIANIE
BRI, #AfF AppScan Source §A
i &tz

epf * Eclipse MBXH#
+ % Eclipse BTIHS N AppScan Source BYZE
B

* Eclipse SHERET Eclipse TIENME S0
B>, A5 AppScan Source SAILEL
%

R FRSZIFNMEER TR (6190, buildOunce/Ant 3 Ounce/Maven) R4
F¥ AppScan Source N FAZEFMINE X4E, BINVETRADITHIPEIIXLEH (fE
NEEMUN—E ) UFNFEEBRMNALFANFRERSZ, YFLEETRREES
FERMXEXHHNEEBIER, AppScan Source NAZFMINE X BT, Xl
REEAHBAFT A XA SR —E1%.

E: ETHE AppScan Source for Analysis. AppScan Source for Automation
AppScan Source FLITRE IZIFMLRRANSAXE, ESIFhttp://www.ibm.com/|
lsupport/docview.wss?uid=swg27027486) TELLTIES, EFREEFHA AppScan
Source hRASFAXTRZAVIEIN&, RERZFMEEFEHABN AppScan Source Ak, AR
AppScan Source XFFMEMARIMRITAMPREX MG, ZXFRERIRFRHEDT~
HYRiESFHIES B0 PFIH.

% 15 & AppScan Source N FFERFNIE X4 121


http://www.ibm.com/support/docview.wss?uid=swg27027486
http://www.ibm.com/support/docview.wss?uid=swg27027486

122 1BM Security AppScan Source: RIEMEIRIEE



$ 16 = HOERE

X} AppScan Source FmBIBIEREER R 7 XEAMAVITHEN LFTHSERD.
ST IR0 RS T XFiRORZENER. 8MNERHERIERERN.

R & BYFT Frim O

RAF 2@ ERNREF T Fik O

w0 At Y
443 F 9443 AppScan Enterprise Server |HTTPS
2315 solidDB solidDB

RBFAEN LRV RE T RO

%0 LAY Y

443 F 9443 AppScan Enterprise Server |HTTPS

13194-13294 AppScan Source for Analy-|IIOP
sis

(X f&E A ZSE B R — A s

()

13205 AppScan Source for Automa- | IIOP
tion

VAIIEAR S5 28w

Rational License Key Server FF[E AppScan Source I&HZohiFrliE. EEHH N
EEMEMMIZEEER AppScan Source FENIFAIE, "EHIT—EFoHEE. BFEN
Rational License Key Server £HJ Tmgrd #1 ibmratl HEFIFERFECE License
Manager %M, ABRITH/BEEXM M RO AppScan Source ik, EE S Ratio-
nal License Key Server MR EZERE, BREBRT, Tmgrd HONAN
27000, ibmratl HNZESFIPI2RFInH 2SI ECH.

iR AERE

EERORKIMFTRHAITIRIE, LI AppScan Source RABMIFHECEEN. XT
BOENIRERIFAETRES, BEKR BM xHF%K.

B solidDB i

KXFUES

EEY solidDB BEiRMS, HARERET AppScan Source #iEE AIHEE, A
[ERBAR T AP BHITIRIE,
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E WREN solidDB IwH, BBAIIETT appscanserverdbmgr TEREARS2:F
MEFHMEIEEME. 1B21FE 67 T M AppScan Enterprise Server Eff|
[AppScan Source ¥iEREE) MIREVE XL TAMEE.

iz

1. ¥JFF <install_dir>\solidDB\appscansrc\solid.ini (f Windows E) T
<install_dir>/soliddb/appscansrc/solid.ini (¥ Linux L£) (HEr
<install_dir>  AppScan Source REME) o EXMHH, EF] NETWORK NAME
KREAPXRHIFEOSE, Flg0, WMNR7E Windows LZE T HIEFEASEEHixO
SEHNHN 12345, FBAKE) Listen=tcpip 2315, nmpipe SOLID ;
Windows (Windows LI&EMRAEE) HREEEN Listen=tcpip 12345, nmpipe
SOLID ; Windows. FEHREFEIN M,

2. ¥J7F <data_dir>\config\database.ozsettings (¥ Windows k) 3¢ <data dir>/
config/database.ozsettings (£ Linux k) (HMA <data_dir> 2 AppScan
Source FEFHURRIME, WE 55 W LB RBEXHMEL k) « 7
XA, #E] db_connection_information REBHEXHIKOSE, Hi0, WR%E
EXimOSFA 12345, 753KE) value="tcp localhost 2315" HIFHEHBEHH
value="tcp localhost 12345", IEXIRFEIXH,

3. EFE5H IBM Security AppScan Source #iEEIRS
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B 17 & ¥ERFENX solidDB BFR G

WNREFFRTETIERRE solidDB #iEE, ABANTECE solidDB BFRMEIERF
FE, MRAERT, solidDB AFPMISEN: AP ounce F1ZHS ounce, TREEIE
EEEGAFZMNEEYN dba,

KTFUES
EEAXHE AP KPP PE—KF RS, HEREEEFNT R,

B WNRE solidDB iwH, ABAMILEIT appscanserverdbmgr TEFRAARS 28T
MEEFMPEIEEME. H21HE 67 7189 W AppScan Enterprise Server ;i
|[AppScan Source ¥IEEE) MIREXVE XL TAMES.

iz

1. ESPIRTAL, BEREXN <install_dir>\solidDB\bin (EH <install dir>
& AppScan Source TRIE) o

2. A& solsql.exe "tcp 2315" (£ Windows L) T solsql "tcp 2315" (7£

Linux k) o

3. I Username F&/REY, MIANZHEIEER solidDB BIEAF &, MEBRT, ZHA
P& dba,

4. HI Password 1ERET, BAHFIECER solidDB BEZEIE, MREBERT, ZHER
%% dbao

5. &XHE< alter user <db_username> identified by <new password>;, 7Elt&H<
H

+ <db_username> REEXHEZIH solidDB FF. EAJLIEXK solidDB AP %
5, si&EWAILIEEN solidDB BIEAFZH,

* <new_password> ;EE/J <db_username> & B ZHI,

Fan, BEHREEIEAPZEENRA newpassword123, BH&HES alter user dba
identified by newpasswordl23;,
6. ZE5TA solidDB AFMRIEELL, /AL commit work;, AERHHBL
eXit;o
7. FAE: RBEBEX solidDB BFEBRIER TARBERTZI B, T solidDB
EIRAFRZEEN, BAETHBLTE., B solidDB AFREBRE, BEEENE
M AppScan Source ¥UEEEFAAIERT:
a. IAGSIERFHIEERENRN <install_dir>\bin (A <install_dir> @
AppScan Source REUE) o
b. & Windows £, &H#< OunceServer.exe -a <new_password>, £ Linux
£, AH®% ounceserverd -a <new_password>, XfF LA EFMIFNR,
<new_password> #EE LIRS EHPELL solidDB A HEIBEYHEE IR Z RS,
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AppScan Source FiiENid

3528 (v8.7.x FE(EhRES)

AEFYIHT AppScan Source V8.7.x MERIRASHEEHITIE XD IE2%0

NBEBEHEXLETER, BRAE 129 HE 1 5, TERCAENRECOR
BE1 Frevis s Bt TRl

- RERDEL

lipu
o b

=iikR -

I EBEMNABREFIBNEINETENERLE, il

SR 5 —ERERIRIREZ
TRBRESNLERNSEREER, ttd

Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.

A PRIERIVED, XESTEINENEEEIRP LS
SRR EEHRELN:

BufferOverflow
BufferOverflow.FormatString
PathTraversal
CrossSiteScripting
CrossSiteScripting.Reflected
CrossSiteScripting.Stored
Injection
Injection.
Injection.
Injection.
Injection.
Injection.

M ERiE(S

LDAP
SQL
0S
XML
XPath

BESEEMA

Technology.Communications JRF=4ERILEERITAD,

=iLkgk -

BEXE

Etl_JﬁﬁgﬁEEa-EEﬁifLKlﬁ%Jjjt%' ] (%0 CrossSiteScripting A Injection.SQL) HRY

HR, It

Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.
Vulnerability.

L7k -
lius

Vulnerability.
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TSP ESHRESRS

TR A MR AERNER, I
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AppDOS
Authentication.Credentials.Unprotected
Authentication.Entity

BufferOverflow
BufferOverflow.FormatString
CrossSiteScripting
CrossSiteScripting.Reflected
CrossSiteScripting.Stored

Injection
Injection.
Injection.
Injection.
Injection.XML
Injection.XPath
PathTraversal

Mt AES

LDAP
0S
SQL

SRR P ER B BLE!

Quality.TestCode
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FiL - KUEHHRE

TR B E 5 LXMNUEFNRIEEXNER, MATEERIE o fER alE VIR P IRENEUE
NREZELXUNEHURIE, BN UHIBRITRRIEE.

BERUTER:

Technology.Database --> Vulnerability.Injection.SQL

Mechanism.SessionManagement --> Mechanism.SessionManagement

Technology.XML, Technology.XML.DOM, Technology.XML.Schema,

Technology.XML.XPath --> Vulnerability.AppDOS.XML,
Vulnerability.Injection.XML

FiL - BECREE

g iR B A 5EIRMEEXMNE R, KENERKE FiERBSICRIEIREIRLS
B2, B5LUTENTE:

Mechanism.ErrorHandling -->
Vulnerability.Logging, Vulnerability.Logging.Forge, Vulnerability.Logging.Required

T - |2
RSB E AT BN R NER. SEMEH%,
T - AIER

RS EERBTFrIERMNER, 28 java.lang.System.getProperty.» fENE
R R A B S E I ERE .
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% 19 B ERCIETIE N IESS

BERITAESTPHNTSE, 5 V8.8 ZHEIH AppScan Source HEIRMHAITNE XIS
BAMEIARTm, TREaNSELERGE, ErLURRSAREIZITIESEERNA IR
BIE FIREIREE (a0, LERTIRBRAIHZFZAEF) o

KTFUES

BIAREMIFAE XGL ISR T <data_dir>\archive\filters (EH <data dir> 2
AppScan Source FEFEIBNMIE, WE 55 p [ REMAF KB AEL FRFfiA)
&,

UK

1. fE <data_dir>\archive\filters #, XEBEEFEN—PHZMLIESE (AppScan
Source TIESRET .off XHTRRE) -

2. BX— 1B NLIERERF <data_dir>\scanner filters,
3. EHMB5h AppScan Source,

T—Htta

ET7RINAEIETIEE (AEEEERNEIITIEEE) , B2HEE 131 TIHE 20 |
| e g g dRiads ME R SIZM BT ISR b
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$ 20 F 1 "dESERER"NEFNENERTIES

EiZMER, EeILEIE. g, RFE. BIBRFAIEIEIEEE. SNR(EA AppScan Source
for Analysis, ARARUHZ IR HIHRIERMAHZATIEES. £ AppScan Source
for Development #, NREMARSBWHXHEZFRE] AppScan Enterprise Server,
AR P HZRITIERR,

oz
1. fHE 133 IS 21 &, I EemiEes MEL [THZH, SHME. Itk

BZIRZE Untitled<-number> (HEFRE—FHHILIRELTEESE Untitled, T F—1
N TARBULERE Untitled-1, LULSSHE) o

7 7£ AppScan Source for Development (Visual Studio &) &, ZMEZE"
fRAEITIRESE ORI —EB 50
BARG, AREFEEEATIERENF .

. BEREXISEN.

4. IBELIEREBN, REREHE. IMTLIESRI BB TSR PH Untitled<-
number>,

T—FMHta

BNATIESE, BE TiEEmEes B RSP REEE,

d ERERERMERESNYL AR IER TR A SR R RE, HBIUEE R
AENEERESRERNITR T AR 27 RRERE " RE S RBITIELS.

AR RS eSS I E Pl IR RPN RFEA S T URIERERERDIE

2, HEWAIURTEEIDIEBLUTA EETIERE "WIFE, HPREERENTIESE

B,

o fERhidiRER T IIEREER MEP T EETIESR WIEERERLIESE, A
[ ELL RN A RFE R

A TRECREIBRA BT SR,

o BIBREIREE: T ISR mER MEPRE EETIRS WIEEREFRILIESE, A
EREMER. £ EETIER YEER, EEULIERSNIIEESE, ARREMERU
EIEPEEBER.

« MBE—IRR[EIBIIRR . ERILUEHRENTIER, ARREREAURESEN
ERHBIRET RS, XAFEBIENELIERMNRE LHITHEREZMANT
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